
 

 
 
 

UNIVERSITI PUTRA MALAYSIA 
 
 

A MODEL OF SOFTWARE CHANGE RISK ASSESSMENT 
MEASURES USING RISK MITIGATION PROCESS IN ANTI-AGEING 

 

 
 
 
 
 
 
 
 
 

THAMARATUL IZZAH BINTI AZMAN 

 
 
 
 
 
 
 
 
 
 
 

FSKTM 2020 27 



 
1-i 

 
 
 

A MODEL OF SOFTWARE CHANGE RISK ASSESSMENT MEASURES 
USING RISK MITIGATION PROCESS IN ANTI-AGEING 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

By 
 
 

THAMARATUL IZZAH BINTI AZMAN 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Thesis Submitted to the School of Graduate Studies, Universiti Putra 
Malaysia, in Fulfilment of the Requirements for the Degree of 

Master of Science 
 
 

July 2020 

 

© C
OPYRIG

HT U
PM



 
1-ii 

COPYRIGHT 
 
 

All material contained within the thesis, including without limitation text, logos, 
icons, photographs, and all other artwork, is copyright material of Universiti Putra 
Malaysia unless otherwise stated. Use may be made of any material contained 
within the thesis for non-commercial purposes from the copyright holder. 
Commercial use of material may only be made with the express, prior, written 
permission of Universiti Putra Malaysia. 
 
 
Copyright © Universiti Putra Malaysia  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

© C
OPYRIG

HT U
PM



 
i 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in 
fulfilment of the requirement for the degree of Master of Science 

 
 

A MODEL OF SOFTWARE CHANGE RISK ASSESSMENT MEASURES 
USING RISK MITIGATION PROCESS IN ANTI-AGEING 

 
 

By 
 
 

THAMARATUL IZZAH BINTI AZMAN 
 
 

July 2020 
 
 

Chairman :   Associate Professor Noraini binti Che Pa, PhD  
Faculty :   Computer Science and Information Technology 
 
 
Continuous changes during maintenance may cause software structure to 
deteriorate and causing bugs and errors, which reduces software quality leading 
to software ageing. Software ageing is inevitable, however, the progress of 
ageing can be delayed to attain software anti-ageing where software maintains 
its quality. Change analysis involves assessment of risks that monitor, examine 
and manage the impact of software changes to deal with software ageing, 
however, it is still unclear how maintainers perform the assessment of risks. 
Existing risk mitigation is lack of quantifiable approach, which arises ambiguous 
issues for change analysis. There are also inadequate tools to support 
maintainers for change analysis during software maintenance for software anti-
ageing. The study aims to determine the risks of software changes that influence 
software ageing from software engineering perspective and further develop a 
model of software change risk assessment measures using risk mitigation 
process in anti-ageing as well as building a prototype based on the model. From 
a comprehensive theoretical study, six risks of software changes such as 
human, technical, environment, technology, resources and maintenance 
procedure and process were discovered to influence software ageing during 
software maintenance. To examine the relationships between those risks and 
software ageing, a quantitative survey was conducted using a structured 
questionnaire among 152 software practitioners in Malaysia. The data was 
analyzed using Structural Equation Modeling (SEM) analysis consists of 
measurement model and structural model assessment through SmartPLS 
software. The result shows that human risk, technical risk, environment risk, 
technology risk and maintenance procedure and process risk have significant 
effect on software ageing. The study found resources risk has no significant 
effect on software ageing. The study also discovered that risk mitigation is a 
moderator for the relationship between software ageing and software anti-
ageing, where the interaction term demonstrates a significant path with the p- 
value of interaction term is 0.0001, which is smaller than recommended p-value 
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of 0.05. Based on the results, a model of software change risk assessment 
measures using risk mitigation process in anti-ageing is developed that 
comprises of five components such as change request, risks of software 
changes, software ageing, risk mitigation process and software anti-ageing. 
Then, a prototype named Risk Mitigation for Software Anti-Ageing System is 
built based on the model. The model was validated and prototype was verified 
using expert or accreditation approach through interview with experts. The 
findings from this research contributes to assist maintainers to monitor, evaluate 
and manage risk of software changes that influence software ageing during 
change analysis in software maintenance to achieve software anti-ageing. 
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Perubahan secara berterusan semasa penyelenggaraan perisian menyebabkan 
struktur perisian merosot dan membawa kepada pepijat dan kesilapan yang 
mengurangkan kualiti perisian menyebabkan penuaan perisian. Penuaan 
perisian tidak dapat dielakkan, bagaimanapun, perkembangan penuaan boleh 
ditangguhkan untuk mencapai anti- penuaan perisian di mana perisian boleh 
mengekalkan kualitinya. Analisis perubahan melibatkan penilaian risiko untuk 
memantau, memeriksa dan mengurus kesan perubahan perisian bagi 
menangani penuaan perisian, namun, masih belum jelas bagaimana 
penyelenggara perisian melaksanakan penilaian risiko. Pengurangan risiko 
yang sedia ada kekurangan pendekatan kuantitatif menimbulkan masalah 
kesamaran untuk analisis perubahan. Terdapat juga alat yang tidak mencukupi 
bagi menyokong penyelenggara untuk analisis perubahan semasa 
penyelenggaraan perisian untuk anti- penuaan perisian. Kajian ini bertujuan 
untuk mengenal pasti risiko melaksanakan perubahan perisian yang 
mempengaruhi perisian untuk menjadi tua dari perspektif kejuruteraan perisian 
dan seterusnya membangunkan model langkah penilaian risiko perubahan 
perisian menggunakan proses pengurangan risiko untuk anti penuaan serta 
membina prototaip berdasarkan model tersebut. Dari kajian teori yang 
komprehensif, enam risiko perubahan perisian seperti manusia, teknikal, 
persekitaran, teknologi, sumber dan prosedur dan proses penyelenggaraan 
telah didapati mempengaruhi penuaan perisian semasa penyelenggaraan 
perisian. Untuk menkaji hubungan risiko tersebut dengan penuaan perisian, satu 
tinjauan kuantitatif telah dilakukan dengan menggunakan soal selidik berstruktur 
dalam kalangan 152 pengamal perisian di Malaysia. Data dianalisis 
menggunakan analisis Structural Equation Modeling (SEM) yang terdiri dari 
penilaian model pengukuran dan model struktur melalui perisian SmartPLS. 
Hasil kajian mendapati bahawa risiko manusia, risiko teknikal, risiko 
persekitaran, risiko teknologi dan risiko prosedur dan proses penyelenggaraan 
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mempunyai kesan terhadap penuaan perisian. Penemuan kajian mendapati 
risiko sumber tidak memberikan kesan signifikan terhadap penuaan perisian. 
Pembolehubah moderator iaitu kaedah pengurangan risiko mempunyai kesan 
signifikan terhadap hubungan di antara penuaan perisian dan anti-penuaan 
perisian, di mana istilah interaksi menunjukkan jalan signifikan dengan nilai p 
dari istilah interaksi adalah 0.0001, lebih kecil daripada nilai p yang disyorkan 
0.05. Berdasarkan hasil kajian, model Langkah penilaian risiko perubahan 
perisian menggunakan proses pengurangan risiko untuk anti penuaan telah 
dibina daripada lima komponen seperti permintaan perubahan, risiko perubahan 
perisian, proses pengurangan risiko dan anti-penuaan perisian. Kemudian, 
prototaip bernama Risk Mitigation for Software Anti-Ageing System dibina 
berdasarkan model tersebut. Model dan prototaip telah disahkan menggunakan 
pendekatan pakar atau pentauliahan melalui temu bual bersama pakar. 
Penemuaan dari penyelidikan ini dapat membantu pengamal perisian untuk 
memantau, menilai dan mengurus risiko perubahan perisian yang 
mempengaruhi penuaan perisian semasa analisis perubahan untuk mencapai 
anti-penuaan perisian.  
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CHAPTER 1 

1 INTRODUCTION 

1.1 Introduction 

This chapter lay out the research background of the study to explain the context 
of the research, research problems to describe the problem statement of the 
research, research questions to illustrate the address research problems, 
research objectives which will highlight the aim of the research, research scope 
to define the focus of the research and lastly, research significance to present 
the contribution of the research. 

1.2 Research Background  

Nowadays, many people use software and computer program and system in 
their daily life to reduce the manpower. It is a vital and valuable asset for a 
successful business process as it functions to assist in performing tasks and 
activities within the organizations. Software that maintains its high quality and 
possess adaptability feature towards its environmental changes enables the 
software to stay young, relevant, and anti-ageing (Yahaya and Deraman, 2012). 
The quality of software is often related to the software technical behavior and 
end user’s perspective towards the software, which measures users’ satisfaction 
and software ability to fulfill the expectation (Abdullah et. al., 2019). Moreover, 
software adaptability and flexibility features towards dynamic changes allow the 
software to remain anti-ageing (Yahaya and Deraman, 2012). 

The state of software anti-ageing prevents the chances of software errors and 
failures occurrences to sustain the survivability of software and prolonging its 
lifecycle. The process for anti-ageing consists of activities that can be applied to 
prevent software ageing progress before software becomes irrelevant (Abdullah 
et. al., 2014). Software ageing is referred to the degradation of software 
performance and quality to deliver and perform its expected function and provide 
services (Yahaya et. al., 2016; deMelo et. al., 2017). Software maintenance can 
be implemented to tackle software ageing phenomenon (Singh and Goel, 2007; 
Abdullah et. al., 2017). It is one of the phases in software development lifecycle 
where in the event of software errors and failures, actions will be taken to fix 
errors as well as modifying and updating the software to meet new requirements 
and demands to improve its performance, quality and services. Cotroneo et. al. 
(2010) suggested using software maintenance activities as a mean to delay 
ageing progress in software. Maintaining the software helps tackling ageing 
issues in software (Singh and Goel, 2007). © C
OPYRIG
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Software ageing from software engineering perspective is concerned with 
monitoring, examining and managing the impact of software changes that gives 
threats to software structure and its quality to deal with software ageing (Russo, 
2014). The activity or task, which assist to discover impact of performing 
changes to software is done during change analysis in software maintenance 
(Tripathy and Naik, 2015). Software change analysis is performed during the 
second phase in software maintenance to assist in determining possible impact 
or effect of a change or the estimation of what needs to be modified (Bohner & 
Arnold, 1996). This phase helps managing software changes and inhibits 
software deterioration that may leads to software ageing once changes are 
implemented (Isong and Ekabua, 2013; Russo, 2014). 

Particularly, it is crucial for experts or maintainers to assess the risks of 
performing software changes during change analysis in software maintenance 
to examine the risks level and its impact to software (Williams and Carver, 2006, 
Rahman et. al., 2019). Risk is defined as an uncertain or unpredictable event 
that if it occurs, will give a negative effect (KarimiAzari et. al., 2011). Risks during 
change analysis are crucial to be determined to reduce the impact or 
unanticipated event and consequences from those risks on the software before 
performing software changes (Williams and Carver, 2006; Rahman et. al., 2014). 
Through the early identification of the potential impact and failure from the 
changes or modification, the risk to deal with unforeseen impact and 
unpredictable changes on the software will be minimized (Isong and Ekabua, 
2013). 

There are various risks of software changes during software maintenance 
discussed by past researchers that is associated to influence software ageing 
phenomenon such as human, technical, environment, technology, resources 
and maintenance procedure and process. Few of the risks such as human, 
technical, environment and technology had been validated in the previous 
studies (Abdullah et. al., 2019, Abidin et. al., 2018, Mahmud, 2017 and Yahaya 
et. al., 2016). Nonetheless, those risks were investigated in software 
dependability perspective where software ageing occur after long running of 
software execution. For this reason, those studies disregard investigation of 
those risks on software ageing based on software engineering perspective, 
where software ages from the result of changes made to the software. Thus, to 
handle the concerns of software ageing based on software engineering 
perspective, investigating the relationships between those risks of software 
changes with software ageing is significant to evaluate its impact to software 
during change analysis. 

Furthermore, failure of the maintainers to manage risks of software changes may 
leads the risks to be converted into serious issues that will compromise the 
maintenance success such as promoting increasing number of software failures, 
declining software performance and its quality and benefits from the software 
will not be gained by the users thus eventually causing early software retirement 
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(Salmeron and Lopez, 2012). One of the techniques used for software change 
analysis during software maintenance is risk mitigation. Knodel and Naab (2014) 
proposed risk mitigation to mitigate and minimize risk of software changes during 
change analysis in software maintenance through architecture evaluation. 

The scope of mitigating risks in the study however only concentrates on 
qualitative evaluation on the architecture of the software to predict the impact of 
risks to software for risk assessment for change analysis. For that case, the 
interpretation of risks is not scalable as it involves in-depth descriptive 
understandings of the architecture of the software itself for the evaluation. 

According to Ahamad (2016), effects of software ageing may cause difficulties 
to cope with business operation as it slows down software response time to 
execute commands in which later causing delayed works. Further, occasional 
system downtime causes by software ageing also may lead to economic loss 
(Qin et. al., 2015). Organization or business may need to invest their money to 
acquire new software after the loss of old software due to ageing (Abidin et. al., 
2015). Therefore, it is crucial to counteract and prevent the occurrences of 
software ageing because it does not only affect the software abilities to function, 
but also influence users, business and organization experience to utilize the 
software as well. 

Hence, the whole purpose of the study is to provide novel insight and guidance 
for maintainers in evaluating, monitoring and managing risks of software 
changes using quantifiable process of risk mitigation to prevent the software 
from negative consequences of software changes that will compromise its 
quality and performance. This helps to ensure better function and utilization of 
the software for it to remain relevant and stay anti-ageing in order to support on-
going business and organization function. 

1.3 Problem Statement  

Software maintenance is one of the methods to deal with software ageing (Singh 
and Goel, 2007; Abdullah et. al., 2017). However, software maintenance also 
can promote software ageing from the results of changes performed into the 
software during software maintenance (Russo, 2014). Continuous changes 
during maintenance cause degradation of software structure and maintainability 
by introducing bugs and errors leading to software ageing (Russo, 2014; 
Mahmud, 2017; Catolino et. al., 2018). 

Effective change analysis during software maintenance involves monitoring, 
examining, and managing the impact of software changes in order to deal with 
software ageing (Russo, 2014). To ensure effective change analysis, 
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identification of probable risks of software changes is profoundly necessary 
during change analysis to evaluate the impact or consequences from those risks 
before changes are performed into the software (Rahman et. al., 2019). Existing 
risks of software changes discovered were investigated from software 
dependability perspective (Abdullah et. al., 2019, Abidin et. al., 2018, Mahmud, 
2017 and Yahaya et. al., 2016). This causes lack of exploration on risks of 
software changes from software engineering perspective. 

From theoretical study, existing software anti-ageing model provides inadequate 
support to determine impact from the results of software changes made during 
software maintenance that could lead to software ageing. Most of the proposed 
models concentrate on tackling software ageing issues from software 
dependability perspective (Abdullah et. al., 2019, Abidin et. al., 2018, Mahmud, 
2017 and Yahaya et. al., 2016). Thus, these models lack support for software 
changes risk assessment for change analysis in software maintenance to 
achieve anti-ageing from software engineering perspective.  

In particular, from software engineering perspective, software ageing also need 
to be dealt by handling results from the impact of changes made to software 
where it involves the assessment of risks (Russo, 2014). However, it is still yet 
uncertain how maintainers should analyze the impact of software changes and 
perform software change risk assessment for change analysis during software 
maintenance (Rahman et. al., 2019). Past researchers proposed risk mitigation 
process as change analysis technique, however, existing risk mitigation process 
is lack of quantifiable which arises ambiguous issues for change analysis 
(Knodel and Naab, 2014). Mitigation of risk is performed through qualitative 
evaluation on the architecture of software to discover the impact of risks. Hence, 
this arises the ambiguous issue on the risk mitigation process for software 
changes risk assessment for change analysis during software maintenance. 

There is also lack of tools or mechanism to support maintainers for change 
analysis during software maintenance for software anti-ageing (Borg et. al., 
2017; Abdullah et. al., 2019). Maintainers usually manage change analysis 
reports through a simple web interface for repository where it only supports 
browsing and searching the reports (Borg et. al., 2017). This creates the issue 
on inadequate platform or tool to support for change analysis during software 
maintenance. 

Therefore, such gaps motivate the study to explore on the risks of software 
changes that could influence software ageing during software maintenance from 
software engineering perspective and further proposed a model of software 
change risk assessment measures using risk mitigation process in anti-ageing 
that provides scalable measures for quantifiable risk mitigation process for 
software changes risk assessment during change analysis in software 
maintenance. The study also will develop a prototype based on the model, which 
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acts as a tool to assist maintainers for change analysis during software 
maintenance. 

1.4 Research Questions 

In order to address the research problems, research questions are formulated 
to drive the research direction. The research questions are described as 
followed: 
 

1. What are the risks of software changes during software maintenance 
that influences software ageing from software engineering perspective? 

2. How to examine the relationship between the risks of software changes 
during software maintenance and software ageing, and risk mitigation 
process moderating effect on the relationship between software ageing 
and software anti-ageing? 

3. How does risk mitigation process help to mitigate risks of software 
changes for software anti-ageing? 

 
 
1.5 Research Objectives 

The objectives of the research that underline the way for the research are: 
 

1. To determine risks of software changes during software maintenance 
that influence software ageing from software engineering perspective. 

2. To develop a model of software changes risk assessment measures 
using risk mitigation process to anti-ageing. 

3. To build a prototype based on the model of software changes risk 
assessment measures using risk mitigation process to anti-ageing. 

 
 
1.6 Research Scope 

To achieve the research objectives, the study is concerned with software ageing 
based on software engineering perspective and method to achieve software 
anti- ageing using risk mitigation. Hence, the scopes of the research are as 
followed: 
 

1. The study is limited to be concerned with following point of knowledge: 
a) risk of software changes during change analysis in software 
maintenance that influence software ageing, and b) risk mitigation as 
process to achieve software anti-ageing. 

2. The study will be conducted mainly among software practitioners in 
software industry in Malaysia to determine risks of software changes 
during software maintenance influencing software ageing and perceived 
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benefit of risk mitigation in preventing software ageing to achieve 
software anti-ageing based on their experience and knowledge. 

3. Quantitative approach is adopted in this research using survey 
questionnaire to determine the risks of software changes during 
maintenance that influence software ageing and determine the 
moderating effect of risk mitigation process for software anti-ageing from 
experts’ opinions. Meanwhile, to validate the model and verify the 
prototype, an interview and survey with several informants are 
performed. 

4. All software programs used in this study are free and open source. The 
required hardware for developing the prototype in this study includes 
personal computer (PC) of 64bit, 1.3 GHz Intel Core i5, 4GB RAM 
supported with 1440 x 900 Intel HD Graphics resolution, meanwhile the 
software components used includes OS X Yosemite (operating system), 
Eclipse for system’s programming, Xampp as web-server that provides 
MYSQL database and Adobe PDF for downloading report. 

 
 
1.7 Research Significance 

This research presents a new paradigm of software changes risk assessment 
for software anti-ageing using risk mitigation process. A model of software 
change risk assessment measures using risk mitigation process in anti-ageing 
proposed in the study will provide better understanding and insight for 
maintainers on the potential impact and consequences of performing software 
changes during maintenance that could affect the quality and performance of 
existing software. The study is essential to drive a new way to tackle software 
ageing phenomenon during software maintenance in order to ensure software 
anti-ageing. The research is also vital to discover new attributes that could 
contribute to influence software ageing phenomenon from the results of software 
changes based on software engineering perspective. Overall, the research is 
beneficial as new knowledge to the literature in the field of software engineering 
and information system. 

The research also presents a new and feasible mechanism for handling and 
dealing with software ageing issues during software maintenance from the 
development of a prototype named Risk Mitigation for Software Anti-Ageing 
system (RMSAAsys). It aids to serve as a tool that support maintainers to 
conduct software changes risk assessment through a series of computerized 
risk mitigation process. The prototype will be beneficial for software maintainers 
as it offers convenient platform for easy management and mitigation of software 
changes risks in order to ensure software anti- ageing. The results and 
contributions from the studies may be applied for the use of learning institutions 
for learning purposes and software industries for effective software 
maintenance. The limitations and future work from this research also can be 
used for references and suggestions as a base for future research. The 
knowledge gained from this research also can be intended to be use for 
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fundamental information in the context of software ageing, anti-ageing and 
software maintenance in the field of software engineering.  

1.8 Thesis Organization 

This thesis consists of several research works that have been reported in journal 
papers and conference papers. Chapter 1 covers research background, 
research problem, research questions, research objectives, research scope and 
research significance. Overall, this thesis comprises of 7 chapters, the remaining 
chapters are listed as follows: 

Chapter 2 discussed on literature review which covers the definition and nature 
of software ageing, causes of software ageing, software anti-ageing, existing 
methods and model of software anti-ageing, software maintenance on change 
analysis, risk of software changes during software maintenance as well as risk 
mitigation process and existing risk mitigation system. In addition, research gap 
from the literature study is discussed and conceptual model is developed. It also 
covers on the development of hypotheses for the empirical study based on the 
components described in the conceptual model. 

Chapter 3 explained on the research methodology comprises of five phases: 
Phase I involves theoretical study, Phase II on empirical study that involves 
questionnaire design, instrument content validity, pilot study, data collection and 
analysis, Phase III on model development, Phase IV for prototype development 
and lastly, Phase V involves model validation and prototype verification. 

Chapter 4 discussed the results and findings from empirical study. 

Chapter 5 presents the proposed model of software anti-ageing and discusses 
on model evaluation that includes prototype architectural design and 
implementation. 

Chapter 6 discussed on the results of post-study on the model validation and 
prototype verification. The chapter also explains on the overall study results 
discussion. 

Chapter 7 concludes the research summary and future work, which covers the 
research theoretical and practical contribution, limitations, and future work in the 
field. © C
OPYRIG

HT U
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