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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in
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By

NUUR ALIFAH BINTI ROSLAN

June 2018
Chairman : Nur lzura Udzir, PhD
Faculty . Computer Science and Information Technology

Text steganography is an ancient means of secret communication that uses the
text hiding process to conceal a message and, when combined with
cryptography, enhances its level of security. However, it is limited in its ability to
optimize embedded data capacity with a high perceptual transparency level that
will also not raise suspicion when written. Besides that, other concerns are active
attacks by intruders which are a crucial security issue in the transmission of the
shared secret key that enables the receiver to extract the secret information.
Also, such attacks can be infected through a fake identity that allows the receiver
to modify the secret information thus degrading its integrity. To overcome these
drawbacks, we propose the Character Property method, which uses the basic
properties of the Arabic Text such as dots, calligraphy typographical proportions,
and sharp-edges to hide the secret message using a table index mapping
technique to optimize data capacity with high perceptual transparency to avert
suspicion. We apply biometric multi factor authentication to enhance the security
of the transmitted shared secret key used to extract the stego-text. The designed
biometric multi factor authentication has a liveness detection feature to spot a
receiver’s fake identity. The biometric multi factor authentication is implemented
through a custom Arduino smart watch with a fingerprint and heartbeat sensor
as a proof of concept device which increases capacity in hiding the secret
message by up to 23.5% compared to the previous methods. Since the designed
method does not affect the stego-text appearance, its 1.0 Jaro Similarity score
as compared to the other methods proves the high transparency of the stego-
text. The biometric device evaluation results in a false rejection rate of only 4%
while the false acceptance rate is 0%. The results are significant for the liveness
detection with 0% results for both false acceptance of fake inputs (FerrFake) and



false rejection of live subject (FerrLive) compared with a fingerprint-only
biometric authentication approach which has a high percentage of up to 13% of
false acceptance of fake inputs (FerrFake). To conclude, the Character Property
method with biometric multi factor authentication provides an optimum
embedded data capacity and a high level of perceptual transparency in hiding
secret information together with a high level of user authorization that offers the
liveness detection of users. This method with biometric multifactor authentication
offers a new perspective on Arabic text steganography to cover both passive and
active attack issues.
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Tulisan steganografi adalah kaedah purba untuk berkomunikasi secara rahsia,
yang menyembunyikan mesej rahsia, jika dikombinasikan dengan kriptografi,
akan meningkatkan tahap keselamatannya. Walau bagaimanapun,
kemampuannya terhad untuk mengoptima kapasiti data dengan tahap ketelusan
persepsi yang tinggi yang juga tidak akan menimbulkan syak bila ditulis. Selain
itu, kebimbangan lain adalah serangan luar oleh penceroboh yang merupakan
isu keselamatan yang serius semasa pemindahan kunci rahsia yang dikongsi,
yang membolehkan penerima mengekstrak maklumat rahsia tersebut. Serangan
sebegini juga boleh dilakukan melalui identiti palsu yang membolehkan
penerima mengubah maklumat rahsia tersebut yang merosakkan integritinya.
Bagi mengatasi masalah ini, kami mencadangkan kaedah Ciri Aksara yang
menggunakan ciri asas teks Arab seperti titik, perkadaran tipografi kaligrafi, dan
hujung-tajam untuk menyembunyikan mesej rahsia menggunakan teknik
pemetaan indeks jadual untuk mengoptimumkan kapasiti data dengan ketelusan
persepsi yang tinggi untuk mengelakkan syak. Kami menggunakan pengesahan
multi faktor biometrik untuk meningkatkan keselamatan pemindahan kunci
rahsia yang dikongsi yang digunakan untuk mengekstrak teks-stego.
Pengesahan multi faktor biometrik ini mempunyai ciri pengesanan hidup bagi
mengesan identiti palsu penerima. Dalam eksperimen kami, pengesahan multi
faktor biometrik ini diimplementasi pada jam tangan pintar Arduino suai langgan
yang mengandungi pengesan cap jari dan degupan jantung sebagai peranti
prototaip yang meningkatkan kapasiti menyembunyikan mesej rahsia sehingga
23.5% Dberbanding kaedah terdahulu. Memandangkan kaedah yang
direkabentuk ini tidak memberi kesan kepada rupa teks-stego, skor 1.0
Kesamaan Jaronya berbanding kaedah lain membuktikan ketinggian ketelusan
teks-stego tersebut. Penilaian peranti biometrik ke atas prototaip kami tersebut



menunjukkan kadar penolakan palsu adalah hanya 4% manakala kadar
penerimaan palsu adalah 0%. Keputusan signifikan bagi pengesanan hidup
dengan keputusan pengecaman 0% untuk kedua-dua penerimaam palsu bagi
input palsu (Ferrfake) dan penolakan palsu bagi subjek hidup (FerrLive)
berbanding pendekatan biasa pengesahan biometrik menggunakan
pengecaman cap jari sahaja yang mempunyai peratusan tinggi sehingga 13%
penolakan palsu bagi input palsu (FerrFake). Sebagai kesimpulan, kaedah Ciri
Aksara dengan pengesahan multi faktor biometrik ini mampu memberikan
kapasiti data terbenam yang optima dan tahap ketelusan persepsi yang tinggi
dalam menyembunyikan maklumat rahsia dengan tahap sah kuasa pengguna
yang tinggi yang menawarkan pengesanan pengguna hidup. Kaedah dengan
pengesahan multi faktor biometrik ini memberikan perspektif baharu dalam
steganografi teks Arab untuk merangkumi isu-isu serangan aktif dan pasif.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Steganography is a sub-discipline in information hiding relating to the
implementation of secret communications. It is an ancient form of secret
communication that was developed in Greece around 440 B.C. It is defined as
“covered writing” and derived from the ancient Greek root word steganos
(oTeyavog) meaning “covered or protected”, and graphei (ypagr)) meaning
“writing”. Throughout history, most steganography applications were meant for
military purposes that employed this covert form to communicate and to relay
important secret information.

The first example of this ancient technique was used by a Greek general who
wrote secret information on the shaved head of a trusted messenger and sent
him to the receiver once his hair had fully grown back to completely cover the
message. The technique evolved over time and during World War 2, the German
army used invisible ink to write secret information in their covert communications
(Fridrich, 2009).

The basic steganography elements comprise of a secret message and a cover
medium in which various techniques are used to embed the former into the latter.
The steganography media will be the result of the combination between the
secret message and the cover medium. Then, the secret communication is
completed by sending the steganography media to the other parties with a key
or technique to reveal the secret message. Only the recipient knows the keys or
the technique used to conceal the secret message. On the other hand, the stego
object has to have a high degree of perceptual transparency to not raise any
public suspicion during transmission.

The main goal of steganography is to have secret public information, the capacity
or place to hide the secret information, and a robust steganography media
against attacks by eavesdroppers. Besides the effectiveness of the
steganography technique, another aspect that needs to be considered is The
Prisoners’ Problem which is a classical explanation concerning attacks through
the transmission of a secret message. Therefore, the main issue is to design an
efficient steganography algorithm to achieve a secure communication that has
these main goals as a benchmark (Petitcolas, Anderson, & Kuhn, 1999).



Moreover, there is the need to consider possible active attacks in order to have
high security in steganography communication. This can be achieved via a
hybrid steganography having other layers of information and sub disciplines.
Modern steganography has made a huge impact on secret digital communication
since most users nowadays employ digital communications. In modern
steganography, the cover medium is related to the digital media such as images,
text, audio, video, and even animation. This offers greater benefits in
steganography application which is of much importance nowadays due to the
widespread need to protect private and intellectual properties especially for high
profile persons rather than only focusing on military purposes.

The implementation of modern research steganography had broadened its
benefits through applications in secret communication such as in gadgets that
can be worn. These gadgets are mainly through affordable fithess bands and
general-purpose smartwatches like the Apple Watch and Android Wear. These
allow for the use of user-installable apps such as smartphones, which have a
broad range of applications such as voice calls, contactless payments, unlocking
the doors of cars or houses,

measuring vital signs, and for healthcare purposes (Blasco, Chen, Tapiador,
Peris-Lopez, & Peris, 2016). According to some estimates, wearable sales will
rise to 100 million units by 2020 (Paul Lee, Duncan Stewart, 2014).

1.2 Problem Statement

Text steganography is an ancient technique that has evolved over the years
especially with the digital media. This category of steganography is the most
difficult compared to other mediums especially image steganography due to the
difficulty in finding redundant information in a file (Ali, 2010). Therefore, most text
steganography approaches focus on optimizing embedded secret information
capacity with the high perceptual transparency level of the stego-text which will
not raise suspicions when published publicly. This is the main issue in creating
a Text Steganography algorithm which is having a high capacity of the
embedded secret information.

Text as an ancient information and communication medium has a large scope
and variety of writing forms. Various techniques in text steganography have been
introduced using different approaches based on the structure of the written script
from different languages such as Thai (Samphaiboon & Dailey, 2008), Chinese
(Xinmei Sun, Peng Meng, Yun Ye, & Liusheng Hang, 2010), and Hindi (Ali,
2010). These related works use various scripts of writing to optimize the capacity

2



of hiding the secret information. However, besides optimizing the capacity of the
embedded secret information, the next concern is a high perceptual of
transparency of the stego-text to avoid suspicious of the steganography
communication because, once its suspicious the steganography communication
will collapse and this passive attacks is one of the main issue concerned in
steganography (Johnson, Duric, & Jajodia, 2001). It is a challenge in having an
optimum capacity with a high perceptual transparency text steganography
algorithm as we highlighted these as our first main issue.

Therefore, since 2006, Arabic text steganography have offered the benefits of
the scripts itself such as dots (M. H. Shirali-Shahreza & Shirali-Shahreza, 2006),
La Words (M. Shirali-Shahreza, 2008), kashidah extension (Al-Nazer & Gutub,
2009), diacritics (A. A. Gutub, Ghouti, Elarian, Awaideh, & Alvi, 2010), and sharp
edges (N.A Roslan, Mahmod, & Udzir, 2011). The Arabic script has a huge
potential to be discovered since it has many potential characteristics for embed
more secret information with a high perceptual transparency.

The Run Length encoding method by (Kadhem, 2016) both present a high
capacity but have issues fragile by Optical Character Recognition system (OCR)
where the removal of the empty spaces in the sentences results in the loss of
the hidden secret information. Previous method by Khadim (2014) presented a
mapping algorithm between DNA and diacritics based on the B+ Tree method
and the Isolated present a high perceptual transparency as well as Word Map
method by Bhattacharyya (2010). However, both have a low capacity in hiding
the embedded secret information.

Abbasi (2015) presented an isolated character approach. The designed
algorithm uses the Unicode approach replacement as a method to hide and
provide high perceptual transparency in publishing the stego-text. However, the
embedded secret information’s data capacity is limited to the isolated character
which is a waste over the other potential cover text which may collapse via the
statistical text steganography steganalysis.

Secondly, the algorithm has shared secret keys for embedding and extracting
the secret message. This provides a huge opportunity for intruders to manipulate
the communication by creating a fake identity. Through such active attacks, the
steganography communication can fail when the stego text and keys are
modified. Through the critical review, besides the mentioned critical issues in text
steganography, we identified the active attacks such as the fake identity of both
users of the steganography communication. Therefore, through our hybrid
steganography review a hybrid steganography with Biometric Multifactor
Authentication using fingerprint with a liveness detection. Since the fake
fingerprint issues for fingerprint authentication will be a main concern for the
authentication layer (Sequeira & Cardoso, 2015).
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1.3 Research Objectives

The main goal of this research is to propose a new framework of text
steganography with biometric multifactor authentication, which optimizes the
capacity of the embedded secret communication and a high level of perceptual
transparency for stego-text. Therefore, the objectives of this research are as
follows:

1. To propose an Arabic text steganography algorithm which optimizes the
capacity of the embedded secret information.

2. To propose an Arabic text steganography method with a high level of
perceptual transparency for stego-text besides having high capacity of
the embedded secret communication.

3. To propose a biometric multifactor authentication text steganography to
prove the liveness of the users in order to address the fake identity issue.

To achieve the above objectives, our design applied the following features as the
main modules:

a) To propose a Characteristic Property Module
The design method addresses the optimizing capacity of the embedded
secret information capacity issue which arouses suspicions in text
steganography by using Arabic character properties such as sharp
edges, dots, and typo proportions.

b) To propose a Biometric Multifactor Authentication Module
The new approach presented is the biometric element factor which is the
heartbeat pulse combined with fingerprint biometric authentication to
prove the liveness of the authorized user.

1.4 Research Contribution

This research will contribute to the following areas of study:

a) Character Property Method with Biometric Multifactor Authentication
framework for high level security of the Arabic text steganography. The
framework consists of Character Property Method which is to optimize
the capacity of the embedded secret information with a high level of
perceptual transparency mostly to counter passive attacks and a
biometric multifactor authentication module for a high level of security
communication as a countermeasure to active attacks.

b) The Character Property Method Algorithms an Arabic text
steganography algorithm which optimizes the embedded capacity of
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secret information with a high level of perceptual transparency of the
stego-text. The Character Property method uses the index mapping
technique to embed the secret information with the cover text. We
designed it with a random position to hide secret bits using the basic
characteristic properties of Arabic text such as dots, typo proportion, and
sharp-edges which offer a huge capacity to hide secret bits per Arabic
character. The method has two secret keys to conceal the secret
message. Since our method is designed with symmetric key
steganography, we have to create a holistic layer of security to overcome
the issue of fake identity which we considered as an active attack.

c) A new approach of Biometric Multi-Factor Authentication using a
combination of fingerprint and heartbeat to prove the liveness of the
authorize personnel and as a countermeasure to the fake identity issue.
The proposed biometric multifactor module using the fingerprint will not
only authenticate the sender and the receiver, but also indicate the
liveness of the users by employing a new element of the authentication
factor, that is, the user's heartbeat. This is due to concerns over spoofing
attacks with fake samples of the fingerprint (Sequeira & Cardoso, 2015).

1.5 Research Scope

This research focuses on the Arahic Text steganography algorithm which
optimized the capacity of the embedded secret information and increase the
perceptual transparencyof the cover text only and the robustness against the
stego-text modification only.

This research not include the new design of authentication framework therefore
the performance measurement such as efficiency and accuracy will not include.
Since our research are hardware based of biometric multifactor authentication,
the evaluation for the authentication part only cover the user acceptance
evaluation only.

1.6 Thesis Organization

This thesis comprises seven chapters. Chapter 1 provides the introduction of
the thesis including the research problems, research objectives, and
contributions of the research.

Chapter 2 has background information on work related to hiding and
steganography, and then narrows down to Arabic text steganography. The
literature review also includes the basics of Arabic character properties, the



hybrid type of text steganography, and a brief on the fundamentals of biometric
multifactor authentication.

Chapter 3 shows the methodology and process used in the research. It explains
the steps taken from the beginning till the final part of the research.

Chapter 4 introduces the proposed design of the Character Property method.
The structure and design of the method consists of two main parts, i.e., the text
steganography method and the biometric multifactor authentication. This chapter
includes the implementation of the methods via a designed system.

Chapter 5 describes the experimental design and evaluation in testing the
proposed design. It also explains how the experimental design is used to select
the testing of input data and used data set. This chapter will include the
performance measurement for text steganography and the evaluation of the
designed biometric multifactor authentication. The results and the analysis of the
conducted experiment will be discussed in Chapter 6.

Chapter 6 presents the results of the analysis section will cover the analysis for
text steganography and the biometric multifactor authentication as based the
conducted experiment in Chapter 5.

Finally, Chapter 7 presents the conclusions of the research work carried out in
this thesis. In addition, some future directions for exploration are proposed
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