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Mobile Cloud Computing (MCC) is the combination of cloud computing, mobile
computing, and wireless network to bring rich computational resources to mobile users,
network operators, as well as cloud computing providers. MCC has raised various
security concerns and delayed access due to hosting sensitive data on an untrusted cloud
environment, and the control over such data by their owners is lost after uploading to
the cloud. Fine-grained access control using Attribute-Based Encryption (ABE)
mechanisms can be enforced as the first line of defense on the untrusted cloud to forbid
unauthorized access to the stored data.

Some schemes have been proposed to deliver such access control using Ciphertext-
policy attribute-based encryption (CP-ABE) that can enforce data owners’ access
policies to achieve such cryptographic access control and tackle the majority of those
concerns. However, some challenges are still outstanding due to the complexity of
frequently changing the cryptographic enforcements of the owners’ access policies in
the hosted cloud data files, and the key issuing process which poses computational and
communicational overheads to data owners. These challenges are: 1) single point
failure in the cryptography scheme, 2) key abuse problem in the key generating process,
and 3) delayed access to the data in the cloud for the user.

This thesis analyzed some of the existing, related issues and proposed a scheme that
extends the relevant existing techniques to resolve the inherent problems in CP-ABE
without incurring heavy computation overhead. In particular, the Certificate Authority
is a single entity that leads to a single point of failure, while the Attribute Authority
works independently. A user’s secret key to acquire data from the cloud will not be
generated if there is a failure in one of the Attribute Authority’s nodes. The proposed
scheme offers a solution to perform a novel technique using a neighbor node backup



concept that will minimize the mean downtime and increase the availability of the
scheme during the failure of one or more authority nodes. Each authority node will have
a failover node that will take over the failed node function to maintain the scheme
operation.

Furthermore, in all ABE schemes, a single point of failure runs in a centralized storage
manner, which in return may collapse the system. Although the key generator is
distributed among the authority nodes, the decision to generate user credential is based
on a single decision. An adversary can force the authority to produce false private keys
that can tarnish the integrity of the ABE system. To achieve the integrity of the scheme,
this research proposed a decentralized attribute storage and authority consensus by
lowering the Mean Time To Detect (MTTD) and maintaining the new storage count
during a security attack. Also, user attributes are stored in the block storage using an
InterPlanetary File System (IPFS) protocol to eliminate the concept of centralizing
storage.

In addition, during peak hours, increasing requests from mobile devices to the cloud
storage will result in network congestion and significant delays for the cloud to
entertain user requests which can cause the required data to become unavailable. By
leveraging the existing work, a cache-aware scheduling technique was developed to
minimize communication and read time between cloud storage and the mobile device
to reduce the unavailability of required data.

The proposed scheme experiment showed that the scheme managed to overcome the
limitations on the existing solution. The result indicated that the Mean Downtime Time
for the proposed solution was only 3.88 minutes compared to the existing solution,
which was 38.56 minutes. During a security attack, the MTTD for the existing solution
was very high because the existing scheme could not detect the attack. For the proposed
scheme, the MTTD was very low which is 4.89 minutes, because of the consensus
algorithm. Furthermore, by using the cache-aware scheduling, the proposed scheme
managed to save 2.18% reads more than those of the existing work solution; this could
reduce the time taken to access required data. The proposed Multi-Authority Attribute-
Based Encryption with Cache-Aware Scheduling for Mobile Cloud Access Control in
Mobile Cloud Computing environment analysis of the theoretical and implemented
results demonstrated that the scheme performed better compared to the previous work
solution in terms of availability and integrity. The proposed schemes were carefully
designed to minimize computation and communication overhead to suit the device’s
resource constraint in MCC.
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Pengkomputeran awan bergerak (MCC) adalah istilah yang digunakan untuk khidmat
luaran data sensitif kepada persekitaran awan yang kurang dipercayai dan
membolehkan capaian daripada peranti mudah alih. MCC telah membangkitkan
pelbagai masalah keselamatan dan kelewatan capaian disebabkan oleh pengehosan data
sensitif pada persekitaran awan yang tidak dipercayai, dan kawalan ke atas data tersebut
oleh pemiliknya hilang setelah memuat naik ke awan. Kawalan capaian yang terperinci
yang menggunakan mekanisme Penyulitan Berasaskan Atribut (ABE) dapat
dikuatkuasa sebagai barisan pertahanan pertama pada awan untuk melarang capaian
tanpa izin ke data yang disimpan.

Beberapa teknik telah diusulkan untuk melaksanakan kawalan akses dengan
menggunakan penyulitan berdasarkan atribut teks sifer (CP-ABE) yang dapat
menguatkuasa polisi capaian pemilik data untuk mencapai kawalan capaian kriptografi
tersebut dan mengatasi sebahagian besar masalah yang dihadapi. Walaubagaimanapun,
beberapa cabaran masih belum selesai disebabkan oleh kompleksiti kerana kerap
menukar penguatkuasaan kriptografi polisi capaian pemilik dalam fail data awan yang
dihoskan, dan proses terbitan kunci yang mempunyai overhed pengkomputeran dan
komunikasi kepada pemilik data. Cabaran ini adalah: 1) kegagalan satu titik dalam teknik
penyulitan, 2) masalah penyalahgunaan kunci dalam proses penjanaan kunci, dan 3)
melambatkan akses ke data di awan dari pengguna.

Tesis ini menganalisa beberapa masalah yang berkaitan dan sedia ada, dan
mencadangkan skema yang memperluaskan teknik-teknik sedia ada untuk
menyelesaikan masalah yang wujud dalam CP-ABE tanpa menanggung overhed
pengkomputeran yang tinggi. Khususnya, Autoriti Perakuan (Certificate Authority)
adalah satu entiti yang merujuk kepada titik kegagalan tunggal, sementara Autoriti



Atribut (Attribute Authority) berfungsi secara bebas. Kunci rahsia pengguna untuk
memperoleh data daripada awan tidak akan dihasilkan sekiranya terdapat kegagalan di
salah satu nod Autoriti Atribut. Skema yang dicadangkan mengemukakan penyelesaian
untuk menjalankan teknik baharu menggunakan konsep sandaran nod tetangga
(failover node) . Setiap nod autoriti mempunyai nod sandaran yang akan mengambil
alih fungsi nod yang gagal untuk mengekalkan operasi skema.

Tambahan lagi, dalam kesemua skema ABE, titik kegagalan tunggal bergerak dengan
cara penyimpanan berpusat, yang sebaliknya boleh meruntuhkan sistem tersebut.
Walaupun penjana kunci diedarkan di antara nod autoriti, keputusan untuk
menghasilkan akuan pengguna adalah berdasarkan keputusan tunggal. Penggodam
boleh memaksa autoriti tersebut untuk menghasilkan kunci peribadi palsu yang boleh
mencemarkan integriti sistem ABE. Bagi meningkatkan integriti sistem, kajian ini
mencadangkan pelaksanaan storan atribut secara tidak berpusat dan autoriti konsensus
supaya dapat mengurangkan purata masa pengesanan serangan dan mengekalkan
pertambahan storan baru sekiranya berlaku serangan keselamatan. Atribut pengguna
pula di simpan dalam storan blok menggunakan protokol InterPlanetary File System
(IPFS) untuk menghapuskan konsep storan berpusat.

Di samping itu, pada waktu puncak, permintaan yang meningkat dari peranti mudah
alih ke storan awan akan menyebabkan kesesakan rangkaian dan kelewatan capaian
yang signifikan bagi awan untuk melayan permintaan pengguna yang boleh
menyebabkan data yang diperlukan menjadi tidak tersedia. Dengan menambahbaik
kajian yang ada, teknik Penjadualan Sedar-Cache dibangunkan untuk meminimumkan
komunikasi dan masa capaian antara storan awan dan peranti mudah alih untuk
mengurangkan kadar ketidaksediaan data yang diperlukan.

Eksperimen yang telah dilaksanakan membuktikan sistem yang dibangunkan dapat
mengurangkan kekangan yang terdapat pada teknik sedia ada. Keputusan pengujian
menunjukkan purata masa tergendala bagi sistem cadangan hanyalah 3.88 minit
berbanding 38.56 minit bagi sistem sedia ada. Semasa berlaku serangan keselamatan,
purata masa pengesanan serangan bagi teknik sedia ada adalah sangat tinggi kerana
tidak dapat mengenal pasti serangan berbanding teknik yang dicadangkan yang hanya
mengambil masa 4.89 minit untuk mengenal pasti serangan kerana adanya algoritma
konsensus. Selain itu, teknik yang dicadangkan dapat mengurangkan sebanyak 2.18%
capaian ke storan awan berbanding teknik sedia ada yang seterusnya dapat
mengurangkan masa capaian data yang diperlukan oleh pengguna. Analisis dan
pelaksanaan mekanisme Kawalan Capaian Penyulitan Selamat Berasaskan Atribut
Pelbagai Autoriti Dengan Penjadualan Sedar-Cache Dalam Komputeran Awan
Bergerak membuktikan teknik ini menunjukkan prestasi yang lebih baik berbanding
teknik sedia ada dari segi ketersediaan dan integriti. Skema yang dicadangkan direka
bentuk dengan teliti untuk meminimumkan overhed pengkomputeran dan komunikasi
supaya sesuai dengan kekangan sumber peranti di MCC.
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CHAPTER 1

INTRODUCTION

Organizations have traditionally used local servers to store data, while company
employees would use organization devices with enabled apps to access data. For
protection, control has been established by organizations to control the data access. The
practice has now shifted, as users may access corporate data from anywhere and at any
time via mobile devices like smartphones, personal computers, and tablets. On the other
side, through technological advances, the way of storing, exchanging, accessing, and
manipulating data has improved. Organizations and individuals are continually
motivated to use technologies that enable data exchange, openness, and availability from
all areas of the world. The cloud is a proven technology that provides this form of service.
The combination of cloud storage with the use of mobile device derives the term Mobile
Cloud Computing. Mobile Cloud Computing (MCC) has now been widely implemented,
enabling mobile devices to access data processed in the cloud (A.Elgendy, Zhang, Liu,
& Hsu, 2021; Aliyu et al., 2020).

Through MCC, data is stored and analysed in the cloud to increase the ability of mobile
devices. As it requires a third-party system (cloud service provider) that does not
guarantee data confidentiality, the concern regarding MCC is mainly on security and
privacy (R. Kumar, 2020). In fact, if data stored on the public cloud is not encrypted, it
can be exposed (Merdassi, Ghazel, & Saidane, 2020; Sun, 2019). The first line of
protection that will block unauthorized data access in an untrusted environment can be
implemented by utilizing the Attribute-Based Encryption (ABE) access control
technique.

ABE is a robust encryption approach that maintains the security of information and
access control that are suitable for Mobile Cloud Computing (Sun, 2020; S. Xu, Yang,
Mu, & Deng, 2018). The ABE schemes implemented by (Hu, Kuhn, & Ferraiolo, 2015),
and (Zhibin Zhou, Huang, & Wang, 2013) are the strongest encryption mechanisms,
where authentication is based on the ciphertext, whereas the user’s secret keys are
connected to attribute sets. A user has to be verified by multiple authorities in order to
perform encryption and decryption. The authorities are the Certification Authority (CA)
and Attribute Authority (AA). CA reviews and certifies the user, while AA looks for the
authenticity of the user’s attributes, and depending on the credentials from CA, AA will
issue the secret keys for user to encrypt and decrypt data in the cloud.

The current ABE technique that has been used in an MCC environment has issues in
terms of availability and integrity (Salman, Zolanvari, Erbad, Jain, & Samaka, 2019).
The technique is prone to attack and can cause a single point failure. In such
circumstances, building security mechanisms using ABE to ensure continuality and
reliable access control is mandatory since the confidentiality of data in the cloud relies
on it. Unfortunately, mobile resource constraints is a major obstacle towards the



implementation of secure access control techniques, thus making defense a more
challenging aspect of the MCC environment (Albulayhi, Abuhussein, Alsubaei, &
Sheldon, 2020; Y. Zhang et al., 2020). Researchers now focus on addressing this issue
by building models that would perform a similar task to traditional access control but
less demanding on the constrained resources.

This research used a technique by (N. Agrawal & Tapaswi, 2019) as a benchmark. The
proposed technique will fill in the gap of the technique by (N. Agrawal & Tapaswi, 2019)
that had issues in terms of availability and integrity of the ABE scheme. Therefore, this
research concentrated on the security of access control technique using encryption
technology and the accessibility between mobile devices and the cloud to leverage the
benefits of the technologies mentioned above while minimizing the resource constraint.
In this chapter, the research problem is presented in Section 1.1, while Sections 1.2, 1.3,
and 1.4 explain the motivation, objectives, and scope. Finally, Section 1.5 shows the
outline of the thesis.

1.1 Research Problem

Crucial, vast, and scalable data that are stored in a cloud environment require a safe
means to defend and maintain its uprightness and privacy without impacting the
accessibility and availability of the system. One of the essential data protection security
systems are the attribute-based encryption (ABE) access control system, which enables,
limits, or prevents approach to user data by making certain requirements and policy that
are joined to form and implement controlling decisions (Fugkeaw, 2021).

Although many works have been carried out using the ABE access control in MCC
environment, such studies have numerous unresolved challenges. For example, some
researchers proposed a scheme with a low computation overhead that is suitable for
mobile constraints, but the study identified some security issues (Arthur Sandor, Lin, Li,
Lin, & Zhang, 2019; Y. Liu, Zhang, Ling, & Liu, 2018). On the other hand, in exchange
for improved security protection, certain schemes required intensive computation, which
would not be ideal for devices with a limited processing capacity (Z. Wu, Zhang, & Xu,
2020; X. Zhang, Wu, Yao, Wang, & Wang, 2019).

Much of the ABE works such as a work from (N. Agrawal & Tapaswi, 2019; Al-dahhan,
Shi, Lee, & Kifayat, 2018; Z. Wu et al., 2020; M. Xie, Ruan, Hong, & Shao, 2021; Y.
Xie, Wen, Wu, Jiang, & Meng, 2019) focused on data confidentiality in the untrusted
cloud rather than the integrity and availability of the ABE scheme. While encrypted data
is confidential and can only be accessed by an authorized user, if the ABE access control
mechanism is not available, the user is still unable to access data in the cloud. There is
also a lack of research on the integrity of the ABE access control mechanism to encrypt
and decrypt data in the cloud (R. Kumar, 2020; Merdassi et al., 2020). Most researchers
presumed the integrity of the scheme in the security assumption without implementing
tests and validations. There are three unsolved challenges related to the availability and
integrity of data in the MCC environment with ABE access control, which include:
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e The first challenge is related to the ABE authorities, namely the Certification
Authority (CA) and Attribute Authority (AA). On cloud storage, encrypted data
can be stored using an ABE scheme, and it can be done based on the decision
by CA and AA whether to grant access to the user. The CA verifies user identity
and generates the credentials. The credentials are passed to AA to generate a
secret key. CA is a single entity that can lead to a single point of failure. If CA
fails to generate the credentials, AA cannot generate a secret key. On the other
hand, although there are multiple AAs in the scheme, each AA works
independently. Each AA is responsible in verifying their respective attributes
then generate a partial key (N. Agrawal & Tapaswi, 2018). If one or more AA
fails, the partial key would not be completed thus, a secret key cannot be
generated. As a result, the ABE scheme will be unavailable, and the user fails
to access their required data in the cloud (Al-dahhan, Shi, Lee, & Kifayat, 2018;
Al-Dahhan, Shi, Lee, & Kifayat, 2019; F. Li, Rahulamathavan, Conti, &
Rajarajan, 2015; Salman et al., 2019).

e Moreover, in an ABE scheme, such as in (N. Agrawal & Tapaswi, 2018)
technique, the user’s static and dynamic attributes are stored on the local
centralized server or centralised storage in the cloud. A single point of failure
runs in a centralized storage manner, which in return, may collapse the system
(Sukhodolskiy & Zapechnikov, 2018; Shangping Wang, Zhang, & Zhang,
2018). Furthermore, all data stored in the cloud server can be decrypted by the
key generator for the ABE scheme, which is the certification authority and
attributes authority. Some of the major problems, such as key abuse and data
privacy leakage, could be caused by this (R. Kumar, 2020). Although the key
generator is distributed among the authority’s nodes, the decision to generate
user credential is based on one central entity, and each attribute authority has
the full decision to generate a partial key. If an adversary takes over one of the
authority nodes, they can be forced to generate a partial key and produce false
secret keys that can tarnish the integrity of the ABE system (A. Wu et al., 2019).

e Inan MCC environment, user can access data in the cloud using their mobile
device. It provides safe and quick access to the data. However, during peak
hours, increasing requests from mobile devices to the cloud storage will result
in network congestion and a remarkable delay for the cloud to entertain user
requests. Peak-time traffic increased by approximately 50 percent and will keep
growing at high speed (Cisco, 2019; Zhenyu Zhou et al., 2020). A large number
of users using their mobile device who repeatedly request a particular content
in a short period of time will put high pressure on the cloud and the network
(Bakiras, Troja, & Xu, 2020). This can cause the required data to become
unavailable.

From the aforementioned problems, it is clear that there is a limitation in the existing
ABE access control scheme in terms of scheme availability and integrity for storing and
accessing data in the untrusted cloud. The same issues are the gap of the benchmark (N.
Agrawal & Tapaswi, 2019) solution. The issues are related to authority node, attribute
storage, key issuing mechanism and data access from mobile to the cloud. This research
aims to improve the ABE access control scheme by eliminating the mentioned problem,



hence improve the availability and integrity of the scheme while minimizing the
computation overhead to suit the MCC environment.

1.2 Motivation

Based on the problems described above, the motivation of this research is to create a
scheme that has a minimum downtime which ensures reliable storage and sharing of
empathetic data in the cloud in a particular way that enhances the decision-making stage
for accessing its assets. The goal would be helpful for certain mobile cloud platforms
with digital content, e.g., videos, government documents, etc. Such applications are
becoming regular in the cloud era, and a technique is needed to keep data from being
accessed by unauthorized users.

Due to changes in the access policy, providing a new scheme for customizable access to
cloud resources would provide data owners with better flexibility and protection;
allowing them to share resources with others for simpler access. The purpose of this
research is to consider current research in mobile cloud access control methodologies,
and subsequently, to construct a new, scalable, secure access control model. Although
several studies have been carried out in this area, little research has gone through all of
the issues listed above in improving the decision-making method for controlling
accessibility to cloud environments while maintaining the availability and integrity of
the needed information.

1.3 Research Objectives

The main objective of this research is to propose a secure Access Control Scheme using
Multi-authority Attribute-Based Encryption approaches that are aimed to ensure the
availability and integrity while minimizing computational overhead that is suitable for
Mobile Cloud Computing. To achieve this, the following objectives are considered:

1. To propose a reliable authority agent using the failover node concept that will
minimize the mean downtime and increase the availability of the scheme during
failure of one or more authority nodes. The scheme is expected to continue
providing access control mechanism for a user to access data in the cloud even
during a security attack. The proposed scheme will solve the first problem
described in Section 1.1 which is a single point failure in the authority.

2. To propose a distributed attribute storage and authority consensus to increase
the integrity of the scheme by lowering the Mean Time To Detect (MTTD) and
maintain the new storage count during a security attack. The scheme is expected
to detect an attack and prevent it from tempering with the key issuing process.
The proposed scheme will solve the second problem described in Section 1.1
which is a single point failure in the centralized server and key abuse among
authority.



3. To propose a cache-aware scheduling technique by improving the existing
cache-based process to minimize communication time and read between cloud
storage and the mobile device; hence, reducing the unavailability of the
required data. The proposed scheme will solve the third problem described in
Section 1.1 which is data unavailability during peak hours.

1.4 Research Scope

Numerous researchers have proposed various ABE methods, such as Fuzzy ldentity-
based, symmetric encryption algorithm, and attribute-based. This research proposed an
ABE technique focusing on using an attribute-based method that only relates to
authorities’ nodes, issuing key and accessing the cloud. Although there are issues in the
revocation process, this thesis does not focus on that area. Some researchers have used
advanced methods, such as blockchain, to secure the ABE scheme, but this research
focused on using the present environment that does not require high computing resources
suitable for mobile cloud computing.

This research focused on ABE access control in Mobile Cloud Computing. There are
ABE access control mechanisms proposed by previous researchers (Di, Maesa, Mori,
Ricci, & Nazionale, 2019; Dias, Sereno Ferreira, & Martins, 2020; Ding, Cao, Li, Fan,
& Li, 2019; Madine et al., 2020; Omar et al., 2020; Tanwar, Parekh, & Evans, 2020; J.
Xu et al., 2019) to access data in the cloud, but these imposed a high computation
overhead that may be suitable for other environments. For MCC, the device resource is
the limitation that needs to be looked into in designing an access control mechanism.
This research developed a mechanism that increases security but with minimal use on
the mobile device resourced.

The proposed approaches were tested using a simulation tool, extensively under various
threats (in the case of security attacks). The schemes were enhanced and further provided
a better trade-off for both computation overhead and security performance.

15 Thesis Organization

The subsequent thesis chapters are structured as follows:

Chapter 2 presents the related definitions, basics, and principles of the ABE scheme.
Besides that, several issues and restrictions are identified in the related work.

Chapter 3 briefly presents the methodology, some mathematical backgrounds, relevant
principles, and fundamental ideas of advanced cryptographic techniques, as well as a
simulation of the base work scheme.



Chapter 4 proposes a new High-availability Multi-authority Attribute-Based Encryption
scheme with a failover node that eliminates a single point of failure in authority. The
theoretical model is subsequently presented. Towards the end of this chapter, based on the
scheme evaluation and experimental results, the scheme was analysed in terms of
security and performance to show that the proposed scheme is secure against attacks.

Chapter 5 proposes a new Decentralized Attribute Storage with Authority Consensus
scheme that eliminates the point of attack on the storage and centralized decision on the
authority. Besides that, this chapter presents the scheme implementation and discusses
the test results. Also, a correlation between the proposed scheme and the base work was
done to check the effectiveness of the proposed scheme.

Chapter 6 broadens the work from previous works by proposing a cache-aware
scheduling scheme that enhances the current cache technique. The implementation,
testing, and evaluation are discussed in this chapter to show that the proposed solution
is better in maintaining data availability and speeding up the access process between the
mobile device and the cloud.

Chapter 7 summarizes all the chapters and concludes the thesis. Also, it points out several
directions for potential future research, following the results extracted from this work.
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