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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment 
of the requirement for the degree of Doctor of Philosophy 

MULTIMODAL FINGERPRINT AND FACE BIOMETRICS WITH 
FRAGILE WATERMARKING AND CONVOLUTIONAL NEURAL 

NETWORK 

By

ABDULMAWLA NAJIH 

2020

Chairman :  Syed Abdul Rahman Al-Haddad Bin Syed Mohammed, PhD 
Faculty : Engineering 

The rapidly growing use and storage of private, sensitive, and personal information 
across different applications have given rise to the need to restrict access to such 
information; thus, leading to the development of biometric authentication. Multimodal 
biometric authentication has improved system accuracy, but it has not been able to 
overcome all the vulnerabilities of biometric authentication. To reduce the amount of 
data that is stored or communicated during the authentication process and to ensure 
the authenticity of the biometric templates, image watermarking techniques have been 
used to embed the information in one template over the other. These techniques are 
either robust or fragile. The robust method can compress the watermarked images but 
has a limited ability to detect tampering, whereas fragile methods can detect tampering 
but does not allow watermarked images to be compressed. 

In this thesis, a new watermarking method is proposed, based on the Discrete Cosine 
Transform (DCT) method and the Least Significant Bit (LSB) method. The LSBs of 
the quantized DCT coefficients of a face image are manipulated according to the 
values of a binarized fingerprint image. This combination was used to allow the storing 
and communication of the watermarked images using the popular JPEG format.  Since 
the binarized fingerprint image passes only through lossless compression, i.e. 
Huffman encoding, the results showed that the fingerprint information before 
watermarking and that extracted from the watermarked image are identical. Moreover, 
because all frequency ranges were used in the DCT format of the face image, the 
results showed that the proposed method had not significantly affected the image, i.e. 
the cover image, unlike other existing methods.  
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As the watermark information is not hand-crafted, tamper detection could not be 
achieved by comparing a static image to the extracted watermark. Thus, a Machine-
Learning (ML)-based method was implemented to detect the existence of fingerprint 
patterns in the watermark. However, as the proposed system used a Convolutional 
Neural Network (CNN) to measure the similarity between the templates collected 
from the user and those stored in the model database, tamper detection was already 
embedded in the same neural network. Accordingly, this neural network output an 
authentication measure that represents the probability that the collected templates are 
authentic. A high authenticity measure indicates that the collected templates match the 
model’s templates and that there was no tampering of the received templates. 

Experiments were conducted to evaluate the performance of the proposed system. The 
results show a 98.96% average accuracy, where each prediction took an average 
processing time of 139.06 ms. The results also showed that the accuracy of tampering 
detection was 100%. Besides, the size of the files on the disk (or the bandwidth 
required to communicate the files) was reduced to less than 50% of their original size 
using the proposed fragile multibiometric watermarking technique. Hence, the 
proposed methodology was able to yield outstanding performance, compared to 
existing state-of-the-art methods, while achieving the objectives of the study, namely, 
to reduce the file size and the time required to authenticate legitimate users while 
retaining the ability to detect tampering. 
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai 
memenuhi keperluan untuk ijazah Doktor Falsafah

BIOMETRIK MULTIMOD CAP JARI DAN MUKA MENGGUNAKAN 
PENANDAAN AIR RAPUH DAN RANGKAIAN NEURAL PERLINGKARAN 

Oleh 

ABDULMAWLA NAJIH 

2020

Pegerusi : Syed Abdul Rahman Al-Haddad Bin Syed Mohammed, PhD 
Fakulti :  Kejuruteraan 

Kepesatan penggunaan dan penyimpanan maklumat peribadi yang sensitif dan 
personal secara meluas dalam pebagai aplikasi telah menyebabkan perlunya kepada 
keterbatasan capaian maklumat personal ini, justeru membawa kepada pembangunan 
pengesahihan biometrik. Pengesahihan biometrik multimod mempunyai kejituan 
sistem yang lebih baik tetapi kaedah ini tidak mampu mengatasi kesemua kelemahan 
pengesahihan biometrik. Untuk mengurangkan jumlah data yang disimpan dan 
dikomunikasi semasa proses pengesahihan dan untuk memastikan kesahihan templat 
biometrik, teknik-teknik menanda air imej telah digunakan untuk membenam 
maklumat dalam satu templat ke atas templat yang lain. Teknik ini terbahagi kepada 
teknik teguh atau teknik rapuh. Teknik teguh boleh memampatkan imej yang telah 
ditanda air tetapi tidak boleh mengesan pengacauan manakala teknik rapuh mampu 
mengesan pengacauan tetapi tidak membolehkan pemampatan imej yang telah ditanda 
air. 

Tesis ini mencadangkan sebuah teknik tanda air baru berdasarkan kaedah Jelmaan 
Kosinus Diskret (JKD) dan kaedah Bit Terkurang Bererti (BTB). BTB kepada pekali 
JKD terkuantum imej muka dimanipulasi mengikut nilai imej cap jari dibinari. 
Kombinasi ini digunakan untuk membolehkan penyimpanan dan komunikasi imej 
yang ditanda air menggunakan format popular JPEG. Oleh sebab imej cap jari dibinari 
telah melalui pemampatan tak hilang iaitu pengekodan Huffman, keputusan 
menunjukkan bahawa maklumat cap jari sebelum ditanda air dan maklumat yang 
dicabut daripada imej yang telah ditanda air adalah serupa. Selain itu, semua julat 
frekeunsi untuk imej muka dalam kajian ini merupakan format JKD, jadi keputusan 
menunjukkan bahawa kaedah yang dicadangkan tidak memberi kesan yang signifikan 
kepada imej, iaitu imej penutup, berbanding dengan kaedah-kaedah sedia ada. Oleh 
sebab maklumat tanda air tidak dikawal dengan tangan, pengacauan tidak dapat 
dikesan dengan membandingkan imej statik dengan tanda air yang dicabut. Justeru, 
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kaedah Pembelajaran Mesin (PM) digunakan untuk mengesan kewujudan corak cap 
jari dalam tanda air tersebut. Walaubagaimanapun, sistem yang dicadangkan 
menggunakan Rangkaian Neural Perlingkaran untuk mengukur persamaan antara 
templat yang dikumpul dari pengguna dan templat yang disimpan dalam pangkalan 
data model. Oleh itu, pengesanan pengacauan telahpun terbenam dalam rangkaian 
neural yang sama. Akibatnya, rangkaian neural ini memberikan ukuran pengesahihan 
yang menunjukkan kebarangkalian kesahihan templat yang dikumpulkan. Ukuran 
kesahihan yang tinggi menandakan bahawa templat yang dikumpulkan berpadanan 
dengan templat model dan tiada pengacauan berlaku ke atas templat yang diterima. 
 
 
Eksperimen dijalankan untuk menilai prestasi sistem yang dicadangkan. Keputusan 
menunjukkan kejituan sistem purata sebanyak 98.96%, di mana setiap ramalan 
mengambil purata masa pemprosesan sebanyak 139.06 ms. Keputusan turut 
menunjukkan pengesanan pengacauan adalah tepat 100%. Di samping itu, saiz fail 
dalam cakera (atau lebar jalur yang diperlukan untuk komunikasi fail) telah 
dikurangkan kepada kurang daripada 50% saiz asli fail menggunakan teknik 
multibiometrik penandaan air rapuh yang dicadangkan. Kesimpulannya, metodologi 
yang dicadangkan mampu menghasilkan prestasi yang menonjol berbanding kaedah-
kaedah canggih yang lain selain mampu mencapai objektif kajian, iaitu mengurangkan 
saiz fail dan masa yang diperlukan untuk mengesahihkan pengguna sah sambil 
mengekalkan kebolehan untuk mengesan pengacauan.  
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CHAPTER 1 

1 INTRODUCTION 

1.1 Overview 

The rapid growth in Information Technology (IT) has revised the need to protect 
sensitive and personal data from any unauthorized access. Many techniques have been 
proposed to protect these data, such as the knowledge-based method, where login 
credentials, such as passwords, Personal Identification Number (PIN) or patterns, are 
required from the users to access these data. However, the importance of protecting 
these data and the sensitivity of such methods to simple attacks, such as shoulder 
surfing, have imposed the need for more secure techniques (Nagatomo et al., 2018; 
Sunet al., 2018). Therefore, many methods have been proposed to protect these 
techniques from known attacks but the tendency of humans to use easy-to-remember 
credentials has limited the capabilities of such techniques, as easy-to-remember 
credentials are also easy-to-predict (Gokhale et al., 2016; Jiang et al., 2015). 

To protect such data, and according to the limited security that Knowledge-based 
techniques provide, many techniques have been proposed based on biometric 
information. This information is collected from the user upon authentication and 
compared to the information of the legitimate users who are allowed to access the 
system. The user of such information has shown better resistance against attacks that 
rely on identifying the information used for authentication, as it is more complex to 
replicate biometric features, than the traditional methods, such as passwords or 
patterns, in Knowledge-based authentication (Chaudhry et al., 2015). 

Despite the better performance of the biometric authentication systems, these systems 
still have some vulnerabilities that can be exploited by attackers to manipulate the 
authentication decision made by these systems. Such manipulation can be of two 
categories, the first is to deny legitimate users from accessing the information that they 
are supposed to access, while the other is gain access to such information by intruders, 
which are users that do not have the right to access such information. Both categories 
of manipulation can downgrade the performance of the authentication system, as 
blocking legitimate users from accessing their data affects the usability of the system, 
while gaining access to these data by intruders affects the security measure of the 
authentication system (Dasgupta, 2017). 

The generic biometric system shown in Figure 1.1 illustrates the main component of 
such systems. According to Ratha et al. (Ratha et al., 2001), an attacker may attack 
any of these components, as well as, manipulating the information being transferred 
from one component to another, in order to execute the required attack. Thus, different 
techniques have been proposed to overcome the vulnerabilities in biometric systems. 
Some of these techniques can protect the systems against certain attacks, while some 
other vulnerabilities still persist in such systems. 
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These attacks, according to their positions, are: 

A. Sensor attacks: Intruders in such attacks attempt to provide false biometric 
information to the sensor, where this biometric information is acquired from a 
legitimate user. A fake finger, mask or audio recording are examples of such 
attacks. 

B. Reproducing captured biometrics signals: In this type of attacks, intruders 
capture data transmitted by the sensor and replay it, bypassing the data 
collection of the sensor, in order to authenticate to the system. For example, 
transmitting data captured from the output of the sensor during a legitimate 
fingerprint scan. 

 
 

 
 
Figure 1.1 : The main components of a generic biometric authentication system 
with the main vulnerable points (Ratha et al., 2001) 
 
 

C. Producing false features: Intruders, in this type of attack, produce false 
features, selected by the intruder, in the feature extractor, so that, the 
descriptors generated for these features are matched by the matcher. For 
example, a Trojan horse is used to inject the preselected features into the 
feature extractor, to override its original output. 

D. Tampering biometric features descriptor: In such attacks, the intruders 
modify the contents of the template sent from the features extractor to the 
matcher, by tampering the network packets communicated between them. 
Although most of the features extractors and matches run on the same machine, 
using separate machines or network communications can dramatically affect 
the security of the transmitted data. 

E. Modifying matcher’s scores: By compromising the security of the matcher, 
the intruders send false similarity scores instead of those produced based on 
the matching result, so that, intruders are authenticated into the system despite 
no matching biometrics could be detected. 
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F. Tampering stored models: By attacking the data management servers, the 
model biometrics stored on those servers have tampered, so that, intruders gain 
access to the system, or legitimate users are denied. 

G. Modifying retrieved model biometrics: Instead of attacking the data 
management server, intruders in this type of attacks intercept the template, sent 
from that server to the matcher, and change their contents. 

H. Final decision override: Regardless of the results of all the stages of the 
biometric authentication system, intruders compromise the security of the 
matcher and send false decisions. Thus, no matter how good the performance 
of the biometric authentication system is, executing and succeeding in such 
attacks can cause dramatic harm to the system protected by the compromised 
biometric authentication. 

 
 

One of the widely used techniques to protect the authenticity of information 
communicated between different parts of the authentication system is digital 
watermarking, where biometric information is added to the captured biometric image 
that the biometric features are extracted from. Watermarking techniques are normally 
used for one of two reasons, which are to prove ownership of the biometric image or 
to detect any tampering with it. Moreover, some of the watermarking techniques add 
visible watermarks to the biometric image, while others hide the watermark inside the 
biometric image, so that, it is not visible unless it is extracted. For tamper detection, 
hidden watermarks are added to the biometric images, so that, the absence of the 
watermark or any distortion in the extracted watermark indicates tampering with the 
original biometric image. Moreover, the watermarking techniques used for tamper 
detection is fragile, so that, the extracted watermark is highly affected when any attack 
is executed against the watermarked biometric image (Hämmerle-Uhl et al., 2011; 
Kumar et al., 2016; B. Ma et al., 2014; Rohit Thanki et al., 2016). 

Moreover, to improve the security of the data protected by biometric authentication 
systems, biometric information is collected from different parts of the body, which are 
known as multibiometric authentication systems (Gupta et al., 2018). However, this 
increases the amount of data communicated among the different components of the 
biometric authentication system and storage space required for the model images of 
legitimate users. Therefore, many multibiometric authentication techniques have been 
proposed that watermark the feature of one biometric image using another, so that, the 
addition to the amount of transferred and stored data remains minimum (Ghouzali, 
2015). These methods also encrypt the hidden watermark to reduce the vulnerability 
of the system, as the extracted watermark is still unknown, unless the encryption key 
is discovered (Murilloet al., 2015). However, the existing watermarking techniques 
either lose significant information from the biometric image used as the watermark, 
impose significant distortion to the cover image or loses the watermark information 
when the resulting image is compressed, which again affects the size of the stored and 
transferred data.  
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Convolutional neural networks are being widely used to detect and extract distinctive 
and robust features from images. According to the employment of multi-dimensional 
filters, these networks have the ability to detect local multi-dimensional features, i.e. 
regardless of the relation between the positions of these features and boundaries of the 
image. As a filter at a certain convolutional layer detects features that consist of 
features detected in the previous layer, deep convolutional neural networks have 
gained the ability to detect complex features. Additionally, during the training of these 
networks, the features that define the required inter-class variations are emphasized, 
while those that define intra-class variations are neglected. Hence, unlike computer 
vision methods that rely on hand-crafted features, these networks have the ability to 
learn only distinctive features, regardless of the complexity of these features 
(O’Mahony et al., 2019). 

1.2 Problem Statements 

The use of multiple biometric templates for authentication has been able to 
significantly improve the accuracy of biometric authentication systems, compared to 
the use of a single biometric template. However, multimodal biometric authentication 
has not been able to handle the vulnerability of the these systems toward different 
types of attacks (Ratha et al., 2001;Yang et al., 2019). These attacks mainly target the 
data being stored in, or communicated among, the different parts of the system. 
Therefore, digital watermarking techniques are being employed to ensure the 
authenticity of the biometric images received by any part of the system and detect any 
tampering with them. Moreover, according to the use of multiple biometric templates 
in these systems, recent methods use one of the templates as a watermark on the other, 
so that, the authenticity of the received biometric image can be verified, whereas both 
template, cover and watermark, can still be used in the authentication process. Thus, 
the use of multi-modal biometric authentication faces the following problems: 

The first problem is imposed by the use of robust techniques to protect the biometric 
templates allows the watermarked biometric templates to be compressed, according to 
the robustness of the embedded information ( Bousnina et al., 2019; O. Nafea et al., 
2016). However, such robustness limits the ability to detect tampering with these 
watermarked biometric templates. Thus, fragile watermarking techniques (R. Thanki 
et al., 2015; Rohit Thanki et al., 2016; R. M. Thanki et al., 2018) are used for tamper 
detection, in which the watermark biometric template is lost when the watermarked 
biometric image is compressed. As the JPEG format is widely used to store and 
communicate compressed biometric images, a fragile multibiometric watermarking 
technique that embeds the watermark biometric template to the compressed biometric 
image is required. Such a technique can provide a tradeoff between the size of the 
produced biometric image and tamper detection. Hence, it combines the lower file 
sizes that can be produced with robust watermarking while maintaining the ability to 
detect tampering with the watermarked biometric image. 
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The second problem is imposed by the use of one biometric template as the watermark, 
as the exact information of the watermark becomes unknown (C.-C. Han et al., 2003). 
Validating such watermarked template requires detecting the patterns that form the 
biometric templates in the watermarked images, the existing biometric templates 
detection methods (Isa et al., 2017; B. Ma et al., 2014; Wojtowicz et al., 2016) detect 
template in the watermarked image in a separate stage, which increase the time 
required to authenticate legitimate user. Consequently, to reduce the time required to 
authenticate the legitimate users, the tamper detection and biometrics matching are 
required to be combined in a single stage, so that, no additional processing is required 
for legitimate users. 

The third problem is imposed by the separation of the features extraction and the 
matching score computation stages, which is exploited by intruders to breach into the 
biometric system or deny legitimate users from accessing it, ( Isa et al., 2017; B. Mang 
et al., 2014;R. Thanki & Borisagar et al., 2015; Rohit Thanki et al., 2016; R. M. Thanki 
et al., 2018). By manipulating the biometric template on the communication channel, 
before delivered to the similarity score stage, attackers can deceive the similarity score 
technique to produce false matching. Therefore, fusing these stages in a single 
technique that measures the similarity between biometric template directly from the 
raw pixel of a biometric image can eliminate the risk of manipulating the biometric 
template extracted from the biometric images. 

1.3 Objectives 

The aim of this study is to provide security biometric data over a communication 
channel between two models and at system database of the multibiometric system. 
Hence, the three problems described in Section 1.2 must be solved as in the following 
objectives:  

1. To design a multibiometric watermarking technique by adding watermark 
information to the compressed face image, so that, the bandwidth required to 
communicate these biometric templates is reduced. 

2. To implement tamper detection, based on the patterns of the biometric 
template in the watermark, in the same scheme used to match the biometric 
templates collected from the user being authenticated with those in the 
database, so that, no additional computations are required to authenticate the 
legitimate users. 

3. To develop a similarity measurement technique that has the ability to extract 
the features, measure the similarity and produce a proper authentication 
decision in one stage, so that, no information is communicated among the 
different stages, which imposes vulnerabilities to the authentication system. 
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1.4 Thesis Scope 

In This thesis multibiometric watermarking technique using face and fingerprint 
biometrics is designed, in order to improve the protection of biometric templates 
against spoofing and modification attacks at system database, also to protect the 
communication channel of the biometric system, at the same time , reducing the size 
and bandwidth required by the multibiometric system. For this purpose, a fragile 
watermarking method is developed by adding fingerprint information to the 
compressed version of the face image. As the JPEG compression format is widely 
used to store and communicate biometric images, the developed fragile multibiometric 
watermarking technique embeds the fingerprint template in the quantized DCT 
coefficient of the cover face image before being compressed using entropy encoding, 
following the JPEG standard. Hence, the presence of the watermark pattern can be 
investigated to examine the authenticity of the received biometric image, without the 
need to store the watermarked biometric image in full-size to maintain the watermark 
information. Hence, the authenticity of the compressed watermarked biometric images 
can be investigated, to secure the system against tampering with these images, without 
imposing the need of additional bandwidth for communication. 

According to the good performance of artificial neural networks in the authentication 
system, a method is developed in this thesis based on these networks to authenticate 
users. The developed method produces an authenticity score, which combines both the 
similarity measure and tampering detection, in a single neural network, so that, the 
authenticity measure is computed directly from the raw pixel values of the input face 
images. However, according to the limited number of datasets that can be used to train 
the neural network for such a task, transfer learning is used to accelerate the training 
of the neural network and maintain good performance measures. A pre-trained neural 
network, using an enormous number of training data, is wrapped in a larger neural 
network, so that, the feature vectors produced by these networks are used to compute 
the authenticity score in a single neural network. The developed neural network 
provides the following features: 

 Less vulnerabilities to attacks, according to the fusion of multiple stages, i.e. 
feature extraction, matching and tamper detection, in a single stage. 

 Processing the feature vectors in the same neural network allows embedding 
tamper detection in the same stage, i.e. neural network, as the further layers in 
the neural network can detect the existence of fingerprint patterns in the 
fingerprint images. Measuring the similarity between the feature vectors 
without the use of a neural network cannot accomplish tamper detection, as it 
only relies on the similarity between the feature values in these vectors. 

 Less time to authenticate legitimate users as the same neural network that is 
used for similarity measurement is used for tamper detection, i.e. no additional 
time is required for tamper detection in case a legitimate user is authenticating 
into the system. 

 Maintaining separate similarity measurements for face and fingerprint features 
by using a convolutional layer that processes the values of the vectors from 
each type separately before being fused into further layers. 
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As the proposed watermarking technique imposes deformation in the cover image and 
according to the ability to compress the watermarked face images, the effect of the 
proposed watermarking method over the authentication accuracy is evaluated in 
different compression rates. The evaluation also includes the size of the data produced 
by the proposed watermarking method at different compression rates, so that, a 
balanced performance can be selected depending on the type of the application the 
proposed method is being employed in. Figure 1.2 summarizes the scope of the thesis. 

1.5 Thesis Structure 

The remainder of this thesis is illustrated as follows: 

 Chapter Two reviews the literature related to the biometric authentication and 
watermarking techniques. This review provides a rigid background to what 
and where the earlier studies have reached, in addition to the weakness and 
strength points of the techniques proposed in each study. This background can 
be used for the proposal of the new authentication system and the techniques 
employed in it. 

 Chapter Three describes the techniques proposed to improve the accuracy and 
security of the proposed biometric authentication system, compared to the 
systems existing in the literature. These techniques are the watermarking, 
tamper detection and similarity measurements, as well as, the entire topology 
of the proposed system. 

 Chapterer Four describes the experimental setup used to conduct the 
experiments that evaluated each technique proposed in this study, as well as, 
the overall performance of the proposed multibiometric authentication system. 
These results are also compared to the state-of-the-art techniques proposed in 
recent studies, to illustrate the superiority of the proposed method. Finally, the 
overall performance of the proposed system is evaluated by combining all 
these techniques in a single system. 

 Chapter Five illustrates the conclusions distinguished during this study, the 
future work that is recommended regarding the proposed system, other 
applications that can employ the techniques proposed in this study and the 
main contributions of this study. 
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Figure 1.2 : Scope of the thesis 
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7 APPENDICES

APPENDIX A  
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