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ABSTRACT

One of the security challenges in Software Defined networking (SDN) is Distributed
denial of service (DDoS) attacks that overwhelm the controller and consume its
resources making it unreachable effecting the connectivity throughout the entirc
network. To detect and mitigate this attack at its early stages, an entropy-based DDoS
attack detection and mitigation algorithm was proposed. The algorithm was written in

Python programming language to be implementing on a POX controller.

To find the proper detection threshold a series of tests on different scenarios of normal
and attack traffic were conducted. If the entropy of the destination IP address falls
below the threshold and continue for five consecutive times it is declared as an attack.
Then the algorithm was tested with attack on onc host and a subnet of six hosts with
attack rates of 25%, 50% and 75% for the first case and 50%, 75% attack rate for the
subnet case. The attack was detected successfully without false negative alarms since
the threshold was carefully chosen. Then the next step was to test the mitigation
algorithm, the same above scenarios of attack were repeated and the entropy change
after the mitigation was observed. The entropy increased and came closc to the normal

traffic entropy.

The proposed method in this project was able to detect and mitigate the attack
effectively in its early stages before the intensity escalate to a degree that exhausts the
controller. This algorithm was minimal in line code to make it lightweight and made
use of the controller’s functionality without adding extra computational burden on the

controller.
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CHHAPTER I

INTRODUCTION

This chapter provides an overview of the Softwarec Defined Networking (SDN)
architecture and the Distributed Denial of Service Attack (DDoS) in that environment
which is explained in the research background section 1.1. In section 1.2 the problem
being solved is stated, followed by the research objectives in section 1.3 and the

research scope in section 1.4. Finally, Section 1.5 outlines the organization of the

thesis.

1.1 Research Background

The rapid development of the computing technologies such as cloud services, big data
and the Internet of Things (IoT) raises new challenges such as developing and
implementing new network strategies to cope with the increased demand on
transmission speed and higher utilization of the network resources. Software Defined
Networking (SDN) being a dynamic, adaptable and cost-efficient is considered as a
prospect solution for the network demands of the next-generation. SDN network
architecture separates the control plane from data plane, making the network
management more cfficient and easier to program since a set of controllers will be
dedicated to a number of packet forwarding switches (Wang et al. 2017). The
mechanism of the separation of the control and data plan is as follow, the decision of
whether to forward or drop the packet is the responsibility of the SDN controller while

the switches instead of processing the packets themselves they look for a match in their



forwarding table, each flow entry in the forwarding table has a matching rule and the
action to be taken. If they couldn’t find any, the contents of the packet header will be

sent to the controller for decision making regarding the reccived packet.

The SDN controller being the core of the SDN architecture brings the benefits of the
easy monitoring through the statistics collection through the whole network, the instant
implementation and configuration of rules, centralized structure in a cost effective and
efficient way, yet raises many security challenges (Dayal & Srivastava 2017).
Distributed denial of service attacks (DDoS) is one of the highest impact threats on the
SDN networks, since when the controller is compromised with a DDoS attack, it
becomes unreachable to the nctwork switches, especially with the use of botnets to
launch the DDoS attack, in which a large number of packets with spoofed IP addresses
are sent to a host on the network. When those packets are received by the switch and
there is no match for their header in the switch flow table, they will be forwarded to
the SDN controller, which will overwhelm the controller and exhaust it trying to
process them to a point where the controller becomes unresponsive. Thus, the control
plane is lost and the network losses its ability to process new packets (Hoque et al.
2015). Nevertheless, SDN possesses the capabilities that can cope with the DDoS
threat like the global nctwork views that the centralized control provides, the dynamic

packet forwarding rule configuration and traffic analysis if utilized through a good

defense mechanism.

When detecting a DDoS attack in SDN environment the time factor is very critical in
mitigating the attack, if the detection process takes too long from the point of receiving
the attack, the controller and the switches will be put through a large amount of attack
packet to be handled to the degree that controller’s resources are exhausted and
becomes overwhelmed, as a result the controller is destroyed and becomes unreachable
(Cui et al. 2016). Hence detecting the attack in its early stages is very important for
successfully mitigating the attack. To achicve this a fast and efficient detection method

is required that makes use of the controller capabilitics and does not consumes a lot of

the controller’s processing resources.



Since one of the functions of the controller is the collection of statistics, the work in
this thesis to implement an entropy based DDoS dctection algorithm will utilize that
function to collect another set of statistics to be added to the controller by modifying
the controller’s code. Entropy measures the probability of an event happening with
respect to the total number of events. For the algorithm in this rescarch the entropy
will check the randomness of the destination IP addresses for the incoming packets to
be used as a metric in detecting the attack. When a host or a number of hosts experience
an increase in the number of received packet excessively this will result in a decrease
in the randomness and the entropy as a result. This might indicate an attack when the
entropy drops below a defined threshold. The threshold is sct based on thc normal
traffic pattern and is easily adjusted while the controller is running due to the

programmable advantage of the SDN.

1.2 Problem Statement

The centralized structure of SDN architecture makes the controller act as the operating
system of the whole network. Despite the benefits of this architecture, it introduces
many security challenges and could lead to a single point of failure, since when the
controller becomes unreachable will render the whole network unresponsive to
incoming traffic. One of these security challenges that possesses a large impact is the

distributed denial of service attacks (DDoS).

When dcaling with DDoS attack in real time scenario, usually the attack is originated
using botnets. Botnets are a sct of compromised devices that the attacker uses to target
one or more devices on the victim’s network. The attack traffic is generated using
spoofed source IP addresses which make it extremely hard to distinguish the legitimate
traffic from the attack traffic based on the source IP addresses and also make it useless
to mitigate the attack by blocking those source IP addresses. In SDN architecture the
challenge is even bigger since when the switches find a no match for the incoming
spoofed packets in their flow tables they send them to the controller and the controller

having to deal with that huge amount of traffic attack will get overwhelmed.



Although a lot of rescarch has been done on securing the SDN controller against DDoS
attack most of the proposcd solution are either requires large computational resourcces
or lacks the proper mitigation methods. Thus, finding a fast and cfticient DDoS
detection and mitigation method that can identify and stops the attack in its carly stages
before the controller becomes unreachable, while being light weight to not add an extra
load to the controller, and consume less processing resources is critical for mitigating

the attack in SDN environment.

1.3  Objectives of the study

This rescarch studics the detection and mitigation of DDoS attacks on the SDN

architccture using an cntropy based algorithm through the following objectives:

1. To propose an algorithm that detect and mitigate the DDoS attack in SDN
cnvironment that is fast, reliable and lightweight.

2. To implement the algorithm on the SDN controller (POX controller) using the
python programming language. And sct the proper detcction threshold for the
cntropy through different scenarios of normal and attack traffic.

3. To test the algorithm through different scenarios of normal and attack traffic

with different attack intensity.

1.4 Scope of the study

This research is limited to study of DDoS attack cffect and its carly detection and
mitigation in the SDN environment through network simulation and proposcs an
cntropy bascd DDoS attack detection method and determines the entropy threshold for

the proposed algorithm. Then mitigating the attack before it overwhelms the controller.



1.5 Thesis organization

This thesis is structured as follow:

Chapter 1 This chapter provides an introduction of the Software Defined Networking
(SDN) architecture and the Distributed Denial of Service Attack (DDoS) in this

environment as well as the problem being solved, the research objectives and scope.

Chapter 2 provides the literature review of SDN and OpenFlow architecture. The
sccurity issues of the SDN is also featured, the impact of the DDoS attack on the
controller and the SDN network. And the DDoS detection and mitigation techniques

for the SDN environment are also discussed.

Chapter 3 describes the methodology of the proposcd solution for the DDoS detection

and mitigation algorithm, how it is implemented on the controller.

Chapter 4 presents the result of the implementation of the proposed algorithm and

analyse the experiment results of the simulation.

Chapter 5 concludes this research in the light of the results obtained, and future works

are outlined.
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