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Due to the ubiquity of digital communications and digital data in today’s world, the 

development of techniques and tools to protect wireless communications and 

information transfer has become increasingly important. Currently, static substitution 

boxes (S-Boxes) are vulnerable to data and subkey attacks. Various techniques have 

been considered in the literature to improve S-Boxes using cellular automata (CA) 

with different rules such as 1-D, 2-D, and 3D CA rules.  

 

 

S-Boxes could either be static or dynamic. While the previous work provides some 

form of security, the latter work is better. A strong key expansion mechanism makes 

the cipher more resistant to various forms of attacks, especially related-key model 

attacks. Rijndael is the most common block cipher and it was adopted by the National 

Institute of Standards and Technology, USA in 2001 as an Advanced Encryption 

Standard (AES). However, cryptanalysts have revealed the security weaknesses of 

Rijndael in terms of its vulnerability to related-key differential and linear attacks that 

are mainly caused by lack of nonlinearity in its key schedule. Most research in the 

literature used fixed key expansion algorithm for encryption and decryption. However, 

the fixed key expansion is vulnerable to square attack. On the other hand, the round 

key expansion algorithms are relatively simple. Nevertheless, they may also be 

attacked easily. Considering the aforementioned challenges, this research proposes a 

new model for 3D-CA block cipher. 

 

 

 First, potential problems in AES and CA block ciphers such as fixed key expansion, 

the static nature of S-Boxes, and the low level of data permutation for each round are 

identified and analyzed. The requirements of the intended KD-3D-CA block cipher 

and its rule for a key size of 128-bit are designed. After that, critical performance 

measurements and metrics used in 3D–CA are identified. The module of a KD-3D-
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CA block cipher is designed and algorithms of the new KD-3D-CA block cipher are 

generated. KD-3D-CA cryptosystem security was tested using NIST statistical tools, 

Avalanche test, S-Box Evaluation Tool (SET) test, performance test, and complexity 

test. In this thesis, new algorithms are proposed for the key generation, encryption and 

decryption module of KD-3D-CA block cipher based on von Neumann (3D) cellular 

automata. The algorithms are tested for randomness and security by using the National 

Institute of Standards and Technology (NIST) statistical tests within nine datasets in 

the third and final rounds. Moreover, new dynamic S-Boxes are proposed and tested 

for their security characteristics using SET and CSET tools.  

 

 

Avalanche test is carried out for KD-3D-CA block cipher to ensure a single bit change 

in the key or plaintext forms different rounds. Half of the ciphertexts changed for each 

round. Eight 3D-CA-S-Boxes were also tested for their security characteristics with a 

particular focus on resistance to linear and differential attacks. The findings show that 

the proposed KD-3D-CA block cipher is more secure than the existing CA block 

ciphers. The KD-3D-CA block cipher was tested using nine different datasets with the 

following criteria: Avalanche key, Avalanche plaintext, CBC mode, correlation key 

and plaintext, low and high density for both plaintext and the key. Furthermore, this 

block cipher passed the NIST statistical test which satisfies the randomness criteria in 

different rounds with alpha values 0.01 and 0.001. The proposed 3D S-Boxes meet the 

security requirements of an efficient S-Box such as balance, completeness, Strict 

Avalanche Criterion (SAC), nonlinearity, bit independence, differential uniformity 

(DU), inevitability, and non-contradiction. The S-Boxes exhibit an equal performance 

when compared with the AES S-Box and they are resistant to attacks such as 

differential and linear attacks. Moreover, the block cipher passes the Avalanche Effect 

Test with a result of 0.01, which indicates a satisfactory key expansion property.  

 

 

Lastly, KD-3D-CA Block cipher is more complex and it outperforms AES with more 

than 25% for different key sizes. Deductively, the proposed KD-3D-CA block cipher 

algorithm is more secure than other block cipher algorithms and can be implemented 

for data encryption and decryption. 
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Oleh kerana keleluasaan komunikasi digital dan data digital di dunia hari ini, 

pembangunan teknik-teknik dan alat untuk melindungi mereka telah menjadi semakin 

lebih penting. Pada masa ini, statik S-kotak mudah terdedah kepada serangan data dan 

serangan sub-utama. Pelbagai teknik digunakan dalam kesusasteraan untuk 

meningkatkan S-Box menggunakan automata selular dengan peraturan yang berbeza 

seperti 1-D, 2-D, atau kaedah-kaedah 3D CA. Juga, dinamik S-kotak  

 

 

Adalah lebih baik daripada statik S-kotak. Pengembangan utama kuat menggalakkan 

cipher yang akan menjadi lebih tahan kepada pelbagai bentuk serangan, terutamanya 

dalam serangan model berkaitan utama. Rijndael adalah blok cipher paling biasa, dan 

ia telah diterima pakai oleh Institut Piawaian dan Teknologi Amerika Syarikat pada 

tahun 2001 sebagai Piawaian Penyulitan Lanjutan (AES). Walau bagaimanapun, 

beberapa kajian pada pembacaan sandi mendedahkan bahawa kelemahan keselamatan 

Rijndael merujuk kepada kelemahan kepada serangan pengkamiran berkaitan-utama 

serta serangan boomerang berkaitan utama, yang sebahagian besarnya disebabkan 

oleh kekurangan ketaklelurusan dalam jadual utama Rijndael. Kebanyakan algoritma 

yang digunakan algoritma pengembangan utama tetap untuk penyulitan dan 

penyahsulitan. Walau bagaimanapun, pengembangan kunci tetap terdedah kepada 

serangan persegi. Apabila pusingan algoritma pengembangan utama adalah agak 

mudah,  

 

 

Mereka mungkin diserang dengan mudah. Objektif kajian ini adalah untuk 

mencadangkan model baru 3D-CA blok cipher. masalah yang mungkin berlaku dalam 

AES dan CA sifer blok seperti ditetapkan pada pengembangan utama juga, sifat statik 

daripada S-Box selain yang rendah atur data untuk setiap pusingan dikenal pasti dan 

dianalisis. Kemudian, keperluan KD-3D-CA blok cipher dikumpulkan bersama-sama 
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dengan peraturan untuk saiz kunci 128-bit. Selepas itu, ukuran prestasi kritikal dan 

metrik digunakan dalam 3D-CA dikenalpasti. Kemudian, modul yang KD-3D-CA 

blok cipher direka dan algoritma baru blok KD-3D-CA cipher baru dihasilkan. KD-

3D-CA adalah dibangunkan kemudian diikuti dengan menguji keselamatan 

kriptografi KD-3D-CA menggunakan alat statistik NIST, dan runtuhan ujian, ujian 

SET, ujian prestasi, dan ujian kerumitan. Dalam kajian ini, algoritma baru 

dicadangkan untuk generasi utama, penyulitan dan modul penyahsulitan KD-3D-CA 

blok cipher berdasarkan Von Neumann (3D) automata selular. Selain itu, algoritma 

diuji untuk rambang dan keselamatan dengan menggunakan NIST ujian statistik 

dalam tempoh sembilan set data untuk pusingan tiga dan pusingan akhir. New dinamik 

S-Boxes dicadangkan dan diuji kepada ciri-ciri selamat menggunakan SET dan alat 

CSET.  

 

 

Ujian runtuhan dijalankan untuk KD-3D-CA blok cipher untuk memastikan jika 

perubahan bit tunggal dalam kunci atau plaintext untuk pusingan yang berbeza, 

separuh daripada tulisan rahsia akan ditukar untuk pusingan ini. Juga, lapan 3D-CA-

S-Boxes juga diuji untuk ciri-ciri selamat dan terutamanya aman daripada linear dan 

pengkamiran serangan. Dapatan kajian menunjukkan bahawa cadangan blok KD-3D-

CA cipher adalah lebih selamat daripada sifer blok CA sedia ada. KD-3D-CA blok 

cipher menjalani ujian dengan sembilan set data yang berbeza masing-masing dengan 

kriteria: utama runtuhan, runtuhan plaintext, mod CBC, kunci korelasi dan plaintext, 

ketumpatan yang rendah, kepadatan tinggi untuk kedua-dua plaintext dan kunci. Juga, 

blok cipher ini lulus ujian statistik NIST yang memenuhi kriteria rawak dalam 

pusingan yang berbeza dengan alpha bersamaan dengan 0.01 dan 0.001. Juga, 

cadangan 3D-S-kotak memenuhi tahap keselamatan yang baik S-Box seimbang, 

kesempurnaan, ketat runtuhan kriteria (SAC), ketaklelurusan, sedikit kemerdekaan, 

pembezaan keseragaman (DU), tidak dapat dielakkan, bukan percanggahan. S-Boxes 

menunjukkan keputusan yang sama berbanding dengan AES S-Box dan mereka 

adalah penentangan terhadap apa-apa jenis menyerang seperti pembezaan dan 

serangan linear. Juga, cipher blok lulus Ujian Kesan Avalanche dengan keputusan 

yang sama dengan 0.005 yang menunjukkan ia mempunyai pengembangan utama 

yang baik. Dapatan terakhir adalah bahawa KD-3D-CA Blok cipher baru mempunyai 

prestasi lebih daripada AES kurang daripada 25% bagi saiz kekunci yang berbeza dan 

ia adalah lebih kompleks.  

 

 

Untuk semua keputusan di atas kita boleh membuat kesimpulan bahawa menggunakan 

baru KD-3D-CA blok cipher untuk penyulitan data adalah mencukupi dan lebih 

selamat daripada algoritma blok cipher lain dan boleh melaksanakan untuk penyulitan 

dan penyahsulitan data. 
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CHAPTER 1 

1 INTRODUCTION 

The cipher is an algorithmic program that codes (or encrypts) plaintext into cipher-

text through a process named coding (or encryption). Conversion of the ciphertext 

back to its initial form or plaintext is called decoding (or decryption).  A block cipher 

is a deterministic algorithm operating on a group of fixed-length bits, called a block, 

with an unvarying transformation specified by a symmetric key. Block ciphers are 

fundamental components of many cryptographic protocols and are widely used to 

facilitate data encryption. There are many block cipher algorithms; the most famous 

algorithms are Data Encryption Standards (DES), Triple DES (3DES) and Advanced 

Encryption Standard (AES). 

1.1 Overview  

Recent advancement in wireless communication channels is gradually making the 

world a global village, where people from different parts of the globe can connect in 

an unprecedented manner. However, this also raises security concerns, as people must 

be confident that their information is kept intact and not eavesdropped. As such, they 

are in search of better means to enhance the security of their communications. For this 

reason, cryptologists are making efforts to devise stronger channel security measures 

that will ensure protected users’ data. Cryptography protects information and 

communications whether it is video, voice or text. It additionally protects people’s 

privacy, obscurity and lives (James Paul Schneider, 2015).  

One of the preferred cryptographic algorithms is the symmetric block cipher 

algorithm. This is due to its simplicity, speed and power. It also has applications in 

cloud storage. A symmetric block cipher is used to encrypt and decrypt information 

(Kamara and Papamanthou, 2013).  Joan Daemen and Vincent Rijmen developed the 

AES block cipher with a block size of 128 bits or 16 bytes. Keys for the cipher are 

available in one of every 3 lengths: 128, 192 or 256 bits, i.e., 16, 24 or 32 bytes 

(Daemen et al., 1999; Khamis and Subair, 2018). AES is currently used in many 

factories (Daemen et al., 1999) and social media to secure users’ information. 

1.2 Problem Statements 

In a typical block cipher, a master key of special length is manipulated using a key 

expansion algorithm to create round subkeys. A strong key expansion ensures a cipher 

is more resistant to various forms of attacks, especially in related-key model attacks. 

Rijndael is the most common block cipher and it was adopted by the National Institute 

of Standards and Technology, USA in 2001 as an Advanced Encryption Standard 

(AES). However, cryptanalysis of this algorithm revealed its security weaknesses in 

relation to vulnerability to related-key differential attack as well as related-key 
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boomerang attack. These weaknesses are mainly caused by lack of nonlinearity in key 

expansion. Most algorithms have used a fixed key expansion algorithm for encryption 

and decryption (Juremi et al., 2012; Vaicekauskas et al., 2016; Kazlauskas and 

Kazlauskas, 2009; Nejad et al., 2014; Reshma and Veena, 2012). The fixed key 

expansion is vulnerable to square attack as mentioned in (Daemen et al., 1999; Tiessen 

et al., 2015). Square attack is the process of speculating and determining the subkey 

of a symmetric block cipher. When the round key expansion algorithms are relatively 

simple, they may be attacked easily. Square attacks are similar (Yan and Chen, 2016) 

with respect to how the attacks are made. Since all the stages of AES decryption are 

inferable, it can be attacked easily by using linear and differential attacks without a 

strong key.  

Several algorithms have been proposed to modify the static nature of the substitution 

boxes (S-Boxes) used in AES (Ahmad, Khan, & Ansari, 2014; Alkhaldi, Hussain, & 

Gondal, 2015; Belazi, Rhouma, & Belghith, 2015; Chen, 2008; Hussain, Shah, Gondal, Khan, 

& Mahmood, 2013; Hussain, Shah, Gondal, & Wang, 2011; Jamal, Attaullah, Shah, AlKhaldi, 

& Tufail, 2019; Kazlauskas, Smaliukas, & Vaicekauskas, 2016; Lambić, 2017; L. Li, Liu, & 

Wang, 2016b; W. Li, Panda, & Yaseen, 2012; Mahmood et al., 2018; Mroczkowski, 2009; 
Zahid, Arshad, & Ahmad, 2019; Zaïbi, Peyrard, Kachouri, Fournier-Prunaret, & Samet, 

2010). Although most of the researches get dynamic S-Boxes but their results still need 

to improve in term of nonlinearity, strict avalanche criterion and differential 

uniformity.  

The diffusion parts in AES block cipher for each round are ShiftRows and 

MixColumns. According to (Krishnamurthy and Ramaswamy, 2011), an AES 

algorithm without of a ShiftRows stage would have slight changes in the values of 

each round. This indicates a poor encryption quality that makes the ciphertext 

vulnerable to attacks (Al-wattar et al., 2015). Also, making dynamic ShiftRow 

increase the diffusion of block cipher and the attacker wants more time to break it 

(Abdulah, Al-Rawi, & Hammod, 2018). When the plaintext is encrypted, the diffusion 

obscures the redundant arrangements. Therefore, those repeated configurations can be 

hidden in the cipher text in terms of complexity and security (A. Ali, Hu, Hinds, 

Graham, & Hsieh, 2018). To overcome this problem the bits will shuffle in each round 

(Yaghouti Niyat, Moattar, & Niazi Torshiz, 2017) by using cellular automata.  
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1.3 Research Objectives 

The objective of this research is to design a new symmetric block cipher inspired by 

Von Neumann three dimensional cellular automata (3D-CA block cipher) algorithm 

with dynamic key-dependent components. In this regard, we have the following 

objectives: 

1. To propose new key expansion algorithms, based on key dependent dynamic 

3D-CA S-Boxes to strength the key by increase the nonlinearity of round 

subkeys. 

2. To propose a new dynamic key-dependent 3D-CA-S-Boxes and test their 

characteristics (Nonlinearity, Avalanche Effects and Differential Uniformity) 

to get a strong S-Boxes.   

3. To propose a dynamic key-dependent ShiftRow with 3D-CA permutation bits 

for KD-3D-CA block cipher to increase complexity and security for block 

cipher. 

 

 

1.4 Scope of this Study 

This research aims to design and develop a new model of 3D-CA block cipher with 

the following features: 

1. A block and key size of 128-bits each. 

2. Electronic Code Book (ECB) and Chaining Block Code (CBC) modes of 

operation. 

3. 3D Von Neumann operation rules.  

4. Basic security requirements certification. 

 

 

The proposed dynamic block cipher is required to pass all the fifteen standard tests 

using the National Institute of Standards and Technology (NIST) statistical test suite, 

randomness tests, Avalanche effect and several S-Box test. It should also be resistant 

against linear and differential cryptanalysis. 
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1.5 Contribution of this Study 

The main contribution of this study is to propose a KD-3D-CA block cipher algorithm. 

This involves the design of its components, elements, operations and techniques. 

Furthermore, the concepts to be used within the symmetric block cipher for key 

generation, encryption and decryption modules are indicated. The main elements of 

the KD-3D-CA block cipher should have the confusion and diffusion characteristics 

of cryptography. 

To achieve this main contribution, the sub-contributions of this study are as follows: 

1.  This research proposes a dynamic key expansion using 3D von Neumann rules 

applied to S-Box to increase the nonlinearity at the first three rounds rather 

than AES that requires 10 rounds to become secure. This is motivated by the 

significant role played by proper key selection to generate the round key in the 

symmetric block cipher and the limitations of the algorithms that uses static S-

Box. 

2. This research combines static AES S-Box and 3D von Neumann rules to 

generate eight new key-dependent 3D-CA-S-Boxes to be used in each round 

of encryption and decryption. These S-Boxes must be as strong in nonlinearity, 

strict avalanche effects and differential uniformity to get strong S-Boxes. 

3. This study increases the diffusion layer of the block cipher by implement key 

dependent dynamic ShiftRows for each rounds and to shuffle the STATE 

matrix using 3D-CA permutation for each round to increase the complexity 

and security of the block cipher to make it immune to attacks and difficult for 

cryptanalysis to break it. 

 

 

In this study, the NIST suite test is used to test the quality of random numbers 

generated by the proposed cipher according to NIST standards. The cryptographic 

statistical tests for random number generators, such as S-Boxes test criteria, KD-3D-

CA block cipher Avalanche effects, and cryptanalysis, are also evaluated and 

presented in this study. 
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1.6 Organization of the Thesis 

This thesis consists of seven chapters organized as follows:  

Chapter 1 presents the research problem, objectives, scope, and contributions. 

Chapter 2 reviews related works on cryptography and symmetrical block cipher. This 

covers the essential concepts and properties related to the structure, security 

investigation, and previous related studies on block cipher. This chapter also 

introduces the KD-3D-CA model procedures and structures as well as the fundamental 

procedures of the CA framework required to build the new block cipher.  

Chapter 3 outlines the research methodology used in this thesis. It also details the 

experimental design, data requirements and description for tests carried out. 

Chapter 4 discusses the system design of the presented KD-3D-CA block cipher. This 

includes the procedure for generating the new eight S-Boxes from static S-Boxes 

based on 3D von Neumann rules. Also, details are given on the techniques of selecting 

the keys for each round. The descriptions of a new key expansion that depends on the 

master key, new dynamic shiftRow, and new byte substitution using the 3D von 

Neumann rules, and the KD-3D-CA block cipher algorithm for encoding and decoding 

are given. 

Chapter 5 demonstrates the S-Box tests criteria for the new static and dynamic S-

Boxes. The criteria include adjusted, fulfillment, torrential slide, Strict Avalanche 

Criteria (SAC), nonlinearity, bit freedom (BIT), differential uniformity (DU), 

invertibility, and contradiction. This chapter also examines the results of the tests and 

the irregularity of the KD-3D-CA block cipher. The investigations are directed by the 

NIST Test Suite for the randomness of data, involving little information at each cycle 

round of the functions. 

Chapter 6 presents the implementation of the proposed key-dependent KD-3D-CA 

block cipher algorithm with some examples of how each phase works for each round. 

 Chapter 7 measures and examines the diffusion property of the KD-3D-CA block 

cipher. The complexity of the entire proposed block cipher and the cryptanalysis of 

the proposed S-Boxes are tested. 

Chapter 8 concludes the research presented in this thesis. Some recommendations 

and future works are also presented. 
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1.7 Conclusion  

This thesis proposes a block cipher with dynamic S-Boxes based on 3D cellular 

automata. The design accelerates a secure computation of digital data encryption and 

decryption using AES algorithm. In this chapter, the challenges of cryptography are 

discussed to provide a framework for the objectives of this research. This chapter also 

covers the background, research motivation, research objectives, significance and 

scope of this work as well as the thesis organization. 
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