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In order to mitigate the problem of low transmission rate and limited communication 

distance in Quantum Communication (QCs), multiphoton over multi-stages 

approach has been proven to be a possible alternative to the conventional single-

photon approach. Multiphoton has the ability to improve the range of distances and 

key generation rate over multi-stages photon transmission. However, the 

determination of optimal mean photon numbers and number of stages in multiphoton 

approach remains a key challenge to make the protocols well utilized during their 

operations. Following this concern, three problems and their corresponding proposed 

solutions in this thesis are presented below: 

Firstly, the existing multiphoton approaches involve multiple photons to travel 

throughout a number of stage. Furthermore, extra time is required to update the 

polarization angle of optical device for encoding purposes. These conditions would 

result in an increase in the total transmission time of the photons to be transmitted 

over the quantum channel. Accordingly, a Hybrid M-Ary in Braided Single-Stage 

(HMBSS) approach by utilizing data compression concept is proposed to address 

these issues. In HMBSS, the sender is able to compress the secret message using 

Huffman encoding over the braided single-stage operation. This compression 

mechanism has reduced the number of bits required to represent a string of symbols, 

thereby reducing the time to encode the photons. The simulation experiments shows 

that HMBSS achieved promising result by 75.9% and 91.7% total average 

transmission time decrease as compared to the well-known Multiphoton-BSS, 

Multiphoton-M-ary and Multiphoton-TSIV. 
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Secondly, providing strong authentication is the main focus in this research which 

aims to make multiphoton QC secure against variety types of attacks. Current 

authentication procedure in multiphoton QC requires public agreement to pre-share 

the authentication key and secret angles before onset of the transmission, therefore 

increasing the communication cost. As a solution, a Secure Secret Authentication 

Key (SSAK) is proposed. In SSAK, the quantum handshake scheme is used to share 

initial secret polarization angle and authentication key which is utilized before 

quantum communication session. The results of simulation experiments reveal that 

SSAK significantly outperformed the Three-stage protocol in terms of average 

covered angle by Eve. The simulation experiments and security analysis of initial 

authentication and transmission of messages verified that an eavesdropper is unable 

to disclose any information about the transmitted message or the authentication key. 

Lastly, most of the proposed QKD protocol employs a single-beam set up to transmit 

the photons over the free space optic which results in low bit rate and limited 

distance coverage due to high impact of geometrical loss. To deal with this, a 

transmission technique of Multiphoton Quantum Communication using multiple-

beam concept (MQC-MB) is proposed. Comparison is conducted in terms of total 

loss and received power on different number of beam shows that 4-beam is 

acceptable to be adapted in MQC-MB. The statistical analysis shows that such 

approach has reduced the total attenuation by 6dB compared to single-beam setup. 

 

 

 

 

 

 

 

 

 

© C
OPYRIG

HT U
PM



 

iii 

Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai 

memenuhi keperluan untuk ijazah Doktor Falsafah 

 

 

PENDEKATAN BERBILANG FOTON PERINGKAT TUNGGAL SECARA 

SELAMAT UNTUK PROTOKOL KRIPTOGRAFI KUANTUM DI DALAM 

RUANG OPTIK KOSONG 

 

 

Oleh 

 

 

NUR ZIADAH BINTI HARUN 

 

 

November 2019 

 

 

Pengerusi :   Profesor Zuriati binti Ahmad Zukarnain, PhD 

Fakulti :   Sains Komputer dan Teknologi Maklumat 

 

 

Untuk mengurangkan masalah kadar penghantaran data yang rendah dan jarak 

komunikasi yang terhad dalam komunikasi kuantum, pendekatan berbilang foton 

telah terbukti menjadi alternatif kepada pendekatan photon tunggal yang 

konvensional. Berbilang foton mempunyai keupayaan untuk meningkatkan 

penjanaan kadar kunci dan jarak melalui penghantaran foton di pelbagai peringkat. 

Walaubagaimanapun, penentuan bilangan purata foton dan bilangan peringkat yang 

optimum kekal sebagai cabaran utama untuk menjadikan protokol dimanfaatkan 

dengan baik semasa mereka beroperasi. Dalam hal ini, tiga masalah dan 

penyelesaian telah dicadangkan dalam tesis ini seperti yang dibentangkan di bawah: 

Pertama, pendekatan berbilang foton memerlukan foton yang berganda untuk 

bergerak di sepanjang beberapa peringkat. Selain itu, masa tambahan diperlukan 

untuk menukar sudut polarisasi peranti optik untuk tujuan pengekodan. Keadaan ini 

akan mengakibatkan peningkatan jumlah masa penghantaran foton yang perlu 

dihantar melalui rangkaian kuantum disebabkan masa tambahan tersebut. Oleh itu, 

pendekatan M-ary Hibrid di dalam Peringkat Jalinan Tunggal (HMBSS) 

menggunakan konsep pemampatan data dicadangkan untuk menangai isu-isu ini. 

Didalam HMBSS, penghantar dapat memampatkan mesej rahsia menggunakan 

pengekodan Huffman melalui operasi peringkat jalinan tunggal. Mekanisma 

pemampatan ini telah mengurangkan jumlah bit yang diperlukan untuk mewakili 

rentetan simbol, dengan itu mengurangkan masa  untuk mengekod foton. Simulasi 

eksperimen menunjukkan bahawa HMBSS mencapai hasil yang menjanjikan kadar 

penurunan jumlah masa penghantaran sebanyak 75.9% dan 91.7% berbanding 

dengan Multiphoton-BSS, Multiphoton-M-ary dan Multiphoton-TSIV yang terkenal. 
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Kedua, menyediakan pengesahan yang kuat telah menjadi fokus utama didalam 

penyelidikan ini dengan menjadikan pelbagai foton QSDC selamat daripada pelbagai 

jenis serangan. Pengesahan sedia ada didalam berbilang foton QSDC memerlukan 

persetujuan awam untuk pra-kongsi kunci pengesahan dan sudut rahsia sebelum 

memulakan penghantaran, oleh itu meningkatkan kos komunikasi. Sebagai 

penyelesaian, Pengesahan Kunci Rahsia Keselamatan (SSAK) telah dicadangkan. Di 

dalam SSAK, konsep perjabatan tangan kuantum digunakan untuk berkongsi sudut 

awal polarisasi rahsia dan kunci pengesahan yang digunakan sebelum memulakan 

komunikasi kuantum. Hasil simulasi eksperimen dan menunjukkan bahawa SSAK 

mengatasi protokol Tiga-peringkat dari sudut purata bilangan sudut yang diketahui 

oleh Eve. Simulasi eksperimen dan analisis keselamatan diperingkat pengesahan 

awal dan penghantaran mesej mengesahkan bahawa eavesdropper tidak dapat 

mendedahkan sebarang maklumat tentang mesej yang dikirim atau kunci 

pengesahan. 

Akhir sekali, kebanyakan protocol QKD yang telah dicadangkan menggunakan 

tetapan pancaran tunggal untuk menghantar photon melalui ruang bebas optik yang 

menghasilkan kadar bit yang rendah dan jarak yang terhad disebabkan kesan 

kehilangan geometri yang tinggi. Untuk menangani hal ini, teknik transmisi 

Komunikasi Kuantum Berbilang Photon menggunakan konsep Berbilang Pancaran 

(MQC-MB) telah dicadangkan. Perbandingan dijalankan dari segi jumlah kerugian 

dan penerimaan kuasa pada bilangan pancaran yang berlainan menunjukkan bahawa 

4-pancaran diterima untuk disesuaikan dengan MQC-MB. Analisis statistik 

menunjukkan pendekatan sedemikian telah mengurangkan jumlah kelemahan 

sebanyak 6 dB berbanding tetapan sinaran tunggal. 
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CHAPTER 1 

1 INTRODUCTION 

1.1 Research Motivation  

The merging of quantum computation provides a tremendous solution for heat 

production and energy consumption compared to classical computation. For 

instance, while it took about more than one year to decrypt Rivest-Shamir-Adleman 

(RSA) algorithm using 4 cores at 2.8 GHz desktop, one of the popular quantum 

algorithms known as Shor algorithm has the ability to decrypt it in just one second 

(Nielsen & Chuang, 2011). Furthermore, Lov Grover invented Grover algorithm in 

1996 specifically to operate for search and optimization has the ability to solve the 

data searching problem using only 32 comparisons in the 1024 dataset whereas 

Advanced Encryption Standard (AES) and Data Encryption Standard (DES) 

algorithm requires 1023 comparisons (Chen et al., 2015). As reported by National 

Institute of Standards and Technology (NIST) (Chen et al., 2016), it is predicted that 

once the quantum computer is entirely employed, most of the classical cryptographic 

algorithms, for example, Elliptic Curve Cryptography (ECC) and RSA are going to 

be insecure. The emergence of quantum technology has attracted significant interest 

and has become an active research in the cryptography area. The deployment of 

quantum mechanic law in the new era of cryptography is known as Quantum 

Cryptography (QC) where two or more parties have secure and unconditional 

communication. Since it became recognized that quantum computer could break the 

classical cryptography algorithm, QC has been actively studied to overcome the 

stated limitation. QC is not limited to share secret key; it can also be implemented as 

secure direct communication, secure computation, and secret sharing.  

Unlike classical cryptography that uses classical bit of 0 or 1, QC applies the 

properties of quantum mechanic called as quantum bit, or qubit in its operation. 

Qubit is the quantum state which consists of the smallest particle unit of quantum 

information that is mathematically represented by the Dirac notation. The quantum 

mechanic can be showed based on the state of bra (|) and ket (⟩) notation. The 

mapping from classical bit to qubit can be described as: 

0 → |0⟩  1 → |1⟩            (1.1) 

 

 

Quantum superposition allows a qubit to simultaneously exist in more than one state. 

The superposition states can be represented as: 

|𝛹˃ ≡ 𝛼|0⟩ +  𝛽|1⟩  = [
𝛼
𝛽]          (1.2)         
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WhereمΨمisمtheمsuperpositionمstates, αمandمβمareمtheمcomplexمnumbers,مand0|م⟩ and 

|1⟩ are qubits states. This means that a qubit can have a value of one or zero or any 

superposition states of both one and zero together. The [
𝛼
𝛽] is a two-dimensional 

vector, where |0⟩ is equivalent to [
1
0
] and |1⟩  is equivalent to[

0
1
]. The probability of 

αمandمβمcoefficientsمcanمbeمsatisfiedمby: 

|𝛼|2 + |𝛽|2  = 1                                 (1.3)  

 

 

where |𝛼|2 is the probability of obtaining |𝛹⟩ in |0⟩ and |𝛽|2 is the probability of 

obtaining |𝛹⟩ in |1⟩. 

In contrast to classical cryptography, the security of QC does not rely on computing 

power (Anghel, 2013). The QC is strengthened by the unconditional security in 

quantum mechanic law as proven by the no-cloning theorem and Heisenberg 

Uncertainty theory. No-cloning theorem states that the unknown quantum states 

cannot be copied without affecting the original states while Heisenberg Uncertainty 

theory states that the intruder cannot distinguish the properties of the quantum states 

without disturbing it. It should be noted that the generation of the qubit is assured by 

the quantum mechanics law. Therefore, when an eavesdropper intercepts the 

communication, the parties in the quantum channel will notice about the interception 

due to the changes in the properties of qubit (El Rifai, 2016).  

The main objective of the QC protocol is to share secret information securely over 

the quantum channel. Typically, the quantum particles that are responsible to carry 

secret information need to be transmitted in the quantum channel. Senders and 

receivers are involved in a field of interest and they have the ability to performed 

several tasks such as sending and receiving the quantum particles, and other quantum 

operations according to specified protocols. Depending on the law of quantum 

physics, sender and receiver can disclose the existence of a third party, so-called as 

an eavesdropper that is trying to overhear and steal the message. The detection of the 

eavesdropper by the sender and receiver occurs when the error rate arises in quantum 

communication. 

Practical security is a challenging issue in the realization of the QC protocol (Deng 

& Long, 2004). Eventhough the QC protocols are unconditionally secure in theory, 

the security might not be assured in practice due to the imperfection of devices. 

Transmitting the secret information without loss when it is encoded into the photon 

in any QC applications requires perfect devices in implementations (Hu et al., 2016). 

In most cases of QC, the imperfection of the single photon laser source used in 

practice is susceptible to mutiphoton signal attack. Apart from that, the parties might 

lose some photons due to the channel loss and deficiency of the detection device. 

Owing to this fact, the imperfect practical of implementations might open the 

loopholes in the QC, letting an eavesdropper to attack the system.  
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Basically, QC employs three types of states: Single photon, entangled, and 

multiphoton states. Single photon utilizes a laser to transmit a photon per laser pulse, 

entangled state utilizes the correlation between particles separated over distance, 

whereas multiphoton utilizes multiple photons per laser pulse. In long-distance 

network, single photon is however characterized by low transmission rate, limited 

distance coverage, and susceptible to the siphoning attacks. Besides, the entangled 

state is difficult to be implemented in the current network architecture due to the 

limitation of quantum device capabilities. To overcome these drawbacks, 

multiphoton (Darunkar & Verma, 2014; El Rifai, Punekar et al., 2013; Kak, 2016; El 

Rifai et al., 2015; Wai et al., 2015) were proposed. The information exchange in 

multiphoton approach is not limited to a single photon in a time slot. To improve the 

transmission’sم successم rate, multiphoton allows multiple numbers of photons to be 

transmitted simultaneously to indicate one bit of information. Moreover, due to more 

than one photon are generated per pulse, the distance covered also increases. 

1.2 Research Problems  

Despite the successes achieved by multiphoton, determining the optimal mean 

photon numbers and the number of stages to ensure that the protocols are well-

functioned during their operations still remain as critical issues. The previous 

multiphoton related works such as Multiphoton-TS (Kak, 2006), Multiphoton-M-ary 

(El Rifai et al., 2013), Multiphoton-TSIV (El Rifai et al., 2015) and Multiphoton-

BSS (Darunkar & Verma, 2014), have proposed various techniques to mitigate the 

multiphoton issues and achieved their objectives. However, there are several 

limitations associated with multiphoton are left unresolved: 

 Transmitting multiple photons along a number of stages using the existing 

multiphoton approaches, which are Multiphoton-TS (Kak, 2006), 

Multiphoton-M-ary (El Rifai et al., 2013), Multiphoton-TSIV (El Rifai et 

al., 2015) in QSDC is still a critical issue to be addressed. The  transmission 

time in the multiphoton over multi-stage approach tends to increase due to 

the increase in the redundancy of sources. The multiphoton is made up of 

multiplicity number of photons generated by the sender over multi-stage 

transmission. Several multiphoton variants have been introduced in the 

literature. The strategy of transmitting the secret messages proposed by 

Multiphoton’sمvariantsمaimsمtoمincreaseمdistanceمcoverageمandمtransmissionم

rates. However, the transfer time to transmit the encoded information is still 

considered as a serious matter due to most of the multiphoton approaches 

involve the transmission of multiple photons over a number of stages. 

Furthermore,م additionalم timeم isم requiredم toم updateم theم opticalم device’sم

polarization angle for the purpose of encoding. This condition leads to 

sourceم redundancy’sم growth,م whichم thenم results in the increment of the 

transmission time. 
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 Most of the existing multiphoton approaches require the set of secret angles

to be pre-shared before the onset of the transmission which is assumed to be

done in public channels. Furthermore, the parties in quantum

communication are assumed to be authenticated to each other using the

three-stage protocol. This could lead the channel to be potentially

vulnerable to several types of attack such MITM attack.

 Due to the quantum communication over fiber optic has reached optimal

performance caused by fixed loss related to fiber and the restriction of the

device, it (fiber optic) can be replaced by free space channel that offers

several advantages including flexibility of installation, broader geographical

coverage, and cost-effectiveness in terms of infrastructure deployment.

Unfortunately, the development of free space quantum communication

faces several major challenges(Yin et al., 2018). Most of the multiphoton

approaches employ single-beam concept over the FSO that suffers high

geometrical loss which has the limitation in terms of low secret key rate

generation and distance covered.

This thesis addresses the above stated problems associated with multiphoton tolerant 

protocol. The Multiphoton-TS (Kak, 2006), Multiphoton-M-ary (El Rifai et al., 

2013), Multiphoton-TSIV (El Rifai et al., 2015) and Multiphoton-BSS (Darunkar & 

Verma, 2014) approaches have been chosen as the comparison benchmark due to 

their variety type of enhancement to achieve successful performances.  

1.3 Research Questions 

The research questions to be answered are formulated as follows: 

 How to reduce the usage of multiphoton so that the transmission time can

be reduced significantly?

 How to share the authentication key and secret angles between parties

securely in the quantum channel?

 How to increase the Secret Key Rate (SKR) and distance without

consuming high implementation cost of the free space quantum

infrastructure?
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1.4 Research Objectives 

The main objective of this thesis is to propose a secure multiphoton protocol by 

improving the transmission rate, provide secure authentication between legitimate 

parties, and enhance key generation rate as well as distance coverage. The specific 

objectives are explained as follows: 

 To propose an enhanced multiphoton approach with data compression

concept to  increase the transmission rates by reducing the transmission

time and preserving the secrecy of the message in Quantum Secure Direct

Communication (QSDC) protocol.

 To propose a quantum handshake scheme for authetication to provide a

secure way to share the initial secret polarization angles and authentication

key between legitimate users.

 To propose a transmission technique for multiphoton Quantum Key

Distribution (QKD) over Free Space Optic (FSO) based on multi-beam

concept.  The main aim of this design is to enhance key generation rate and

distance coverage by minimizing the impact of geometrical loss that is

faced by the standard single-beam concept during the transmission of

photons.

1.5 Research Scope 

This section outlines the scope of this study as demonstrated in the shaded area in 

Figure 1.1. This research mainly aims at improving transmission rates while single 

photon is not able of doing so. Furthermore, this research focuses on multiphoton 

based QC approaches that are designed to improve key generation rate and increase 

the range of distances in the communication channel. Apart from that, practical 

security regarding the authentication in quantum cryptography will also be covered 

in this research. This thesis focuses on improving the performance of multiphoton 

approaches which are single-stage, three-stage variants, and combination of single-

stage and three-stage, so-called as braided single-stage. Thus, the implementation of 

the QC with entanglement photon approach lies beyond the scope of this research. 

Since there are several branches of quantum technology, this research study focusses 

on the QKD and QSDC over the free space optic due to both of them can be applied 

using multiphoton tolerant protocol and use similar quantum optical components (El 

Rifai, 2016; Wu & Chen, 2015). 
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Quantum Cryptography 

Quantum 
Steganography

Quantum Secure Direct 
Communication

Single photon EntanglementMultiphoton

Single Stage Three Stage
Braided Single Stage

(Combination of Single Stage 
and Three Stage)

Transmission Rate Authentication Distance and Key 
Rate

Quantum Key 
Distribution

Quantum Secret 
Sharing

Free Space OpticFiber Optic

Figure 1.1 : Research scope 

1.6 Organization of the Thesis 

The rest of this thesis is organized in the following way: 

Chapter 2 presents a literature review on quantum state transmission in QCs. It first 

discusses the issues in QC, followed by the introduction of quantum communication 

channel models for QC. Then, it shows the related works proposed in the literature 

for transmitting information based on single photon and multiphoton approaches. 

This chapter also presents a comparison of different multiphoton quantum protocol 

tolerants and its implementations’ challenges. Finally, the chapter presents the QC’s 

branches based on single and multiphoton tolerants. 

Chapter 3 describes the research methodology used in this thesis. It starts with the 

identification of the notations and its definitions used throughout the thesis. Next, it 

presents the research framework, experimental setup and performance metrics 

conducted in this thesis. Finally, performance validation is presented to validate the 

experimental setting. 

Chapter 4 presents a Hybrid M-Ary in Braided Single-stage (HMBSS) approach 

used to increase the transmission rates by reducing the transmission time in photon 

transmission. It demonstrates the design of the proposed HMBSS approach, and 

presents the evaluation and performance comparison with the existing multiphoton 
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approaches such as Multiphoton-TS, Multiphoton-M-ary, Multiphoton-TSIV and 

Multiphoton-BSS. 

Chapter 5 presents the proposed quantum handshake scheme to share the initial 

secret polarization angle and the authentication key between legitimate parties. It 

presents the performance evaluation and security analysis of the proposed scheme 

with Multiphoton-M-ary and Multiphoton-BSS schemes.  

Chapter 6 presents the design of the proposed multiple-beam for multiphoton in FSO 

(MQC-MB). It also describes the parameters used for the multiple-beam set up in 

order to transmit the quantum state. The performance evaluation and the results of 

the proposed design are presented and compared against standard single-beam 

design. 

Chapter 7 concludes the thesis and recommends future research directions. 
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