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Faculty  : Computer Science and Information Technology

Raspberry Pi is a Linux based embedded computer device in a palm hand size, with 512MB
of RAM, 700MHz of ARM CPU and GPU Integrated in a single chipset with HDMI output,
providing USB ports and Network plugs. In addition, this tiny computer device has a low
price in the market and easily accessible for public. Different Linux distribution has been
developed for Raspberry Pi from Media Center OS, Penetration Testing OSes such as W3afi
Pi (“w3af,” 2013), ARM Kali Linux (Ofensive-Security, 2012) and PWNPI (“PwnPL,” 2012)
and web application security scanners such as Glasptopf Pi (“Honeypot Project,” 2012) and
Kippo Pi (“SSH Honeypot,” 2009) as web application honeypot projects. Due to its open
source characteristics, scientific industry people can easily develop application to use in
robotics projects and smart home technologies.

Since Raspberry is new in the market, the unknown data structure and lack of digital
forensics methods for Raspberry Pi put digital forensics examiner in difficulties for data
acquisition and analysis. This study focuses on developing a digital forensics framework to
bypass the security mechanism, collect stored data of the SD card and volatile memory and
then analyze and extracted the evidence from the captured data.

This study has two main objectives. The first objective is to propose and develop a new
method to bypass the security mechanism and gain privileged access for data acquisition.
And the second objective is to propose and develop a tool to extract and analyze evidence
from volatile memory. The scope of this research is bypassing the security mechanism of the
Linux kernel, data collection of the volatile memory and SD card, and finally analyzing the
dumped volatile memory.

To perform this research, available data collection and analysis methods of ARM Linux
based embedded devices has been studied and applied on the Raspberry Pi to find the best
approach. Raspberry Pi Digital Forensics Investigation Framework (RPiDFIF) is proposed
and development framework that has two major components. Data collection component
bypasses the Security mechanism of the Linux kernel, dumps the volatile memory and SD
card with minimum interaction and changing the integrity of the live Raspberry Pi. Second
component analyzes the SD card content and volatile memory of the RAM. While there are
available tools to extract and analyze the SD card data, the developed component with
interaction of the Volatility framework extract the running process, established network
connections, log files, encryption keys and many more, Forensics investigator by using these
two independent automated components of RPiDFIF can easily investigate remotely or by
having physical access of the Raspberry Pi in the crime scene.



To evaluate RPiDFIF, three evaluations have been conducted. In the first evaluation
experiment, data collection has been done separately to ensure if data collection works
properly and independently and capture the whole data stored on the SD card and volatile
memory. Then in the second evaluation, volatile memory investigation has been performed
to extract evidence from captured volatile memory. Finally, in the last evaluation, we
performed a real world attack case study based on one of the challenges of the Honeynet
project has been selected. In this scenario, we compromised the Raspberry Pi as a Linux web
server and using the RPiDFIF we bypassed the security mechanism and acquired data from
both SD card and volatile memory, and using the Autopsy for SD card investigation and
developed plugins and profile for Volatility framework.

Based on the developed RPiDFIF framework, digital forensics investigator can easily

examine the Raspberry Pi remotely or by having physical access to the device automatically
and without learning new commands.
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Raspberry Pi merupakan peranti komputer tertbenam sekecil tapak tangan, dengan 512MB
RAM, 700MHz ARM CPU dan GPU bersepadu di dalam chipset yang tunggal dengan
output HDM]I, port USB dan palam mahupun penyumbat rangkajan. Tambahan pula, peranti
komputer yang kecil ini merupakan peranti yang murah dan mudah dicapai orang ramai.
Agihan Linux yang berbeza dibangunkan untuk Raspberry Pi dari pusat media OS, ujian
penembusan OS seperti W3afi Pi (“w3af,” 2013), Linux Kali ARM (Ofensive-Security,
2012) dan PWNPI (“PwnPL” 2012) dan pengimbas keselamatan aplikasi web seperti
Glasptopf Pi (“Honeypot Project,” 2012) dan Kippo Pi (“SSH Honeypot,” 2009) sebagai
projek komputer madu aplikasi web. Ciri-ciri sumber terbukanya membolehkan pihak
industri saintifk membangunkan aplikasi yang boleh digunakan dalam projek robotik dan
teknologi rumah pintar dengan lebih mudah.

Oleh kerana Raspberry adalah baru di pasaran, struktur data yang tidak diketahui dan
kekurangan kaedah forensik digital untuk Raspberry Pi, ia menyebabkan pemeriksa forensik
digital sukar untuk memperoleh dan menganalisis data. Kajian ini difokuskan untuk
membangunkan rangka kerja forensik digital untuk memintas mekanisme keselamatan dan
mengumpul data yang disimpan pada kad SD serta ingatan meruap, dan kemudian
menganalisis dan mengekstrak bukti dari data yang dirakam.

Kajian ini mempunyai dua objektif utama. Objektif pertama adalah untuk mencadangkan
dan membangunkan satu kaedah baru untuk memintas mekanisme keselamatan dan
mendapat akses istimewa untuk pemerolehan data. Objektif kedua adalah untuk
mencadangkan dan membangunkan alat untuk mengekstrak dan menganalisis bukti-bukti
dari ingatan meruap. Skop kajian ini memintas keselamatan: kernel Linux, koleksi data
ingatan meruap dan kad SD, serta menganalisis ingatan meruap yang telah dipadatkan.

Untuk melaksanakan kajian ini, kaedah pengumpulan data dan analisis peranti terbenam
berasaskan Linux ARM yang sedia ada telah dikaji dan digunakan pada Raspberry Pi untuk
mencari pendekatan yang terbaik. Rangka kerja penyiasatan forensik digital Raspberry Pi
(RPiDFIF) adalah rangka kerja yang dicadangkan dan dibangunkan yang mana ia
mempunyai dua komponen utama. Komponen pengumpulan data memintas mekanisme
keselamatan Linux kernel, memadatkan ingatan meruap dan kad SD dengan interaksi
minimum dan menukar integriti Raspberry Pi hidup. Komponen kedua menganalisis
kandungan kad SD dan ingatan meruap RAM. Walaupun terdapat alatan yang tersedai ada
untuk mengekstrak dan menganalisis data kad SD, komponen yang dibangunkan dengan
interaksi rangka kerja kemeruapan berkebolehan untuk mengekstrak proses berjalan,
sambungan rangkaian mantap, fail log, kekunci penyulitan dan banyak lagi. Dengan
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penggunaan kedua-dua komponen automatik bebas RPiDFIF, penyiasat forensik boleh
menyiasat Raspberry Pi dari jauh atau dengan mempunyai akses fizikal di tempat kejadian
dengan lebih mudah.

Untuk menilai RPiDFIF, tiga penilaian telah dilaksanakan. Dalam penilaian pertama,
pengumpulan data telah dilakukan secara berasingan untuk memastikan jika pengumpulan
data berfungsi dengan baik, secara bebas dan merakam kesemua data yang disimpan pada
kad SD dan ingatan meruap. Dalam penilaian kedua, penyiasatan terhadap ingatan meruap
telah dijalankan untuk mengekstrak bukti-bukti dari ingatan meruap yang telah dirakam.
Akhir sekali, dalam penilaian terakhir, kami melakukan kajian kes serangan dunia sebenar
berdasarkan salah satu cabaran projek rangkaian madu (Honeynet) yang telah dipilih. Dalam
senario ini, kami telah mengkompromi Raspberry Pi sebagai pelayan web Linux dan dengan
menggunakan RPiDFIF kami memintas mekanisme keselamatan dan data yang diperolehi
daripada kedua-dua kad SD dan ingatan meruap, serta menggunakan Autopsy untuk siasatan
kad SD dan plugin yang dibangunkan, dan profil untuk rangka kerja kemeruapan.
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CHAPTER 1

INTRODUCTION

1.1. Research Background

Computer crimes include any traditional crimes, plus a new class of crime, which
has been coined since computers have become more popular with lower prices.
Computer crimes are defined by U.S Department of Justice (DOJ), as any violation
and activity that are involved with computer technology that compromise the law of
the country is considered as computer crime (Nugent, 1995).

In this context, computer crimes can be divided into three types: object of the crime,
subject of the crime and assistant of the crime. When the target of the malicious user
is the computer, the computer is considered as the object of the crime. The next
category is known as the subject of the crime that deals with any infection and
computer attack, data loss or damage by the malicious user. Assistant of the crime is
the last category in the law enforcement looking after them. It is involved with
traditional crimes such as drug dealing, child abuse, and fraud and etc.

Digital forensics is the combination of computer science and law. The digital
forensic investigator is an expert with experience in computer hacking, network and
web security who may work privately or publicly in law enforcements. They deal
with multiple devices with a variety of operating systems and applications. Different
devices demand specific tools and methodologies. Every device demands different
types of evidence depending on their application, user and criminal case. ’

1.2. Motivation

Digital forensics science deals with different types of popular devices such as PC
and laptops, cell phones and smart phones, and embedded devices. Raspberry Pi has
an operating system and powerful resources such as Random Access Memory
(RAM), Graphical Processing Unit (GPU) and Computer Processing Unit (CPU) and
network connection, low in price, easily accessible and has programming features
which makes it’s a demanding embedded device in the industry such as smart home
projects, robotics, educations, and commercial projects and many computer security
projects such as Glasptopf Pi and Kippo Pi as web application honeypot projects,
Kippo Pi and W3af Pi as an open source web application security project (“w3af,”
2013). Many Linux distributions have been prepared by hacking communities such
as ARM Kali Linux (Ofensive-Security, 2012), PWNPI (“PwnPL” 2012), Pwnberry
Pi (“PwnBerryPi,” 2012) for penetration testing.

Due to the small size of Raspberry Pi, it can be hidden easily and may be used for
hackers in cyber physical systems. By using wireless dongle and battery, malicious
users may hide it in the cyber physical environment for eavesdropping and terrorist
attack. The information stored on SD card contains: programs and files, open files
and directory, zip files, music and videos, photos, hidden files, spreadsheets and



word-processor files log files and history, saved pages and histories. The physical
memory contains many footprints such as: users, process information, kernel objects,
dump conversion, latest commands and histories and passwords. If all the above,
mentioned information is examined forensically, undeniable evidence will- be
obtained to present in the court as a chain of custody. Raspberry pi forensic
investigators need to identify where the evidence may be stored and hidden. So, this
device has great potentials to be used for criminal purposes. As a result, it's
worthwhile studying from digital forensic perspectives.

1.3. Problem Statement

Raspberry Pi is attracting different communities from educational and scientific to
industry and hackers and geeks which increases risk of cybercrime in the future
(Paganini, 2013). We studied the latest digital forensics investigation literature
review with the scope of data collection and analysis of Linux based embedded
devices such as GPS (Colombini & Colella, 2012; Nutter, 2008; van Eijk, 2010),
Gaming Consoles (Conrad & Craiger, 2010; Stewart, 2010; Vaughan, 2004), and
Android devices (Case, 2012; Leithner & Weippl, 2012). Based on the literature
review study, we gathered the latest tools and techniques to examine if they can be
applicable in Raspberry Pi forensics. Raspberry Pi stores OS and personal data on
the SDcard and the current activity such as running processes, established network
connection, latest executed bash commands and open files, demsg logs, encryption
keys and many more are in the RAM, which will disappear once the device turned
off, There are number of tools such as Autopsy, FTK Imager from AccessData and
Encase for SDcard analysis to assist digital forensics investigator. We need to find a
method for data collection and analysis method for Raspberry Pi’s volatile memory.
In an experimental study by examining every data collection and analysis techniques
and tools we learned that none of them are applicable for forensic investigation of
Raspberry. Linux kernel 2.6 has restricted access to the physical memory stored data
in /dev/mem file to protect from any malicious activity which drive the significant
problem. The first problem is that to the best of my knowledge at moment of writing
this research there is no public method or technique to be able bypass restriction
access to the /dev/mem file with minimum interaction on the current state of the
Raspberry Pi in the crime scene. Raspberry Pi hardware architecture, are integrated
GPU, CPU and RAM into a single chipset, which drive the second difficulty for data
collection and extracting of RAM’s data among other GPU and CPU registers. The
second problem is that there is no available technique and research to guide how to
‘extract and analyze evidence from unknown data structure of Raspberty Pi’s RAM.

By conducting several experimental tests using related tools in embedded device
forensics, none of them could successfully perform effectively data collection and
analysis from Raspberry Pi in a forensics sound.

1.4. Research Objective

The objective of this study is to propose and develop a new framework for forensics
investigating of the Raspberry Pi device in cybercrime cases. In order to achieve this
objective two goals must be achieved:



1. To propose and develop a new method for data collection.
2. To propose and develop a method for data analysis.

L.5. Research Scope

The scope of this research is to propose and develop a live forensics investigation
framework for the Raspberry Pi. The proposed framework can be divided in two
different phases. Data collection deals with bypassing the restricted access for data
collection as well as capturing the SDcard data and dumping volatile memory
remotely or with physical access automatically. In addition, for data analysis, deals
with evidence extraction and analysis the volatile memory and SD card
independently.

1.6. Research Contribution

The main contribution of this research is a novel framework named Raspberry Pi
Digital Forensic Investigation Framework (RPiDFIF) to gain privileged access, data
collection and data analysis for the Raspberry Pi.

1- The proposed data acquisition method is forensics sound which has the
minimum interaction with the user land and the minimum changes in the
state of the Raspberry Pi. '

2- The proposed data analysis module for Raspberry Pi produces an accurate,
easy to understand output for law enforcement and court. In addition, using
this method the digital forensic investigators can re-experiment, which means
that if law enforcement wants to produce the same analysis of the same
image, it is feasible, and using this framework will produce the same result.

1.7. Organization of the Thesis

The Thesis is written based on the standard structure of University Putra Malaysia to
cover how the research is accomplished and the remainder of the thesis is organized

as follows:

In Chapter 2 a literature review of forensic investigation of Linux based embedded
devices in cyber physical systems have been presented. To enrich this Chapter,
journals, conference proceedings, seminars, thesis, books, and online resources have

been used as the main references.

In Chapter 3 the design of a framework for investigating the Raspberry Pi
embedded device has been introduced. The methodology follows standard digital
forensics investigation steps from data collection to data analysis.

In Chapter 4, Raspberry Pi Digital Forensics Investigation Framework (RPiDFIF),
and the implementation of the proposed framework has been discussed.



In Chapter 5, RPiDFIF framework has been evaluated and the generated results are
discussed. Also, the findings along with the analysis of Raspberry Pi are presented.
In Chapter 6, the conclusion of the overall research, the limitations of the proposed
framework and future works has been presented. - .

1.8 Summary

In this Chapter, we introduced Raspberry Pi as an embedded device that is growing
fast in the market and attracting a lot of users. Similar to any other digital device, it
can be used as cybercrime as well. As a result, since the device is new, there is no
study on this device with digital forensics investigation perspective. In this Chapter,
we clarified the need of digital forensics investigation on the Raspberry Pi based one
defined scope and contribution. ‘
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