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Chairman: Associate Professor Mohamad Rushdan MolHI. Said, PhD

Institute: Mathematical Research

RSA cryptosystern was introduced by Rivest. Shamir, and Adlernan 111 1978.

Common users of RSA cryptosystcrn are currently using 1024-bit keys. They are

recommended to use 2048-bit keys in 20 I I and 3072-bit key in 2031. However,

increasing the bit of keys will decrease the efficiency and increase the cost.

Therefore, the aim of this study is to analyze and implement a new cryptosystern

which is more secure than RSA, LUC and LUC3 cryptosystern for same bit of keys.

This cryptosystern which is called LUC.j() cryptosystern is derived 11'0111 a fourth and

sixth order Lucas sequence and is based on quartic polynomial.

In this research, numerous mathematical attacks will be analyzed with the

cryptosystem and compared with RSA. LUC. and LUC3 cryptosystems, The

numerous mathematical attacks arc Hastads attack. GCD attack, garbage-man-in-

the-middle (I) attack. chosen plaintext attack. garbagc-man-in-rhe-middle (II) attack.

common modulus attack. Wiener's attack. Lentras attack and faults based attack.
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Most of these attacks have shown that the LUCU1 cryptosystern is secure than RSA,

LUe and LUC3 cryptosystcrns. The other attacks have shown that they are in the

same security level. This is because these attacks do not result from a weakness of

cryptosystcm but rather from a bad implementation.

The efficiency of the crypiosystcm is the ability to compute «-th term of the fourth

and sixth order of Lucas sequence in a reasonable period of time. Therefore. instate

of computing Ve sequentially. a new algorithm will be presented to compute Vc in

less away of time by omitting some terms in the calculations. By using this

algorithm, the time for computations will be decreased. As a conclusion, this

cryptosystern has the potential to replace the RSA cryptosystcm in the future.
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April 2011

Pcngcrusi: Profcsor Madya Mohamad Rushdan Mohamad Said, PhD

Institut: Pcnyclidikanlvlatcmatik

Sistern kripto RSA diperkcnalkan oleh Rivest, Shamir, dan Adleman pada tahun

1978. Kini, perigguna Ul11l1m bagi sistcm kripto RSA rncnggunakan 1024-bit kunci.

Mereka disaran menggunakan 2048-bit kekunci pada tahun 201 1 dan 30n-bit

kekunci pada tahun 2031. Pcnarnbahan kekunci bit akan rnengurangkan kecekapan

dan menambah perbelanjaan. 01eh itu, tujuan kajian ini adalah menganalisa dan

melaksanakan suatu sistem kripto yang lebih sclarnat daripada sistem kripto RSA.

LUC dan LUC3 bagi kckunci bit yang sama. Sistcm kripto ini dipanggil sebagai

system kripto LUC-16. Sistem ini diterbitkan daripada peringkat ke-empat dan ke-

enam jujukan Lucas dan ianya bcrdasarkan kepada polinornial kuartik.

Dalam pcnyclidikan ini, ban yak scrangan matematik akan dianalisa terhadap sistern

kripto ini dan ianya dibanding dengan sistem kripto RSA. LUC dan LUC;.

Scrangan-serangan ini ialah scrangan Hastad, scrangan GCD and scrangan

"gar!Jage-l11w1-in-the-m ide/Ie" (I). serangan pesan terpi Iih, serangan "gar!Jage-/l/a17-
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in-the-middle" (II), scrangan modulus scpunya, scrangan Wiener, serungun Lenstra

dan serangan berdasar daripada kcsilapan. Kcbanyakan serangan mcnunjukkan

bahawa sistern kripto LUCu, adalah lcbih selarnat daripada sistcm kripto RSA. LUC

dan LLJC,. Scrangun lain mcnunjukkan bahawa kcsclumatan mcrcka berada pada

peri ngkat yang sama. In i d iscbabkan scrangan-scrangan in i bukan hasi I dari

kelernahan sistem kripto tctapi lebih dari pclaksanaan yang tidak baik.

Kecckapan bagi sistcm kripto LLJC-l.b adalah kcmampuan mcngira jangka e bagi

jujukan Lucas peringkat kc-cmpat dan kc-cnam dalam jangka masa yang munusabah.

Oleh itu, selain dari mcngira ~ sccara jujukan biasa, suatu algorinna baru akan

diberitang untuk mcngira ~ dalarn masa yang lcbih pcndek dcngan mengabaikan

bcberapa sebutan dalarn pcngiraan. Dcngan mcnggunakan algoritma ini, jangka

masa untuk pengiraan akan dikurangkan. Scbagai kesilllpulan. sistcl11 kripto ini

I11clllpunyai kesanggupan I11cngganti sistcl11 kripto RSA pad a l11asa dcpan.
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CHAPTER I

INTRODUCTION

I. I Overview

In this research, a public key cryptosystcrn which was derived from the fourth order

linear recurrence relation is presented. It is called "The fourth and sixth order of'

LUC cryptosystcm" or '"LUCu\ cryptosystcm". This cryptosystern is analogous to

the RSA. LUC and LUC] cryptosysterns and based on the Lucas function.

Prom the Lucas function relationship of this cryptosystern. it is necessary to usc the

fourth and sixth order 0 f the Lucas sequence to develop the processes of encryption

and decryption. Like the RSA cryptosystem, the Euler toticnt function will assist in

determining the decryption key. Besides that. it is necessary to determine the type of

quartic equation in which the coefficients are the plaintcxts.

The security aspect is the crucial part in the cryptosystcm. There are numerous

mathematical attacks on RSA-typc cryptosystem. Basically. it can be separated into

three categories. which are polynomial attacks. homomorphic attacks and other

attacks. The polynomial attacks exploits the polynomial structure of RSA. The

homomorphic attacks are based on the homomorphic nature. The other attacks like

Wiener's attack, Lenstras attack, and fault based attack do not really result from a

weakness of RSA but rather frorn a bad implementation.
© C
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1.2 Problem Statements

The security and efficiency aspects are crucial parts for any cryprosystern. Insecure

or inefficient cryptosystern will eventually {~\ll into disuse. Common users of RSA

cryptosystem are currently using I024-bit keys. However. in 2003. Shamir and

Trorner described "The Wcizrnann Institute Relation Locator" (TWIRL) which is a

hypothetical hardware device designed to speed up the sieving step of the general

number field sieve integer factorization algorithm. TWIRL would be able to factor

I024-bit number in a reasonable amount or time and for reasonable costs.

Therefore. the users are recommended to lise 2048-bit keys and increased to 3072-bit

key in 2031. However. the increase of the bit of keys may be beneficial in terms of

cost and efficiency. This is because the increase of the bit of keys will incur

additional cost and decrease the efficiency. Therefore. it is a good time to develop a

new cryptosystcm which is more secure than old cryptosystem {or same bit of keys.

1.3 Research Objective

The aim of this study is to analyze and implement the security and efficient aspect

for a new cryptosystcm. For security aspects. a lot of attacks will be looked into the

cryptosystem and compared with RSA. LUC. and LUC:; cryptosystems, For

efficiency aspect, a method will be proposed which can enhance the efficiency of the

cryptosystern, especially for reduce the time of computations by decrease the length

of computations.

2
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1.4 The Contribution of the Research

The research and development of this cryptosystcm which is lower in cost and higher

in security will benefit especially the banking sector. defence ministries and

confidential business systems.

1.5 The Scopes of the Research and Thesis Organization

The scopes of the research are divided into three areas. Firstly. developed a

cryptosystern which is used the Lucas sequence and based on quartic polynomial.

Because of characteristic for quartic polynomial. fourth and sixth order Lucas

sequence will be used to develop the processes encryption and decryption in the

cryptosystern. On the other hand, the characteristics for high order Lucas sequence

will be identified and used in the attacks. Secondly, the attacks on the LUC.f6

cryptosystcm will be looked into and compared with RSA, LUC. and LUC3

cryptosystcms. Thirdly, an algorithm will be introduced to decrease the length or

computations for the purpose to reduce the computational time.

The thesis organization will be arranged as follows: chapter two contains two parts.

The first part is the mathematical background which vvil] be used in this investigation.

The second part is reviewing a list or literatures which is related to the study.

3
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Chapter three is the construction ofthe cryptosystem, which is analogous to the RSA.

LUC and LUC3 cryptosystcms. In addition. the extended functions of Lucas

sequence will help to solve the homomorphic nature problem for the cryptosystcm.

Besides that, it will contribute to the proposal of a new method of computations to

high order Lucas sequence. The relation between Dickson polynomial and Lucas

sequence is the important part in the polynomial structure which can solve the

problems in the polynom ial attack.

In chapter four, the security aspect is discussed. In this chapter. nine attacks will be

analyzed. They arc the Hastads attack. GCD attack. garbage-man-in-the-middle (I)

attack, chosen plaintext attack, garbage-man-in-thc-middle (II) attack, common

modulus attack, Wiener's attack, Lenstras attack and transient fault based attack.

In chapter five, a method to enhance the computations will be proposed. This

method is suitable for high order Lucas sequence.

Chapter six is the conclusion and future research.

4
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