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The Advancement of the micro-electro-mechanical system (MEMS), wireless
communication, and low-power electronic devices has facilitated the devel-
opment of multipurpose and low-cost sensor devices. These devices are de-
ployed in a target region, in hundreds or thousands with an objective of gath-
ering information and transmit that information through multi-hops, to remote
users/computer using a special pattern of communication known as routing pro-
tocol.

Indeed, the overall performance of WSNs’ routing protocol is significantly influ-
enced by the deployment of security techniques in the routing procedures that
intend to prevent routing attacks. Although, WSNs have been used in many sen-
sitive applications, the development of reliable security techniques to safeguard
the transmitted information are still a great challenge and unable to adapt to the
resource constraints of the sensor nodes. This is because the existing security
tools such as cryptographic and key management schemes are too expensive in
term of computational resources to be directly integrated into sensor nodes. Fur-
thermore, the multi-hop communication and the absence of centralized admin-
istration increase WSN vulnerabilities against routing failures and complexities.
For this reasons, inefficient secure routing protocols would cause extreme perfor-
mance degradation when subjected to attackers in the communication processes.

In order to enhance network performance and improve the ability of secure rout-
ing protocol on dealing with the existence of attackers, this research work pro-
poses a Bound collection Geographic Forwarding (BCGF) protocol designed for
WSN. The BCGF helps in reducing the participation of an attacker in the commu-
nication process as well as prevent retransmission of control packets. Thereafter,



extensive simulation experiments are carried out to evaluate the performance of
the proposed BCGF compared to the existing secure implicit geographic routing
protocols. The results demonstrate that the BCGF improve network performance
when the protocol is subjected to no attacker and increases packet delivery to the
destination when a single attacker is of concerned.

Furthermore, the Secure Region-based Geographic Routing (SRBGR) protocol is
proposed to increase the number of legitimate responders in the communication
process when the number of Sybil virtual nodes increase in the forwarding al-
located area, in which the number of attacker selection is high and packet drop
is very common. SBRGR proposes an extension of forwarding area beyond allo-
cated sextant for security purposes. Extensive simulation experiments show that
the proposed protocol achieves a higher performance in minimizing attacker se-
lection contrary to the other secure protocols.

Moreover, to build a trust communication between neighbouring nodes, dur-
ing the routing processes and prevent malicious nodes in dropping packets, a
Light-weight Trust-based Scheme (LTBS) is proposed. LTBS allows each node
to monitor and determine the trustworthiness of its neighbours based on packet
forwarding acknowledge. LTBS encourages cooperation between nodes while
thwarts misbehaving nodes in capturing the communication and create incon-
sistency in packet forwarding process. Substantial simulations have been con-
ducted to evaluate the proposed scheme. The results show that the scheme
achieves better performance in reducing the attackers in their different magni-
tudes and severities.

Fortunately, results of the simulation show that the proposed secure routing pro-
tocols provide enhancements in network performance and security. It reduces
the communication overheads, end-to-end delay while improving the packet de-
livery to the destination when no attackers are presented in the communication
link. Also, it detects the routing attacks such as black hole and Sybil nodes by
minimizing their selection in routing processes in contrary to the existing secure
routing protocols.
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Kemajuan sistem mikro-elektro-mekanikal (MEMS), komunikasi tanpa wayar,
dan alat elektronik berkuasa rendah telah memudahcara pembangunan per-
anti pengesan serba guna kos rendah. Beratus-ratus atau beribu-ribu peranti
ini digunakan di kawasan sasaran untuk mencapai objektif iaitu mengumpul
dan menghantar maklumat melalui multi-hop kepada pengguna/komputer jarak
jauh, menggunakan pola komunikasi khas yang dikenal sebagai penghalaan
protokol.

Sememangnya prestasi keseluruhan protokol penghalaan WSN sangat dipen-
garuhi oleh penggunaan langkah keselamatan dalam prosedur penghalaan yang
bertujuan untuk mencegah serangan penghalaan. Walaupun terdapat banyak
penggunaan WSN dalam pelbagai aplikasi yang sensitif, pembangunan teknik
keselamatan yang boleh diyakini untuk melindungi maklumat yang dihantar
masih merupakan cabaran yang besar dan tidak dapat disesuaikan dengan
kekangan sumber nod pengesan. Ini kerana alat keselamatan yang sedia ada
seperti skema kriptografi dan pengurusan utama terlalu mahal dari segi sumber
pengiraan untuk disepadukan terus kepada nod pengesan. Tambahan pula, ko-
munikasi ‘'multi-hop” dan ketiadaan pentadbiran pusat di persekitaran terbuka
meningkatkan kelemahan WSN terhadap kegagalan dan kerumitan penghalaan
kerana nod perantaraan perlu melakukan beberapa fungsi sebagai penghala dan
beberapa fungsi lagi sebagai unit pemprosesan. Oleh itu, protokol penghalaan
selamat yang tidak efisien akan menyebabkan kemerosotan yang tinggi prestasi
apabila menghadapi serangan dalam proses komunikasi.

Untuk meningkatkan prestasi rangkaian dan meningkatkan keupayaan protokol
penghalaan selamat dalam menangani kewujudan penyerang, kajian ini men-
cadangkan protokol Bound collection Geographic Forwarding (BCGF) yang direka
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untuk WSN. BCGF membantu mengurangkan penyertaan seorang penyerang
dalam proses komunikasi serta mencegah penghantaran semula paket kawalan
apabila tiada penyerang dalam hubungan komunikasi. Selepas itu, eksperimen
simulasi yang lebih teliti dijalankan untuk menilai prestasi BCGF yang dicadan-
gkan untuk dibandingkan dengan protokol penghalaan geografi terselindung
yang sedia ada. Hasilnya menunjukkan bahawa BCGF meningkatkan prestasi
rangkaian apabila protokol tersebut tiada penyerang, dan kecekapan bagi peng-
hantaran paket ke destinasi pula meningkat dalam situasi penyerang tunggal.

Tambahan pula, protokol Secure Region-based Geographic Routing (SBRGR) di-
cadangkan untuk meningkatkan bilangan penggerak balas sah dalam proses ko-
munikasi apabila bilangan serangan Sybil meningkat di kawasan penghantaran
yang diperuntukkan, di mana bilangan pilihan penyerang adalah tinggi yang
membawa kepada kejatuhan paket. SBRGR mencadangkan perluasan kawasan
penghantaran yang lebihuas daripada kawasan yang diperuntukkan bagi tujuan
keselamatan. Eksperimen simulasi ekstensif menunjukkan bahawa protokol
yang dicadangkan mencapai prestasi yang lebih tinggi dalam mengurangkan
pilihan penyerang berbanding protokol keselamatan yang lain.

Selain itu, LTBS dicadangkan untuk membina komunikasi kepercayaan an-
tara nod berjiran semasa proses penghalaan dan untuk menghalang nod ja-
hat menjatuhkan paket. LTBS, membolehkan setiap nod untuk memantau dan
menentukan kebolehpercayaan jiran-jirannya berdasarkan pengenalan paket.
LTBS menggalakkan kerjasama antara nod di samping menghentikan nod yang
melakukan salah laku dalam menangkap komunikasi dan mencipta kecelaruan
dalam proses pemajuan paket. Simulasi mendalam telah dijalankan untuk meni-
lai skema yang dicadangkan. Hasil menunjukkan bahawa skema tersebut men-
capai prestasi yang lebih baik dalam mengurangkan penyerang dalam skala dan
keseriusan yang berbeza.

Hasil simulasi menunjukkan bahawa protokol penghalaan selamat yang di-
cadangkan membawa peningkatan kepada prestasi dan keselamatan rangka-
ian. Ia mengurangkan overhed komunikasi dan kelewatan sepenuhnya sambil
meningkatkan penghantaran paket ke destinasi apabila tiada penyerang muncul
dalam pautan komunikasi. Ia juga mengesan serangan penghalaan seperti nod
Black Hole dan Sybil dengan meminimumkan pemilihan mereka dalam proses
penghalaan yang bertentangan dengan protokol penghalaan selamat yang sedia
ada.
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CHAPTER 1

INTRODUCTION

1.1 Background

Wireless Sensor Networks (WSNs) have gained substantial and critical attention
over the past few years, due to the advancement of Micro-Electronic-Mechanical
Systems (MEMS) technology, which has largely contributed to the development
of the low-cost, low-power, self-organized, multifunction sensor nodes. These
nodes are inexpensive and normally deployed randomly, inaccessible, in a target
region to sense and gather physical information about that region before making
a local decision to transmit the sensed information to the end users/computers.
Their ease deployments as well as being inexpensive devices are among the
benefits that influence their wide acceptability in many real-world applications.
These applications range from military, health and ecological related areas to do-
mestic appliances and to applications in emergency response services (Akyildiz
et al., 2002a). Nowadays, the potential of WSN gradually increases as it has been
recognized as an underlying technology that is propelling the Internet of Things
(IoT) (Stankovic, 2014; Atzori et al., 2010; Wu et al., 2011) paradigm.

WSNis consist of hundreds, or even thousands of sensor nodes with limited com-
munication resources. Using routing protocols, WSN manages to coordinate the
communication between each node for the global purpose of gathering infor-
mation, for example from a reconnaissance mission in the battlefield and for-
wards the collected information to the required end. In such situation, routing
operations are expected to be resilient and equipped with defence characteristics
to prevent any misbehaving activities to its transmitted data as well as routing
operations. Thus, security for routing protocols in WSNs is important for suc-
cessful data transmission. In addition, sensor nodes are powered by a battery
which implies a clear finite computational resource. Therefore, factors such as
constrained in computational power and storage capacity have made efficient
routing operations as well as security development and implementation as one
of the challenging issues for sensor networks.

1.1.1 WSNs Overview

Rapid technological advancement of wireless communication devices and a mi-
croprocessor have made wireless sensor networks (WSNs) technically and eco-
nomically possible to be widely used in many real-time applications related to
both, military and civilian (Tang et al., 2015). WSNs could be used to gather
physical information on enemy movements in the battlefields or collect sensitive
information about the condition of patients in the medical fields. A unique fea-
ture of WSN which consists of hundred or thousand nodes is their ability to be



deployed in a large number, in unattended fashion for a defined long period of
time and sometimes in an unprotected environment. In order to communicate
with each other, sensor node has to work under the influence of special com-
munication pattern known as routing protocol. Routing protocols are responsi-
ble for ensuring that sensed information is transmitted securely without being
dropped or compromised from the target area through multiple hops to the end
users/computers. Hence, it’s imperative important to secure routing protocols
against various attacks, especially when WSNs are intended to be deployed in
a very sensitive area. In the next section, an overview of security characteristics
for routing protocols in WSNs is presented in details.

1.1.2 Security and Routing Protocol Design Challenges

WSN exhibits a unique characteristic, which calls for efficient security methods
to protect routing procedures as well as transmitted information from various
malicious activities during monitoring and or data transmission operations. The
operations here could be critical mission applications which demand the utmost
care otherwise a severe tragedy could occur that may cost the loss of human
life and creates damage on civil infrastructures. On the hand, WSNs constitute
unique challenges in a way that direct implementation of traditional wireless’ se-
curity techniques found to be undesirable and or difficult choices. This is due to
the following reasons; first, WSNs consist of a number of sensor nodes with little
or no infrastructure and depend mainly on the insecure wireless communication
channel to communicate with each other which exposes them to different kinds
of external or internal attacks either passively or actively. The attacker may take
advantages of broadcast nature of the wireless link to capture the communica-
tion between nodes, splits the network and hindering information transmission
operations.

Then, sensor nodes are inherently resource constrained devices. They have lim-
ited processing and computation capability, as well as storage and communi-
cation bandwidth. This is largely because, they have been made to be tiny in
physical size, and powered by a battery. The resource limitation issues of sensor
nodes call for bound security solutions that not only thwart routing attacks in
inflicting damages in the routing operations but also take care of the resource
constraint issues.

Final, sensor nodes are normally deployed in unprotected environments which
made them vulnerable to different kinds malicious nodes. When a network
topology is changed due to the attacker or one and/or more nodes running out
of energy it is expected that a new sensor node may join the network to maintain
network functionalities. With a large scale of nodes deployed in the unprotected
and unattended environment the malicious nodes may try to take control of the
sensor network by compromising some nodes and extract all sensitive nodes’ in-
formation or insert bogus information causing chaos in routing operations. For



these reasons, different security techniques for WSNs have been developed to
protect WSN functionality. These include authentication schemes that make use
of public cryptographic keys or asymmetric cryptographic keys, access control
which include trust-based schemes, and secure aggregation.

In addition to these techniques, secure routing protocols have been considered
with different security features to secure data transmission and ensure data pack-
ets are securely received at the target nodes in accurate form and timely manner.

However, sensor nodes in WSN have to operate as both processing device for col-
lecting and manipulating collected data as well as act as a router to forward data
packets to the target end. Thus, routing design for WSN becomes more challeng-
ing, especially when dealing with the sensor nodes that are known to possess
limited capabilities in communication resources and sensing region. Moreover,
when sensor nodes are engaged in the forwarding of data packets to the far end
target node through multiple hops there is a possibility that one unfortunate situ-
ations may occur which may prevent network layer to perform its routing tasks.
The situations include the presence of different malicious activities executed by
one or more intermediate nodes (i.e. attackers) during the routing initiation or
data transmission. In the presence of such activities, the routing layer becomes
more critical due to the high chance that the layer may drop or misdirect the data
packets to the unwanted end before reaching the target end. Also, the attacker
may eavesdrop, inject and reply bogus packets to the network layer, compromise
the confidentiality and integrity of the data transmitted. It may also collude with
other malicious nodes or more powerful devices (i.e. laptop class attacker) which
energize the attacker to become more powerful than normal nodes. Therefore, it
is important to have better secure routing techniques as well as efficient routing
procedures.

The design and implementation of secure routing protocols in WSN also have
to address multiples research challenges. First, wireless communication in the
sensor node is vulnerable to many attacks including eavesdropping, unautho-
rized access, spoofing, replay sinkhole and wormhole attacks, selective forward-
ing, black hole and denial-of-services (DoS) (Wood et al., 2006; Karlof and Wag-
ner, 2003; Kur, 2008). Then, sensor nodes are highly resource constrained de-
vices in terms memory, communication bandwidth as well as processing power.
These limitations limit the degree of implementation of security mechanisms
such as encryption, decryption and authentication methods on individual sen-
sor nodes and raise the question of reliability, and sustainability of these mecha-
nisms for such a resource constrained sensor nodes (Wood et al., 2006; Wood and
Stankovic, 2002; Abu-Ghazaleh et al., 2005; Bala and Verma, 2009).

Final, secure routing protocols for ad hoc networks have been developed (Lan
et al., 2009; Guermazi and Abid, 2011; Lacuesta et al., 2013; Zhao et al., 2013;
Kaliappan and Paramasivan, 2015; Sarkar and Datta, 2016; Sawant et al., 2015;



Taherian et al., 2015) to provide security for communicating mobiles or station-
ary nodes. However, the preventing mechanisms used in these networks cannot
be directly deployed in sensor networks due to their differences in communica-
tion resources and characteristics. These mechanisms are too expensive in terms
routing computation and node state which demand more memory and generates
more communication overheads and high delay.

1.2 Problem Statement

Routing protocols for WSNs have to constantly provide communication regard-
less of adversarial activities. Numerous studies on secure routing protocols (Per-
rig et al., 2002; Karlof and Wagner, 2003; Wood et al., 2006; Shi and Gong, 2013;
Zhang et al., 2008; Saleem et al., 2016) have been conducted to provide defense
against routing attacks and guarantee continuous and safe transmission of data
between each node in the network. These protocols use different security tech-
niques include cryptographic and authentication tools which are essential to pro-
tect data transmitted as well as communicating sensor nodes. However, due to
limited communication resources, such techniques may found difficult to be di-
rectly used in sensor networks. Hence, there is a call to build security methods
that provide a sufficient defense against attacks and lend well with the instinct
of sensor networks” communication resources.

Although, the work by Hanapi and Ismail (2014) promises security of routing
operations and data packets by protecting routing operations during the selec-
tion of a forwarding node in the presence of attackers in the communication
link. The deployment of dynamic collection window in (Hanapi and Ismail,
2014), resulting in poor network performance in terms of communication over-
head, end-to-end delay as well as a high number of packet drop in the presence
of an attacker.

The existing secure routing protocols find difficult to provide an acceptable num-
ber of legitimate nodes when multiples attackers (i.e. Sybil nodes increase in
the communication link) due to the insufficient allocated sextant which reduces
packet delivery ratio due to the high number of attackers selection.

Existing security scheme for multi-hop communication presents performance
degradation due to the existence of unauthorized nodes in the network that cap-
ture the communication processes and drop packets. The lack of consideration of
resource-constrained nature of sensor node during security design led to a poor
network performance and more resource consumption.



1.3 Motivation

The future of wireless sensor networks (WSNs) is bright and promising. WSNs
have contributed a lot in many real-world applications within many contexts,
including recent Internet of Things (IoT). Despite the wide deployment of sensor
networks, they still have some critical issues related to the way security tech-
niques are designed, developed and integrated into the routing procedures that
are critical in ensuring data packets are securely propagated from one node to an-
other towards destination without modification. The routing procedures them-
selves may require an improvement for efficient data packet operations. The
state-of-the-art shows that the existing secure routing protocols are insufficient
in three ways; first, they may use conventional security techniques that have
been used by another wireless network. With limited communication resources
of sensor nodes, such techniques seem to be impractical. Second, they may use
inefficient security measures to try to tackle a different type of attackers based
on their locations, magnitude and scenario. Last, as operations to forward in-
formation towards destination demand the full cooperation of all nodes in the
network, the majority of the secure routing protocols ignore the importance of
using the instinct cooperation features of sensor nodes in defining their trust-
worthiness and/or hostility towards the data packets forwarding operations.

1.4 Research Objectives

The main goal of this thesis is to design secure routing protocol for WSNs that
provides defense against routing attacks over the network layer using resource
security bound approach. The proposed protocol is aiming at minimizing the
selection of attackers presented in the communication link while improving net-
work performance in during the routing process. The general objective afore-
mentioned can be divided into the following specific objectives:

To propose and design a new bound collection (BCW) window for routing pro-
tocol that accepted sufficient forwarding nodes with mainly aims to improve
network performance by minimizing the end-to-end delay as well as network
communication overhead when the protocol is subjected to attacker in the com-
munication link.

To design a novel secure region that extends forwarding area beyond the allo-
cated sextant within a coverage area in order to encourage more responses from
legitimate nodes to participate in communication process in the presence of mul-
tiple attackers, such as Sybil nodes located in the communication link and pre-
vent the failure of selecting an appropriate forwarding node.

To propose a novel routing protocol that extended forwarding area beyond the
allocated sextant to encourage more responses from legitimate nodes to partici-



pate in data and improves packet delivery to the destination when the number
of attackers increase in the communication link

To design a light-weight security scheme for communicating nodes to engage in
communication process and thwart the threats posed by unauthorized nodes so
as to improve network performance.

1.5 Research Scope

This thesis concentrates on studying secure routing protocols in WSNs based on
Implicit Geographic Forwarding protocol (i.e. DWSIGEF, and SIGF). These pro-
tocols has been selected since it has a tendency of minimizing the utilization of
communication resources. This is because they work with no routing table which
eliminates the cost of maintaining the neighbourhood tables. Also, the proto-
col has been proven to reduce network congestion, communication overhead,
end-to-end delay, energy consumption and message loss due to the absence of
routing discovery and beacon messages in maintaining routing tables (Hanapi
et al., 2009; Son et al., 2003). Nevertheless, the work in this thesis has excluded
power consumption analysis since the inherited protocols have been proven to
execute the routing activities with minimum energy consumption (Son et al.,
2003; Hanapi et al., 2009). Also, the effort of the work in this thesis is to enhance
the routing operations between communication nodes and realize the better per-
formance according to the objectives. In addition, it focuses on improving the
security of proposed routing protocol at both MAC and network layer.

In this thesis the analyses of two types of attacks, black hole and Sybil are con-
sidered. The selection of the former attacker is due to its simplicity in its de-
velopment but has devastating results when executed. While Sybil selection is
interesting for studying the defence capability of the protocols since it has het-
erogeneity character, in which much of the real-world applications have often re-
lied upon by deploying an authority to implement a workable system (Douceur,
2002; Mathur et al., 2016). Other attackers related to routing table information
manipulation are not considered since the baseline protocols operate indepen-
dently of routing tables while the routing processes occur dynamically and with-
out routing information exchanges (Hanapi et al., 2009; Wood et al., 2006).

All routing protocol algorithms in this thesis are implemented and tested using
simulation programming in MATLAB and focus on WSN densely deployment.
The simulation follows 802.11 MAC handshaking mechanisms since the baseline
routing protocols used a hybrid of network/MAC layer protocol. All protocols
are evaluated in terms of free attacks and attacks environments for black hole
and Sybil attacks and the intuitions behind their method of operations. It then
presents simulation results, demonstrates the effect of the proposed solution and
improvement of communication performance exhibits by the routing protocols



under different attacker scenarios and deployment topologies.

1.6 Thesis Organization

The rest of this thesis is organized as follows: Chapter 2 presents the overview
of Wireless Sensor Network including its components, architecture, model, com-
munications, applications and technical challenges. It is followed by security
issue in WSNs with emphasis is put on the security challenges and attacks. The
chapter continued with the main discussion related to research work which in-
clude geographic routing in WSN, routing attacks and its countermeasure in
WSN, secure routing protocol based on different security techniques including
trust based-routing.

Chapter 3 presents a general description of the research methodology used
in this thesis including the research framework, experimental set-up, network
topologies, proposed methods, performance metrics and performance validation

Chapter 4 explores the design of the proposed bound collection window with
verification process in WSN and presents its algorithm (BCGF). The chapter also
presents the evaluation of the proposed BCGF protocol in two based scenario:
the protocol without attacks. In this scenario, the performance of the proposed
protocol is measured in terms of the packet delivery ratio, message communi-
cation overheads, and end-to-end delay. In the second scenario, the protocol is
subjected to attackers threats located in the communication link. In this case, the
protocol is measured in terms of packet delivery ratio as well as the probability
of selecting attacker (PAS).

Chapter 5 presents the proposed secure region-based geographic routing (SR-
BGR) protocol for WSN. The chapter also presents the performance evaluation
of the proposed protocol and compares it with other existing secure routing pro-
tocols.

Chapter 6 presents the design of lightweight trust-based routing scheme (LTBS)
for WSN as well as the introduction of techniques to minimizes the memory
consumption and communication overhead during the trust computation. Also,
it presents the performance evaluation of the protocol and compares it with other
existing trust-based secure routing protocols.

Chapter 7 concludes the work and recommends some promising directions for
further research.
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