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Data privacy is one of the fundamental needs of the people. In a computing
environment, there are various issues of data privacy protection in the enterprise.
To enforce automation of privacy and legal policies, access control has become
a common subject that are always been applied. Despite the recent advances in
access control models, there are still issues that impede the development of effective
access control. Among them is the lack of assessments for the user to authorize

access, which comprises reliance on identity, purpose, and role.

This study focuses on data privacy protection in materialized view. Materialized
view is a replica of a table which is created in a very large system where data are
replicated from the master tables. Role-based access control model in materialized
view has been proposed to protect customer’s data. However, relying on role only
is insufficient and inefficient to protect data especially sensitive attributes. This

may lead to the risk of privacy disclosure to unauthorized and untrusted users.
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Previous access control models based on purpose and trust also do not consider

protecting sensitive attributes.

Quantification methods have been proposed to quantify certain user properties to
specify user’s trustworthiness. However, these quantification methods have limita-
tion as they provide a general formula of calculation to quantify certain user prop-
erties to specify user’s trustworthiness. Therefore, a new quantification method
needs to be proposed which provides specific calculation of the user properties
to specify user’s trustworthiness. A quantification method is proposed to quan-
tify the seniority and behaviour of the user by using the evidences and ten user
behaviour categories to specify user’s trustworthiness. The method is developed
and tested to calculate both properties, and the result shows that the proposed
method provides detail calculation of both properties to specify user’s trustworthi-
ness. The proposed method is validated by comparing the calculation of the user
properties to specify user’s trustworthiness with previous studies, and the result
shows that the proposed method is stricter in specifying user’s trustworthiness.
Therefore, this work offers a solution by providing a quantification method with

specific calculation of the seniority and behaviour to specify user’s trustworthiness.

A trust, purpose, and role-based access control model in materialized view is pro-
posed to efficiently protect data especially sensitive attributes. In the proposed
model, purpose and role are applied to permit access to data, while trust is applied
to control access to sensitive attributes. An algorithm is discussed to describe the
access control mechanism by first, authenticating user’s role, purpose, and trust,
before authorizing access of authorized and trusted user. A prototype system is
developed and tested, and the result shows that sensitive attributes are protected.
The experiment is conducted to validate the proposed model by comparing it with
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the previous model. The result shows that the proposed model is efficient and
improve privacy protection. Therefore, this research solves the issue of protection

data especially sensitive attributes in materialized view.
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Privasi data adalah salah satu keperluan manusia. Dalam persekitaran pengkom-
puteran, terdapat pelbagai isu perlindungan privasi data di dalam enterpris. Un-
tuk menguatkuasakan dasar privasi dan undang-undang secara automasi, kawalan
akses adalah salah satu subjek yang diberi keutamaan. Walaupun terdapat pelba-
gai kemajuan terkini dalam model-model kawalan capaian, tetapi masih terdapat
isu yang menghalang pembangunan kawalan capaian yang berkesan. Antaranya
adalah kekurangan beberapa penilaian untuk pengguna bagi membenarkan akses,

yang terdiri daripada kebergantungan terhadap identiti, tujuan, dan peranan.

Penyelidikan ini memfokuskan kepada perlindungan privasi data di pandangan jel-
maan. Pandangan jelmaaan adalah salinan jadual yang dicipta dalam sistem yang
besar di mana data disalin dari jadual induk. Kawalan capaian berasaskan per-
anan telah diperkenalkan di pandangan jelmaan bagi melindungi data pelanggan.

Walaubagaimanapun, penggunaan peranan sahaja adalah tidak mencukupi dan
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tidak cekap untuk melindungi data terutama atribut sensitif. Ini boleh menye-
babkan risiko pendedahan privasi kepada pengguna yang tidak dibenarkan dan
tidak dipercayai. Model kawalan capaian terdahulu berasaskan tujuan dan keper-

cayaan juga tidak mempertimbangkan untuk melindungi atribut sensitif.

Kaedah pengkuantitian diperkenalkan untuk mengira beberapa sifat pengguna
untuk menentukan kebolehpercayaan pengguna. Walau bagaimanapun, kaedah
pengkuantitian mempunyai kelemahan di mana ia memperkenalkan formula pen-
giraan secara umum bagi mengira beberapa sifat pengguna untuk menentukan
kebolehpercayaan pengguna. Oleh yang demikian, kaedah pengkuantitian ba-
haru perlu dicadangkan dengan dilengkapi pengiraan secara khusus beberapa sifat
pengguna bagi menentukan kebolehpercayaan pengguna. Kaedah pengkuantitian
diperkenalkan bagi mengira kekananan dan tingkahlaku pengguna dengan meng-
gunakan bukti dan sepuluh kategori tingkahlaku pengguna untuk menentukan ke-
bolehpercayaan pengguna. Kaedah tersebut dibangunkan dan diuji untuk mengira
kedua-dua sifat tersebut, dan keputusannya menunjukkan kaedah yang dicadan-
gkan memberikan pengiraan terperinci kedua-dua sifat tersebut untuk menentukan
kepercayaan pengguna. Kaedah yang dicadangkan disahkan dengan memband-
ingkan pengiraan sifat pengguna untuk menentukan kebolehpercayaan pengguna
dengan kerja terdahulu, dan hasil dapatan menunjukkan kerja yang dicadangkan
adalah lebih ketat dalam menentukan kebolehpercayaan pengguna. Oleh itu, kerja
ini adalah satu penyelesaian dengan menyediakan kaedah pengkuantitian yang
dilengkapi pengiraan khusus kekananan dan tingkahlaku untuk menentukan ke-

bolehpercayaan pengguna.

Model kawalan akses berdasarkan kepercayaan, tujuan, dan peranan di pandan-
gan jelmaan diperkenalkan bagi melindungi data dengan lebih cekap terutama
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atribut sensitif. Dalam model yang dicadangkan, tujuan dan peranan digunakan
untuk mencapai data, sementara kepercayaan digunakan untuk mengawal capa-
ian kepada atribut sensitif. Algoritma dibincangkan bagi menerangkan mekanisme
kawalan capaian dengan terlebih dahulu mengesahkan peranan, tujuan, dan keper-
cayaan pengguna, sebelum membenarkan capaian oleh pengguna yang disahkan
dan dipercayai. Satu sistem prototaip telah dibangunkan dan diuji, dan hasilnya
menunjukkan atribut sensitif dilindungi. Eksperimen telah dikendalikan untuk
mengesahkan model yang dicadangkan dengan membandingkannya dengan model
terdahulu. Hasil dapatan menunjukkan model yang diperkenalkan adalah lebih
cekap dan meningkatkan perlindungan privasi. Oleh itu, penyelidikan ini menyele-

saikan masalah perlindungan data terutama atribut sensitif di pandangan jelmaan.
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CHAPTER 1
INTRODUCTION

1.1 Preface

Nowadays, information technology is growing rapidly, with increasing number of
hardware and software invented to facilitate people in their daily task. This tech-
nology allows people to protect their data privacy by using many types of appli-
cations. Data can be collected, stored, and used for their personal use or for work
purpose. By using information technology, people can share data with the same

interest party without any limitation of boundary.

Data privacy is increasingly becoming one of the very important issues in data
management. People or customers are now more conscious about how their data
are being protected by the organization. This awareness is increasingly highlighted
when sharing and collecting data become seamless and prevalent by the omnipres-
ence of Internet connection. In general, the organization collects, stores and uses
customers’ data for various purposes; and according to the Federal Trade Commis-
sion, US, 97 percent of websites collected at least one type of identifying informa-
tion such as name, e-mail address, or postal address of customers (ANSI, 2004).
This could lead to misuse of customer’s data and less control of their informa-
tion. It may create privacy violation and fear to the customer (Byun et al., 2005).
Thus, data privacy should be protected in such a way that only authorized users
can access the data. To protect the data privacy, a relevant mechanism needs to be
introduced by the company to build a solid trust with customers. The mechanism
should be equipped with minimum requirements of reasonable access for privacy
and security as stipulated in the Health Insurance Portability and Accountability
Act (HIPAA, 1996). In this research, data privacy is referring to customer data,

i.e., age, address, and zip code that need to be protected from unauthorized user.



There are many approaches to preserve privacy, but access control is the most
common approach to protect customers’ data by preventing unauthorized access
to the resources of the system (Bertolissi and Ferndndez, 2014; Crampton and Sell-
wood, 2014; Sandhu et al., 2000; Hung, 2005; Kayes et al., 2013; Lazouski et al.,
2010; Ruj et al., 2012; Samarati, 2001). Many studies related to access control have
been proposed to protect privacy, however, there are still issues highlighted in this
study that impede the development of efficient access control models. The main
issue is the lack of assessment granularity in authorizing access, which comprises
reliance on identity, role and purpose-based access control schemes. Observing
these challenges in protecting data, purpose, role, and trust must play a major

role to control access of the data especially sensitive attributes.

Access control models have been developed in many environments, for example,
cloud environment, web-based environment and Internet of Things (IoT) to solve
the issue of privacy protection. Many access control models, for example, dynamic
purpose-based access control (DPBAC) model (Peng et al., 2008), conditional
purpose-based access control (CPBAC) model (Kabir and Wang, 2009), and role-
involved purpose-based access control (RPAC) model (Kabir et al., 2012) have
been proposed to protect the privacy in internal organization or at master tables,
however, these models have been applied for a small system and covers a limited

number of users.

In line with the above view, this research proposes an access control model based
on role, purpose, and trust in materialized view to protect data especially sen-
sitive attributes from unauthorized and untrusted access. Purpose and role are
rather straightforward to identify, either the user authorizes to access data or vice

versa, while trust needs to be quantified to specify either the user is trusted or not
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to access sensitive attributes. A method to calculate the user properties is also

considered in this study to specify user’s trustworthiness.

1.2 Why Access Control in Materialized View?

Materialized view is a replica of a table which is created in a very large systems
such as data warehouses or distributed systems where data are replicated from the
master tables or base relations located in a main database if the user requests to
access it (Yousafi, 2013). The user can access data by querying the materialized
view in the same manner as querying in base relations. In this context, ensuring
privacy of data in materialized view level is as important as ensuring privacy of

data in base relations.

Until now, only two access control models have been proposed in materialized
view (Bahloul et al., 2011; Yousafi, 2013). One of the benefits of access control
model in materialized view is it can be applied in a very large system (Bahloul

et al., 2011).

In this study, there are two reasons of focusing on access control in materialized

view. The reasons are as follows:

1. Existing access control models in materialized view is insufficient and ineffi-

cient in protecting data especially sensitive attributes in authorization view.

Currently, two access control models (Bahloul et al., 2011; Yousafi, 2013) in
materialized view have been proposed to protect data in authorization view.
An access control model in materialized view using deductive rule (Bahloul
et al., 2011) has been proposed to ensure confidentiality of data at the level of
materialized view. This framework allows fine-grained authorization at the

cell level. However, the administration of such systems is time consuming
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and cumbersome in a large environment as an administrator needs to define
rules to each user to control access in materialized view (Yousafi, 2013).
Subsequently, RBAC model (Yousafi, 2013) has been proposed to allow users
to access data in materialized view based on role, i.e., a job function or
job title instead of assigning access to a single user. However, it is still
insufficient and inefficient in protecting data especially sensitive attributes
in authorization view because user’s purpose and trustworthiness were not
taken into consideration to protect it. This may cause the risk of privacy
disclosure to unauthorized and untrusted user. Authorization view specifies
the data’s accessibility by projecting specific columns in addition to selecting
rows. It means that the selected data are allowed to be accessed by the user
in authorization view. Moreover, previous access control models based on
purpose or reason to access or use data (Peng et al., 2008; Kabir et al.,
2012, 2011; Kabir and Wang, 2009; Sun and Wang, 2012; Sun et al., 2012;
Abdul Ghani, 2013; Wang et al., 2014b; Elgendy et al., 2017) and trust or
firm believe to someone or something (Toahchoodee et al., 2009; Li et al.,
2009b, 2012) also do not consider sensitive attributes protection. Due to
limitations of the previous works, a finer-grained access control model in
materialized view needs to be proposed to protect data especially sensitive
attributes in authorization view. A finer-grained access control model in this
study refers to the access control model, which is not generally considered

protecting data, but also refers specifically to protecting sensitive attributes.

. A new deductive rule needs to be proposed in materialized view to limit

access of data without involving sensitive attributes in authorization view.

Previous work by Bahloul et al.(2011) proposes deductive rule to act as
an access control to avoid data to be accessed as the same manner as in

the database (base relations). Deductive rule is the rule to hide certain



attributes, i.e., personal and sensitive information to be accessed by the
user in materialized view (Bahloul et al., 2011). The system allows users
to access the resources from external organization by applying deductive
rule in materialized view compared to non-materialized view in order to
ensure confidentiality of data in materialized view. Therefore, when a user
requests to access data in materialized view, a user will not obtain sensitive
values, such as, income and medical condition/information, unlike if a user
requests at base relations. In this research, a new deductive rule needs to be
proposed to deduct certain data, for example, age without involving sensitive
attributes because trust is applied in the proposed access control model to

control access of sensitive attributes.

1.3 Research Problem

In the RBAC model (Yousafi, 2013), a fine-grained access control in materialized
view permits user access to the data based on role, i.e., job title or job function. In
this model, the administrator uses the role to set the deductive rule where differ-
ent roles can access certain data in authorization view. However, in this model all
users with the same role can be allowed to access customers’ data in authorization
view without considering their purpose. For example, medical doctors can access
patients’ data; but, not all medical doctors are authorized to access all patients’
data. Thus, only certain medical doctors with purpose can access certain patients’
data or the patients under their purview. Purpose means ”for what reason data
are accessed or used” (Agrawal et al., 2002; Jafari et al., 2014; Peng et al., 2008;
Masoumzadeh and Joshi, 2008). To access data, user needs to be evaluated based
on the purpose of the usage. Purpose-based access control (PBAC) is a common
access control model, which considers the purpose of access as an essential factor in

deciding whether to permit or deny access to the resources. Many PBAC models



(Peng et al., 2008; Kabir et al., 2012, 2011; Kabir and Wang, 2009; Sun and Wang,
2012; Sun et al., 2012; Abdul Ghani, 2013; Wang et al., 2014b; Elgendy et al.,
2017) have been proposed to preserve data privacy. In these models, purpose is
considered in order to allow certain users to access certain data to avoid privacy
violation. There are three options which the customer can set the level of privacy
in the PBAC model before permitting or denying user access to the data, to allow,
conditionally allow, or prohibit access (Kabir et al., 2012, 2011; Kabir and Wang,
2009). For example, a customer Alice allows her age, i.e., 37 to be accessed by
users for admin purpose; but, she prohibits users to access it for marketing pur-
pose. Subsequently, she may conditionally allow her age, i.e., 35-40 to be accessed
by users for purchase purpose. Based on this example, customer data should be
accessed by the user based on role and purpose, not based on role only to protect
customer privacy. Therefore, a new access control model needs to be proposed

that considers the user’s purpose to protect data.

Data in nature is a sensitive information, but sensitive attributes must remain
safe (Maheshwarkar et al., 2012). In general, data are divided into three types of
attributes, namely, de-identified, quasi identifier, and sensitive (Sweeney, 2002b).
De-identified data are the obvious identifying records that need to be concealed,
for instance social security number. In contrast, quasi identifier such as race, age,
and zip code is a non-key attribute that needs to be generalized before it can be
released. Meanwhile, sensitive attributes such as medical condition and income
are classified data which privately belong to a customer. Data that are released
to the public may contain sensitive and non-sensitive attributes (Maheshwarkar
et al., 2012). Sensitive attributes are those attributes which may remain hidden
from external usage, while non-sensitive attributes are the same as quasi identifier.

Therefore, sensitive attributes require critical restricted access in the system and



access to this attribute is limited to trusted users only. However, existing access
control models (Yousafi, 2013; Peng et al., 2008; Kabir et al., 2012, 2011; Kabir
and Wang, 2009; Sun and Wang, 2012; Sun et al., 2012; Abdul Ghani, 2013; Wang
et al., 2014b; Elgendy et al., 2017) do not focus on protecting sensitive attributes.
Unfortunately, not all authorized users can be trusted, and they can access sen-
sitive attributes. This may lead to the risk of inappropriate access and use of
sensitive attributes. Therefore, a mechanism is needed to permit only trusted
users to access sensitive attributes. In access control model, one of the common
types of access control called trust-based access control (TBAC) is applied to pro-
tect the resources of the system. TBAC is inspired by an important aspect in
human life, which is trust. In this study, trust refers to firm believe to a user in
an organization. By this concept, a user that is highly trusted will be granted
access to more resources. However, trust is mutable in response to the changing
situations. Therefore, it is paramount to design an efficient access control model
that can capture the dynamic nature of human trustworthiness. Based on previous
literature, access control models based on trust (Toahchoodee et al., 2009; Li et al.,
2009b, 2012) have been proposed to protect data, but not specifically protecting
sensitive attributes. Therefore, a new access control model needs to be proposed

to consider trust to protect sensitive attributes.

Besides privacy protection issue, specifying user’s trustworthiness is also taken
into consideration to ensure sensitive attributes as discussed previously is pro-
tected by using a trust. In order to access sensitive attributes, certain user prop-
erties need to be quantified to specify user’s trustworthiness on accessing it or
vice versa. However, the issue is how to quantify certain user properties to spec-
ify user’s trustworthiness. Quantification methods (Toahchoodee et al., 2009; Li

et al., 2009b, 2012) have been proposed to quantify certain user properties to spec-



ify user’s trustworthiness. If authorized users achieve highly trusted based on the
calculation of user properties, they are permitted to access the data. However,
these previous works provide a general calculation without showing the detail ele-
ments used to calculate the user properties to specify user’s trustworthiness. For
example, Toahchoodee et al. (2009) suggested using recommendation to specify
user’s trustworthiness, however, previous work does not provide what are the ele-
ments need to be quantified by the recommender to specify user’s trustworthiness.
By showing the detail elements, this research can contribute to provide a better
result from the calculation of user properties to specify user’s trustworthiness as
compared to the previous works. Therefore, a new quantification method needs
to be proposed to provide specific calculation of user properties to specify user’s

trustworthiness.

Based on previous discussion, the main problem highlighted in this research is
the inability to achieve better data privacy protection by previous access control

models. Therefore, the issues highlighted in this study are as follows:

1. Existing quantification methods are too general in calculating or quantifying

certain user properties to determine user’s trustworthiness.

2. Access control model in materialized view is insufficient and inefficient based
on role only to protect data, which may cause privacy disclosure to unau-
thorized and untrusted user, while access control models based on purpose

and trust also do not focus protecting sensitive attributes.

1.4 Research Objectives

The main objective of this study is to propose an access control model in materi-

alized view to achieve better data privacy protection in authorization view.



Specific objectives of the study are as follows:

1. To propose a quantification method which provides specific calculation of
the two user properties, namely: seniority and behaviour to specify user’s

trustworthiness.

2. To propose an efficient access control model in materialized view based on
trust, purpose, and role to protect data especially sensitive attributes in

authorization view.

1.5 Scope of the Research

To achieve the research objectives, it is necessary to determine the scope of the

research. This thesis covers the following items, which are:

1. Utilize access control
In general, there are many available mechanisms used to protect data, for
example, encryption and digital signatures (Abdul Ghani, 2013). However,
this study focuses on access control to protect data as this mechanism is the

most common approach to protect data from unauthorized user.

2. Materialized view
Materialized view has many functions in database systems, for example, to
speed up queries and storing query results (Alur et al., 2002). Because of the
great performance of materialized view in managing database and covers wide
area; much research has been conducted on how to keep materialized view
consistent with the source tables (Lgland and Hvasshovd, 2006). However,

this research focuses on protecting data in materialized view.



1.6 Significance of Study

Based on the explanation in the previous sections, the importance of this study

can be pointed as follows:

1. To solve the issue of previous quantification methods by proposing a quantifi-
cation method, which provides specific calculation of the two user properties,

namely, seniority and behaviour to specify user’s trustworthiness.

2. To solve the issue of privacy protection in materialized view by proposing
an efficient trust, purpose, and role-based access control (TPRBAC) model
in materialized view to protect data especially sensitive attributes in autho-

rization view.

1.7 Research Contributions

The main contribution of this work is that a finer-grained access control model
using trust, purpose, and role in materialized view is proposed to improve data
privacy protection. This main contribution is divided into two contributions, which

are expected to be achieved in this study:

1. A quantification method is proposed to specify user’s trustworthiness by

providing specific calculation of the seniority and behaviour.
(a) Seniority is proposed to specify the user seniority, either junior or senior.
(b) Behaviour is proposed to determine the user behaviour, either trust or

mistrust.

2. An efficient trust, purpose, and role-based access control (TPRBAC) model
in materialized view is proposed to protect data especially sensitive attributes

in authorization view.

10



(a) A deductive rule is proposed to deduct certain data without involving

sensitive attributes because trust is considered to protect it.

In summary, the problems, objectives, and contributions of this thesis are shown

in Table 1.1.

1.8 Thesis Organization

The rest of this thesis is organized as follows:

Chapter 2 reviews on access control mechanisms. In this chapter, the data pri-
vacy is defined, while access control and the early models are explained. Then,
this chapter discusses the privacy, purpose, and access control, and explains the
purpose-based access control models. This chapter also discusses the trust and
access control, and presents the previous trust-based access control models. The
materialized view and related works are defined and discussed. A comparative
analysis of access control models is explained, and finally, the chapter is concluded

with a summary.

Chapter 3 presents the research methodology used in this study. In this chap-

ter, the research development phases are explained.

Chapter 4 discusses the proposed quantification method of user trustworthiness.
First, the requirements for the development of the proposed quantification method
is discussed. Next, this chapter discuss on the user properties, while user’s trust-
worthiness and access to the resources is explained. Then, quantification method

and the process of the proposed quantification method are discussed and presented.

Chapter 5 describes the proposed trust, purpose, and role-based access control
(TPRBAC) model in materialized view. First, the requirement for the develop-
11



Table 1.1: Summary of the problems, objectives, and contributions

Problems Objectives Contributions
The main problem The main objective The mait
highlighted in this of this study 15 to contribution of this

research 1s the data |::> propose an access[:> work 1z a finer-
privacy are not fully control model in grained access

protected in matertalized view to control, namely:
materialized view. achieve better data trust, purpose, and
privacy protection in role-based  access
authorization view. control model 1n

materialized view is
proposed to achieve
better data privacy
protection in
authorization view.

No elements are To propose a A quantification
provided to quantify [:’ quantification :>me'th0d i1s proposed
the user properties method which by providing
to specify user's provide specific specific calculation
trustworthiness. calculation of the to  quantify  the
tWwo user properties, seniority and
namely:  semiority behaviour to specify
and behaviour to user's
specify user's trustworthiness.
trustworthiness.

Lack in protecting To  propose an An efficient trust,

data and risk of efficient access purpose, and role-

disclosure of —N control model based based access control

sensitive attributes on trust, purpose, model in

in materialized and role in matenialized view is

view. materialized view to proposed to protect
protect data data especially
especially  sensitive sensitive  attributes
attributes in in authorization
authorization view. VIEW.

ment of the TPRBAC model in materialized view is discussed, and the specification
of access control model components is explained. Then, the TPRBAC model in

materialized view, and authorization and verification are presented and discussed.

12



Next, this chapter explains the access decision, and presents the query modifi-
cation. Finally, this chapter discusses the access control policy of the TPRBAC

model.

Chapter 6 covers the explanation on how to test the proposed quantification
method of user’s trustworthiness and test and validation of the TPRBAC model.
First, the evaluation of the proposed quantification method is presented. Next,
the testing and validation of the proposed access control model in materialized

view is presented.

Chapter 7 provides the conclusion, contributions and discusses the potential of

future works.

13
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