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Nowadays Android base’s devices have more popularity in compare to other 

platforms. Statistics represent that market share for Android on mobile devices 

on March 2018 is 84.8% in compare only 15.1% iOS.  These numbers indicate 

that most of attacks are subjected to Android devices. In addition, most of people 

are keeping their confidential information on their mobile phone therefore securing 

Android should taking high concern. Recently there are a lot of researches on 

detecting malicious applications on Android platform. There are two main 

approaches for investigation over applications, first static analysis and second 

behavioral or dynamic analysis. Static analysis mostly focusing on Android 

Packaging File (APK). On the other hand, dynamic analysis, study on application 

behavior in isolated environment to analyze intention of application. Due to high 

number of applications, all of mentioned approaches need automation techniques 
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for classification, however current researches could not provide satisfying 

accuracy while dealing with large number of applications. To clarify, precision, 

recall and false positive with growing number of dataset has negative relation. 

Also this point needs to be considered that, using high number of features can 

leads to less performance in implementation. Permission is one of noticeable 

features to expose the intention of developer. In this project, proposed static 

analysis method for detecting malicious application. The framework is hiring 

permission extraction approach to label malicious applications by analyzing 

permissions. Different statistical methods have been used to optimal distinguish 

malicious and benign applications. Machine learning is used for classification and 

detection. While increasing input data, model tries to keep detection accuracy in 

acceptable level. Outcome of proposed framework shows with almost 60,000 

number of applications, 94.00% f-score is achievable. 
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Kemajuan teknologi peranti asas Android semakin terkenal pada masa kini 

berbanding penggunaan sistem operasi lain. Statistik menujukan kemajuan 

pasaran untuk peranti mudah alih Android pada bulan Mac tahun 2018 adalah 

84.8% dibandingkan iOS hanya 15.1%.  

Hasil daripada nombor peratus ini membawa maksud bahawa kebanyakan 

serangan adalah tertakluk kepada peranti Android. Di samping itu, majoriti 

pengguna akan menyimpan maklumat rahsia dan privasi mereka di dalam peranti 

mudah alih. Oleh itu untuk mengurangkan lebih banyak kesan buruk sistem 

operasi ini harus di beri perhatian yang tinggi. Baru - baru ini terdapat banyak 

penyelidikan untuk mengenal pasti aplikasi malware pada sistem operasi 

Android. Terdapat dua kaedah utama dalam penyelidikan yang di lakukan ke atas 

aplikasi ini, pertama statik analisis dan kedua behavioural atau dinamik analisis. 

statik analisis biasanya fokus pada Android Packaging File (APK). Manakala 
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kaedah yang kedua, dalam dinamik analisis, kajian fokus pada aplikasi yang di 

asingkan untuk di kaji. Oleh kerana bilangan aplikasi yang tinggi, semua 

pendekatan yang disebutkan memerlukan teknik automasi untuk klasifikasi, 

namun penyelidikan semasa tidak dapat memberikan ketepatan yang 

memuaskan ketika berurusan dengan banyak aplikasi. Untuk memperjelaskan, 

ketepatan, ingat dan positif palsu dengan semakin banyak kumpulan data 

mempunyai hubungan negatif. Juga titik ini perlu dipertimbangkan, dengan 

menggunakan ciri-ciri yang tinggi boleh menyebabkan kurang prestasi dalam 

pelaksanaan. Kebenaran adalah salah satu ciri yang ketara untuk mendedahkan 

niat pemaju. Dalam projek ini, cadangan kaedah analisis statik untuk mengesan 

permohonan berniat jahat. Oleh itu, hasil dapatan kajian ini memberi kebenaran, 

mengkaji dan melabel aplikasi malware yang dikenal pasti. Statik yang berlainan 

di gunakan untuk mengoptimumkan dan membezakan aplikasi malware dan 

aplikasi jinak. Mesin pembelajaran digunakan untuk mengklasifikasi dan 

mengesan malware serta bagi meningkatkan pemasukan data dan untuk 

memastikan ketepatan pengesanan dalam tahap yang boleh di terima. Hasil 

rangka kerja yang dicadangkan menunjukkan dengan hampir 60,000 bilangan 

aplikasi, 94.00% f-score dapat dicapai. 
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CHAPTER 1  

INTRODUCTION 

 

1.1 RESEARCH BACKGROUND 
 

In recent decade, Android is most famous platform for mobile devices (Li et al., 

2018). Saving and storing confidential data such as banking information or 

contact numbers is part of every mobile devices. Hence providing barrier between 

information and attacker is highly suggested. Nowadays antiviruses are greatly 

developed and provide wide range of option based on user needs, however 

studies shows most of Android users do not relay on antiviruses to secure their 

phone (Walls & Choo, 2015). So this can be great motivation for attacker to focus 

on Android platform. Kaspersky which is one of biggest security solution company 

released information related to malicious activity on Android platform on 2018. 

There are 5,730,916 malicious packages were detected by their lab (Roman 

Unuchek, 2018). So protecting Android devices from misuse or any malicious 

application is one of the necessity on this field.  

Mobile malware are generally can be classified into three sections: (Dua & 

Bansal, 2014) 
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1. Malware: focus on gaining access to personal data or damaging to 

hardware. Unprivileged access to user personal information is one of main 

purpose of attack. Malware itself can be divided into following attacks: 

a.  SMS attack: With SMS which mostly related to phishing and 

adware. 

b. Bluetooth attack: Through Bluetooth attacker can steal user 

personal information or location services. 

c. GPS attack: can compromise GPS device on mobile phone to steal 

user location. 

d. Root access: within this attack, attacker can get privileged access 

to phone operating system to install or remove application. 

2. Grayware: which mostly focusing on marketing side without any damaging 

to phone or user data. 

3. Spyware: is most frequent type of attack related to mobile phone which 

stealing user data and send it to unwanted application rather than original 

one.  

Moreover, Android malware can be specifically for can categorized into Worm, 

Trojan, Back-doors, Botnet, Spyware and Ransomware (Zachariah, Yousef, & 

Chacko, 2017).  

Different researches had been done within last decade to analyze behavior of 

application in Android platform. To overcome this issues two main approaches 

suggested. Static based and dynamic based (Zachariah et al., 2017).  
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Static analysis mostly applicable for analyzing application by disassemble 

package and extracting source. Some researches focused on finding sequence 

of op-code which reflect malicious activity. The reason which op-code can be 

named as feature is, every instruction in computer program follow specific 

structure. In this structure op-code determine action of instruction and rest are 

address in memory. Malicious packages may follow same action in instruction so 

op-code can be good classifier for detection. Permission and source code 

analysis are other example of static analysis.  

On the other hand, dynamic analysis focus on application behavior during run 

time. As an example requested permissions while application is running can 

determine application intend. Additionally system call is one of main feature which 

can be measure for application behavior in runtime. To address why system call 

can be named as dynamic analysis, Android operating system is based on Linux. 

System call is provided by application to request specific resources whether 

hardware or library from Linux kernel. Requesting irrelevant resource for 

application can be mark as suspicious activity. (Wei, Li, Roy, Ou, & Zhou, 2017) 

Other than that, permission is famous feature for android malware detection. 

Permission exposes exact intent of application. Permission is designed to protect 

user privacy on Android platform. Permission is requested by application to 

authorize itself to access specific hardware or software resource. Mentioned 

resources are sensitive user data (such as SMS or contacts) or system features 

(such as camera or internet). Based on application nature, system may grant 

permission or ask user to grant it. Basically no application has authorization to 
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access or read other application data, system files and user private data (such as 

SMS). Details related to permission are discussed in chapter three. (Google, 

2019) 

Both static and dynamic analysis are signature based analysis. To overlook on 

different analysis methods, signature based and anomaly based analysis can be 

named. In signature based, specific or ensemble of features for detecting 

malicious application are focused however on anomaly based there is not any 

specific feature to differentiate applications. In this method, behavior of 

application in general and over period of time is studied. Data analysis and pattern 

recognition technique are used for blind search on application intent. One of 

example is study network traffic for period of time. This method will be similar to 

network intrusion detection system.   

To conclude for different methods for analyzing Android application Figure 1.1 

illustrates abstract on how Android malware detection recently categorized. 

After feature selection, next phase is design model for using in real world input 

sample data. This model need to modified and arranged into our requested aim 

for detection. Well-structured model can improve detection accuracy. In this 

phase different statistical and mathematical techniques have been used to prune 

unnecessary features from input data as well as highlight selected features. In 

this thesis we focusing on permission as input feature. As far as we have only 

one feature to analyze therefore our model mostly focused on binary 

classification. The proposed model using different statistical technique to boost 

computation while keep accuracy high. We adopt permission support and 
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permission ranking in early steps of model. Principal component analysis is used 

to find different view of permission correlation. Dimensionally reduction using 

Kaiser and Cumulative techniques implemented to select most significant 

permissions. Selected permissions are compared to Li (Li et al., 2018) results to 

select similar permission. Also separate analysis has been done on our method 

without any overlap with Li results. 

Last phase of this project is focusing on classification. Classification could be 

done by different methods such as machine learning, deep learning or statistical 

models. Although most of techniques are based on mathematics but terms are 

different.   

Machine learning techniques is one of basis and famous technique. Machine 

learning is general term and contains many different algorithms inside. Main idea 

is make model based on known input data to predict unseen input data. Machine 

trying to predict as precious as possible for unknown input data which calls test 

data. Most of algorithm follows two steps, train and test. In train phase, machine 

try to make relevant model based on labeled input data and secondly in test phase 

machine will predict based on its knowledge on pervious learning. Moreover 

machine may work on unforeseen situation where the train phase does not exists. 

Therefore machine try to find pattern to distinguish between objects.   

Two main machine learning techniques are classification and clustering: 

(Alpaydin, 2010) 
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1. Classification or supervised learning is using labeled data for classifying. 

In classification problems, features need to be defined by operator. Results 

are describe mapping of input to output by rules that provided by 

supervisor.  

2. Clustering or unsupervised learning focusing on finding pattern in 

unlabeled or not fully labeled data. Results mostly are grouping of input 

data. In clustering problems, machine try to group data with same features 

instead of classify them. This method in statistic calls density estimation. 

Despite of different methods for detection phase, machine learning is used for this 

thesis based on popularity among other related researches. Support vector 

machine (SVM) and tree based algorithms are mostly concentrated in this thesis. 

 

Android 
Malware 
Detection

Signature 
Base

Static 
analysis

Op-code
Source 
code

Permission 
Extraction

Dynamic 
analysis

Live 
Permission 

analysis

System 
call

Anomaly 
Based

Hybrid
Network 
Analysis

FIGURE 1.1: OVERVIEW OF DIFFERENT ANDROID MALWARE DETECTION METHODS 
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1.2 PROBLEM STATEMENT  
 

Detecting malicious applications in Android market is becoming very complex 

procedure. As number of malicious applications as well as type of attacks are 

increasing, the complexity of feature selection and classification techniques are 

growing.(Riad & Ke, 2018) 

In order to make it easier to deal with different type of attacks, researchers come 

up with wide variety of solution. These solutions are trying to increase accuracy 

of features extraction and classification phases, however enormous number of 

applications in common Android markets has caused that current techniques are 

not able to handle large amount of data. 

The Significant Permission Identification framework as like as other researchers 

with different attitudes on detecting malware application are facing different 

problems. One of major issue is, relationship of parameters like precision, recall1, 

false positive with growing number of dataset has negative relation. Either current 

studies with small dataset are facing to 0.5% to 1% false negative rate  (Wang et 

al., 2018a) (Arshad et al., 2018), (As an example: in 100000 data, it misses 1000 

applications). As matter of fact, these research cannot be used in real Android 

market due to high missing rate.  

                                            
1 High recall rate returns most of relevant results, in other word, recall determine, accuracy of algorithm to detect malicious 
applications in whole of training dataset, on the other hand, high precisions returns more relevant results than irrelevant 
one. (Walters, 2009) 
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Permission based malware detection with significant permission identification 

technique (Li et al., 2018) is framework of this project. Un-optimized permission 

selection leads to achieving high false positive rate while increasing input data. 

 

1.3 RESEARCH OBJECTIVE 
 

The objective of this project is to propose an optimize permission extraction 

framework to improve Android malware detection using static analysis. 

The proposed enhanced framework is to handle large number of applications 

while keep performance metrics optimized.  Mentioned performance metrics are 

precision and recall besides true positive and false negative. F-score is also 

desired to measure performance of new frameworks. 

 

1.4 SCOPE OF STUDY 
 

This project is mainly focus on Android malware detection based on permission. 

Permission is main feature for this research and it is extracted from APK files. For 

processing data, principal component analysis and other factor selection methods 

suggested. In classification phase, machine learning algorithms are used. 

Support vector machine (SVM) and decision tree are selected algorithms. To 

implement framework, Python 3.7 besides other tools such as Androguard are 
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used. The dataset collected from different resources. List of projects have been 

used in this thesis are: 

1. M0droid project (Damshenas, Dehghantanha, Choo, & Mahmud, 2015) , 

2.  Android Botnet project (Mahindru & Singh, 2017) 

3.  AndroZoo (Allix, Bissyandé, Klein, & Le Traon, 2016) 

4. Android PRAGuard Dataset (Maiorca, Ariu, Corona, Aresu, & Giacinto, 

2015) 

5. Android Malware Dataset (Wei et al., 2017) 

 

1.5 CONTRIBUTION OF PROJECT 
 

This project is trying to propose solution to overcome on real world issues in 

Android market. The research framework is trying to align performance metrics 

with high number of input data. Using multi-level permission filtering and statistical 

techniques to enhance accuracy and performance of model. Mentioned 

improvement applicable on current Android markets. Also, compare to other 

related researches, proposed framework shows more promising results. 

Additionally, proposed method is only using permission as feature which reduce 

complexity of feature extraction compare to other researches. 
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1.6 THESIS STRUCTURE 
 

The structure of this thesis consists of six chapters including Introduction, 

Literature Review, Research methodology, Implementation, Results and 

Discussion and last chapter is Conclusion. 

Chapter one, briefly explain about background and motivation for this research. 

Besides that, problems statement and objective are this thesis are clearly 

explained. 

Chapter two, is focusing on current researches on Android malware detection. 

Taxonomy of analysis is formed for ease of reading. Each method briefly 

explained and advantage of it summarized into table. Also discussion for 

comparison between methods is provided. 

Chapter three, explain research methodology. In this chapter permission 

extraction framework introduced. All components related to Android packaging 

(APK) file discussed in detail. Desired machine learning models also identified in 

the end of this chapter. 

Chapter four, includes project implementation details. In this chapter, the 

approach for coding and designing framework is detailed. Besides that some 

sample output from every steps illustrated. 

Chapter 5, is explaining results. The outcomes of proposed algorithm besides all 

finding are described. Also comparison between proposed method results with 

other techniques are discussed.  
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Chapter 6 is conclusion chapter for this thesis. This chapter summarized the 

objective and results for this research. 
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