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ABSTRACT 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment 

of the requirement for the degree of Master of Information Security

SECURING THE IMAGE THROUGH THE COMBINATION OF ELLIPTIC 

CURVE CRYPTOSYSTEM AND HILL CIPHER ENCRYPTION

By 

SANIAH BINTI SULAIMAN

June 2019

Chair: Associate Professor Dr Zurina Binti Mohd. Hanapi

Faculty: Faculty of Computer Science and Information Technology

The advancement of communication technology helps users sharing the images 

through internet. However, the sharing through unsecure channels may expose the 

images to certain attack that will compromise their confidentiality. Image encryption 

is one of the methods that protect against this threat. 

Hill Cipher is being applied in image encryption because of its simple operation and 

fast computation, but it also possesses a weak security level which requires the sender 

and receiver to use and share the same private key within an unsecure channel. There 

is a proposed technique that combines elliptic curve cryptosystem together with Hill 
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Cipher (ECCHC) to overcome the above mentioned weakness, however, the 

experiment only performed an analysis on four images which leads to inaccuracy of 

the results. There were two objectives in this research. The first objective was to

redesign and redevelop the image encryption technique, a combination of Elliptic 

Curve Cryptosystem and Hill Cipher (ECCHC). The second objective was to test the 

ECCHC technique using 209 images from USC-SIPI database that consisted of 159 

grayscale images and 50 colour (RGB) images in order to obtain reliable results.

In ECCHC, the sender and receiver must agree on the elliptic curve function and share 

the domain parameter to initiate the key generation including private key, public key, 

and 4 x 4 self-invertible key matrix before sharing image. The image will split into 

size four (vector of 4 x 1) that later will be encrypted using Hill Cipher with 4 x 4 self-

invertible key matrix. The generated 4 x 1 vector image will take modulo 256 to 

generate the cipher image. Once the receiver receives the cipher image, decryption can 

be done by using the 4 x 4 self-invertible key matrix, generated on receiver site. Matlab

is a simulation environment to conduct the experiments.

There were two experiments of this study. The first experiment was re-implementation 

of ECCHC technique and run the testing on the same four images that had been used 

by the based work paper. On the other hand, the second experiment was extensive 

analysis of ECCHC technique by using 209 images from USC SIPI database. The 

results from both experiments discussed on Entropy, Peak Signal to Noise Ratio 

(PSNR) and Unified Average Changing Intensity (UACI). For the second experiment, 

there were additional results of the analysis on the actual data of the encrypted images 

to ensure the confidentiality of the encrypted images.. From the obtained results, it has 
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been proven that several images were not encrypted well. In conclusion, the technique 

did not guarantee a secure image encryption as it was verified that certain images were 

not successfully encrypted.
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ABSTRAK

Abstrak tesis yang dikemukan kepada Senat Universiti Putra Malaysia sebagai memenuhi 

keperluan untuk ijazah Sarjana Keselamatan Maklumat

MELINDUNGI GAMBAR MELALUI PENGGABUNGAN SISTEMKRIPTO

LENGKUNG ELIPTIK DAN KOD HILL

Oleh

SANIAH BINTI SULAIMAN

Jun 2019

Pengerusi: Professor Madya Dr Zurina Binti Mohd. Hanapi

Fakulti: Fakulti Sains Komputer dan Teknologi Maklumat

Kemajuan teknologi komunikasi membantu para pengguna untuk berkongsi gambar 

melalui rangkaian Internet. Walaubagaimanapun, perkongsian melalui saluran yang 

tidak selamat berkemungkinan besar akan mendedahkan gambar-gambar tersebut 

kepada serangan-serangan siber tertentu yang mana akan menjejaskan tahap 

kerahsiaan mereka. Oleh itu, enkripsi gambar adalah salah satu cara untuk mengekang 

ancaman terhadap gambar. 
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Kod Hill sering digunakan dalam proses enkripsi gambar kerana operasinya yang 

ringkas dan proses pengiraannya yang pantas. Namun, Kod Hill tetap mempunyai 

tahap keselamatan yang lemah yang mana pengirim dan penerima akan mengguna dan 

berkongsi kunci rahsia yang sama melalui saluran yang tidak selamat. Justeru, 

diwujudkan teknik yang diperkenalkan melalui kajian dengan menggabungkan 

sistemkripto lengkung eliptik dan Kod Hill yang dikenali sebagai teknik ECCHC 

untuk mengatasi kelemahan yang dinyatakan sebentar tadi. Walaubagaimanapun, 

eksperimen hanya dilakukan ke atas empat gambar sahaja, maka, ia berkemungkinan 

menghasilkan keputusan yang tidak tepat. Untuk kajian ini, terdapat dua objektif yang 

perlu dilaksanakan. Objektif pertama adalah mereka bentuk dan membina semula 

teknik ECCHC dan menjalankan pengujian yang sama seperti kajian sebelumnya. 

Objektif yang kedua adalah menjalankan pengujian teknik ECCHC ke atas set data 

yang baru, diperolehi daripada pangkalan data gambar USC SIPI yang merangkumi 

209 gambar; 159 daripada mereka adalah gambar kelabu manakala 50 yang lain adalah 

gambar berwarna untuk memastikan kebolehpercayaan keputusan eksperimen.

Dalam teknik ECCHC, pengirim dan penerima secara sepakat bersetuju untuk 

menggunakan satu fungsi lengkung eliptik dan berkongsi parameter domain bagi 

memulakan penjanaan kunci yang terdiri dari kunci rahsia, kunci umum, dan 4 x 4 

kunci matrik pembalikan sendiri sebelum berkongsi gambar. Gambar akan 

dibahagikan kepada vektor 4 x 1 yang mana ia akan dienkripsi menggunakan Kod Hill 

bersama dengan 4 x 4 kunci matrik pembalikan sendiri dan penghasilan gambar bersaiz 

vektor 4 x 1 seterusnya akan menjalani operasi modulo 256 untuk menghasilkan kod 

gambar. Setelah penerima menerima kod gambar tersebut, dekripsi gambar boleh 
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dilakukan mengguna 4 x 4 kunci matrik pembalikan sendiri yang dijana di bahagian 

penerima. Simulasi untuk kajian ini menggunakan Matlab. 

Eksperimen pertama melibatkan pembangunan semula teknik ECCHC dan 

menjalankan pengujian pada empat gambar yang sama seperti yang digunakan oleh 

kertas penanda aras. Eksperimen kedua pula melanjutkan analisis ke atas teknik 

ECCHC dengan menggunakan 209 gambar yang diperoleh dari pangkalan data USC 

SIPI. Keputusan untuk kedua-dua eksperimen membincangkan nilai entropy, Peak 

Signal to Noise Ratio (PSNR) dan Unified Average Changing Intensity (UACI). Untuk 

eksperimen yang kedua, terdapat tambahan keputusan daripada analisis yang 

dilakukan ke atas gambar yang dienkripsi bagi memastikan kesulitan gambar yang 

dienkripsi tidak dapat dibaca. Keputusan yang diperoleh menunjukkan bahawa 

terdapat beberapa gambar yang tidak dienkripsi dengan baik. Kesimpulannya, teknik 

ini tidak menjanjikan tahap keselematan enkripsi gambar yang tinggi kerana 

eksperimen yang dijalankan telah membuktikan wujudnya gambar yang tidak berjaya 

dienkripsi dengan baik.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

The advancement of communication technology helps the users sharing images 

through Internet. Most of current communication platforms use images to convey 

information which include email, social media, text message, and so on. The platform 

most likely to use digital image is social media. Examples of social media used by the 

people around the world are Facebook, Instagram, and Tweeter (Jarrahi, 2018). These

social media provide a specific feature for sharing images.

The concept of some social media is open and public sharing, on the other hand, some

other platforms do not employ this concept such as messaging applications. The

messaging applications enable users sharing digital images only to intended receivers.

This is completely different from the concept of social media. Same goes for email –

it is also one of the platforms used to send the images to other users. To do so, some 

of these applications utilize an unsecure channel which is Internet. However, the 

sharing through unsecure channels may expose the image to stalking or stealing 

activity. Thus, sharing action should be protected from adversary with stalking

intention and avoid further cyber attacks (Thein et al., 2017).

The image confidentiality should be only known by the respective sender and receiver. 

To address the issue, cryptography technique is the most common way to secure the 

image transmission occurring on the internet (Patel & Belani, 2011). Cryptography is 

a process of encryption and decryption. Encryption is encrypting the plain message to 

become cipher that requires some techniques or algorithms to protect the 
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confidentiality of the message from being read by unauthorized users. On the other 

hand, decryption is a reverse process of the encryption to convert from cipher to 

become an original message so that it can be read by the authorized users. There are 

several image encryption techniques proposed in previous research to ensure the 

confidentiality of the image. i.e image encryption based on chaotic systems (Zarebnia 

et al., 2019), image encryption based on secure linear feedback shift register (Saha at 

al., 2018), image encryption based on finite precision error (Nardo et al., 2019) and so 

on.

One of algorithms used in image encryption is Hill Cipher. Hill Cipher is encryption 

that forms messages in matrix and multiply them with the key matrix to produce 

encrypted messages. This concept can be used not only for textual but also for image 

because of the matrix concept. Thus, as for this research, a new image encryption 

proposed by Dawahdeh et al. (2018) entitled “A New Image Encryption Technique 

Combining Elliptic Curve Cryptosystem with Hill Cipher” was employed as a based 

work paper.

1.2 Problem statement

Hill Cipher is applied in image encryption because of its simple operation and fast 

computation even though it has a weak security level because it requires the sender 

and receiver to use and share the same private key within unsecure channels. Due to 

that reason, image encryption of Elliptic Curve Cryptosystem and Hill Cipher

(ECCHC) techniques were proposed by Dawahdeh et al., (2018) to convert Hill Cipher

into asymmetric as in asymmetric technique, private key was not shared but generated 

at receiver side.
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However, the proposed technique only performed an analysis on four images which 

leads to inaccuracy of the results.

1.3 Objective

There are two objectives in this study. The lists of the objectives are: 

i. to redevelop the ECCHC technique and testing the same images to obtain the

results same as the based work paper by conducting security analysis on

entropy, Peak Signal to Noise Ratio (PSNR) analysis and Unified Average 

Changing Intensity (UACI).

ii. to test the ECCHC technique using 209 images from USC SIPI database that 

consisted of 159 grayscale images and 50 RGB colour images in order to 

ensure reliable result.

1.4 Scope

The scope of this study is to redevelop the proposed image encryption by using

simulation. This study simulates the ECCHC technique by using Matlab tool, a same 

simulation conducted by the anchor paper. This Matlab tool run on Windows 10 

computer with specification of 8GB RAM and 1.60 GHz processor. 

For dataset, the type of image used in this study are grayscale and RGB colour image.

For re-implementation purpose, the same four grayscale images from anchor paper are 

used. These images are Lena, Cameraman, Smandril and Einstein with size 256 x 256 

pixels. These images are the original images sent by the author of the anchor paper 

using email. On the other hand, for the extensive analysis, 159 grayscale images and 
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50 RGB colour images from USC SIPI database are used as new dataset. These images 

have the size of 256 x 256, 512 x 512, and 1024 x 1024 pixels.

Overall direction of this study is to determine whether the ECCHC technique able to 

produce a good result of security analysis and able to preserve the confidentiality of 

the encrypted image. This study will discuss and conclude whether the ECCHC 

technique is a secure image encryption technique as claimed by the author of the 

anchor paper.

1.5 Thesis Structure

The rest of this thesis is organized as follows; Chapter Two presents the literature

review explained the background of image encryption, the previous hybrid Hill Cipher 

and the standard image database used by recent works. Chapter Three elaborates the 

methodology of this study. It describes the required step, the scenarios of experiments 

and tool used to complete this study. Chapter Four describes the details on the results

obtained from the conducted experiments. The results will be focus on entropy, PSNR 

and UACI for each image. Finally, Chapter Five conclude the overall of this study and 

provide some recommendations for future work.
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