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Abstract 

Obfuscatable Aggregatable Signcryption (OASC) is the combination of cryptography 

technique such as digital signature with data encryption and obfuscation to protect data in 

the IoT system. It is efficacious to protecting the confidentiality and integrity of 

communication in Internet of Things (IoT) system. Wireless Sensor Network (WSN) is 

now an inevitable component of the Internet of Things (IoT), this integration creates new 

security challenges that exist between the sensor nodes and to the sink or internet host. 

For instance, when a sensor node is transmitting data from one node to another there is 

inadequate security mechanism which an intruder or a man in the middle (MITM) attack 

can capture the ciphertext to get secrete keys in other to decrypt the ciphertext. The 

aggregatable signcryption that enables special signcryption ciphertexts intended for the 

same destination be assembled in a compressed single ciphertext while maintaining the 

same security standards in the system. The procedure is then obfuscated aimed at making 

information more difficult to be understood by human being for the purpose of security 

and privacy of the program/information while commonly maintaining its computational 
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functions. Unfortunately, most of these devices are left unattended or in remote places 

which gives an attacker a comfortable scenario to not only intercept transmission within 

range but also have physical access to components without been caught. This leaves some 

vulnerability during communication. In other to achieve the security enhancement, 

efficiency and reduce communication overheads by using small security parameter and 

the effect of such a security complexity trade-off. Motivated by this issue, we propose 

Signcryption Obfuscatable and Steganography-PadSteg (SOS) algorithm as a solution. 

Having Signcryption (digital signature and encryption) at each node is the baseline of 

security but the caveat is that the computational power of these components means both 

mechanisms will not be of highest security level hence the need to protect the information 

as it travels for a final process of obfuscation. This is achieved by employing a type of 

Network Steganography known as PadSteg and hiding these data in padded segments of 

choice protocols (ARP/TCP/UDP/ICMP) which will not be visible to an observer. At the 

end of this thesis, we achieved the result to solve the security issues mention above and 

to enhance the security in IoT system. The simulation result on different nodes showed 

that the proposed algorithm on Signcryption Obfuscatable and Steganography-PadSteg 

(SOS) performs 25% reasonably well as expected. The scheme will be useful in a various 

scenario of IoT environment where data is sent from unattended nodes to the destination 

known as a sink or receiver. 
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CHAPTER 1 

1.1 INTRODUCTION 

This chapter commences with an overview of the research topic and explains the 

motivation for this work. The problem statement is then identified followed by the 

research objectives, and scope. At the end of this chapter the organization of the 

dissertation is provided. 

1.2 Background and Motivation  

There are vast varieties of technologies that have a great influence on our daily 

life, just like the two sides of a coin they offer both advantage and disadvantage 

which Internet of Things (IoT) is not an exception. In today's modern world, IoT 

associated with computer resources is increasingly shifting toward Internet of 

Everything (IOE) which provides transmission using a set of wireless network 

sensor over the Internet. The Internet of Things (IoT) can be referred to as the 

interconnectivity of “things”-devices embedded with integrated circuits and other 

electronic components sensors, and operating software to help achieve their 

purpose by providing greater value and functionality through communication and 

resource sharing with vendors, operators, and other interconnected nodes. In the 

IoT paradigm, most of these IoT components like electronic tag readers, CCTVs 

traffic cameras, sensors, road-side units are positioned in remote areas and also 

nontrustable environments, such as roads, highways, countryside, forests, parking 

spaces, animal reserves and wild fields etc., where their physical security cannot 

be guaranteed thus operating in an unattended environment and condition making 

them vulnerable to device capture attack. 

As IoT is the leading technology in the world nowadays, it is absolutely important 

to know that security of IoT devices is highly needed to secure the data during 
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transmission. it will be also useful to conceptualize IoT security as a spectrum of 

device vulnerability. As we increasingly connect devices to the Internet in IoT, 

multiple new opportunities to exploit potential security vulnerabilities grow 

proportionally. The conventional issue of security breach owing to exposed of 

confidential information is one of the main security issues among IoT devices 

when people don’t believe that their connected devices such as smart TV’s, smart 

phones, other home appliances and their information are reasonably secure from 

misuse or harm, the resulting diminution of trust will cause a reluctance from 

accepting IoT globally. The intrinsic distributed and heterogeneous nature of IoT 

objects coupled with poorly secured IoT devices could serve as endangered entry 

points for cyber-attacks such as interception, eavesdropping, modification of 

confidential data where intruder might re-program a device or cause it to 

malfunction once gaining access to the interconnected IoT devices thereby 

resulting in security breach. 

Also, it should be noted that these devices communicate and transmit information 

with one another over wireless communication channels which will be passed on 

to next devices and so on till eventually the information if deposited at the sinks, 

such as gateway devices or even drones. For that matter, it is imperative to adopt 

a secure form of processing and transmitting this valuable information to establish 

confidentiality and integrity. 

The motivation for conducting research on security in IoT environment can be 

summarized in the following points. IoT is increasingly being deploying to every 

sector like businesses, Hospitals, industries and government users to transmitting 

amounts of data from one node to another until it each to sink or cloud for storage. 

While, IoT applications is increasingly being accessed with mobile electronic 

devices. Criminals are embracing the opportunity to capture illicit data during the 
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transmission, which contributes to difficulties in proving IoT security and 

interaction. 

by this issue, Y. Shi et al (2017) explained obfuscatable aggregatable signcryption 

scheme (OASC) together with an obfuscator for the signcryption algorithm, 

which has been designed by taking into account that the computational and 

communication costs should be sufficiently small (light-weighted) to fit 

applications in resource-constrained embedded devices. The proposed obfuscator 

can protect signcryption programs from key-extraction attacks by transforming 

the programs into unintelligible obfuscated programs.  The scheme’s security 

features with respect to obfuscation, confidentiality, and unforgeability have been 

theoretically proved. It motivated us to enhance the security of IoT by applying 

signscryption obfuscation steganograpgy-PaddStep (SOS) to hardening the 

security when an intruder or man in the mild attack threatening to capture the data 

and decipher the signcryption data on unattended devices. 

1.3 Problem Statement  

According to my research on (Y. Shi et al 2017) the OASC does not meet the 

security features in IoT during data transmission from one node to another node 

in IoT system. One solution is introduced by Ria Das and Indrajit Das (2016) 

called  MSB-LSB Substitution to solve these security features however their 

solution has difficult in implementing because of computational nature of MSB-

LSB to execute in IoT system and needs to be analyzed. Since the author Y. Shi 

et al (2017) has proposed security measures at source nodes (Signcryption) and 

Destination (Obfuscation). The major limitation in the proposed system is that 

data coming from nodes still have weak security or inadequate security and are 

vulnerable since obfuscation takes place after the final aggregation at the sink. It 

is imperative to understand that these nodes in a WSN are very lightweight both 

in hardware and software therefore they don’t have the computational power to 
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perform some of the security mechanisms at high level. With that in mind, we 

expect at every node to have data that has undergone signcryption but as 

explained above, both encryption and digital signature are not done on a high 

level so will still be susceptible to cryptanalysis. Secondly, there is security 

complexity trade-off in IoT environment. Y. Shi et al (2017) OASC methods have 

the poorest efficiency of any technique, since multiple sensors expend energy on 

sending data like jamming protocol. In probabilistic signcryption, secure channel, 

and aggregatable transmission, all the sensors in the IoT system are assumed to 

be active at once.  the comparison of the various node’s security schemes. It does 

not require the exchange of secret encryption matrices that are unknown to 

eavesdroppers. it does not need a node to waste energy by transmitting dummy or 

jamming  

1.4 Research Objectives  

In order to successfully solve the issue of data confidentiality loss in IoT, we offer 

a security technique based on a combined approach of signscryption Obfuscatable 

and Steganography-paddSteg (SOS) techniques. This security measures like 

encryption, steganography and digital signature are essential basic requirements 

to avoid data leak or manipulation through passive or active attacks. It has become 

easier to attain a vibrant and scalable composition of both signature and 

encryption, also coined as signcryption, which has been widely used to protect 

both the confidentiality and unforgeability of information disseminated over non-

trustworthy or open channels as follows below. 

1 The objective of this research is to implement an enhancement of secure data 

communication scheme that will enhance the confidentiality and integrity levels 

of the data in IoT system. 
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2 To propose an enhancement of Signcryption Obfuscation and Steganography-

PadSteg (SOS) algorithm to solve issues of efficiency, reduce communication 

overheads and computational in IoT 

1.5 Research Scope  

One of the important methods to implement security primitive in IoT for attacks 

on nodes is through SOS, and this method called PadSteg to secure data during 

transmission between node to node until reach node leaf or workstation, cloud, 

and techniques they used. Our scope is to protect or harden security between 

sensors from an intruder 

The research was undertaken using WSN from one sensor to another sensor. the 

research was limited to the most popular simulation tool known as ns2, applied 

signcryption, obfuscation and steganography-padSteg at the time of undertaking 

this study. However, any other application may have different results and 

findings. Additionally, the research was undertaken using the proposed SOS 

method on the IoT components. 

 

1.6 Thesis Structure  

The project consists of an introduction and follows the chapters which describe 

the research in detail, and finally summarize the findings. The project also 

includes an overall summary, acknowledgements, table of contents, list of figures, 

tables, and a glossary of technical terms. 

Chapter 1 introduces the overall topic, including background information 

regarding IoT, Security and the issues faced security in IoT. The problem 

statement of the research is discussed, and the objectives are listed. To conduct 

the objectives. Then, the limitation of this research is explained. In the end, the 

structure of the research is outlined. 
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Chapter 2 we studied the current literature which focusing on IoT, digital security 

such as signcryption and steganography. the Issues relating to sensor deployment, 

security and analysis. Additional issues are generally described, and a summary 

concludes the chapter. 

Chapter 3 The aims are to clarify the research methodology applied to the project. 

The research methodology for each research question is detailed and answered. 

Finally, a summary concludes this chapter. 

Chapter 4 This section is outlining the proposed solution of security issues in IoT 

system and the way this can be applied to solve the problem of security. Each step 

of the algorithm has been explained (Identification & Preparation, Analysis,). 

Chapter 5 describes the procedures of the framework for the analysis result obtain 

and interpretation of the result from SOS. In each case, the data remnants on the 

sensors are first examined using the proposed framework. Next, the IoT device is 

examined to further assess the framework and to determine the data. The data 

regarding on transmission are then explained and listed at the end of each process. 

Chapter 6 the conclusion of the overall research. In the first section, the research 

is outlined, detailing the way how the objectives and contributions achieved. 

Next, a summary of the research and the areas for future research are then 

provided. 
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