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Health records nowadays considered as an important legal document that hold a
lot of patients’ sensitive information like diseases, medications, personal details and
more. The patient’s sensitive information is subject to data breaches by hackers on
regular basis, also, these patient’s records need to be exchanged between different
medical institutions that patients visit each time. As a result, the protection of
this records in rest and in motion is a must; to preserve patient’s privacy and to
achieve health record security goals of confidentiality, integrity and availability. The
existing health record systems does not have the balance between data privacy, ease
of use and secure way to access data, so conflicts between data privacy and data
accessibility are common to occur. Blockchain works as shared ledger that store
each transaction happened in the network, this ledger is immutable, shared and
transparent. The blockchain technology provide suitable solution by enables data
storage on decentralized platform. This technology can be used in the healthcare
domain to provide appropriate access control mechanism and maintain the privacy

of health records. In this project, we are proposing a decentralized blockchain-based

111



electronic health record system which also called Decentralized application or DApp
in short, that provide an efficient way to access records by health practitioners and
maintain confidentiality of patient sensitive information. The system uses Ethereum
blockchain and its smart contracts to achieve most secure access control for data

security.
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Rekod kesihatan pada masa kini dianggap sebagai dokumen undang-undang pent-
ing yang memegang banyak maklumat sensitif pesakit seperti penyakit, ubat, butiran
peribadi dan banyak lagi. Maklumat sensitif pesakit tertakluk kepada pelanggaran
data oleh penggodam secara teratur, juga, rekod pesakit ini perlu ditukar di an-
tara institusi perubatan yang berbeza yang dikunjungi pesakit setiap kali. Akibat-
nya, perlindungan rekod ini dalam rehat dan gerakan adalah satu kemestian; untuk
mengekalkan privasi pesakit dan untuk mencapai matlamat keselamatan rekod kesi-
hatan kerahsiaan, integriti dan ketersediaan. Sistem rekod kesihatan sedia ada tidak
mempunyai keseimbangan antara privasi data, kemudahan penggunaan dan cara se-
lamat untuk mengakses data, jadi konflik antara privasi data dan akses data adalah
perkara biasa berlaku. Blockchain berfungsi sebagai lejar bersama yang menyim-
pan setiap transaksi yang berlaku dalam rangkaian, lejar ini tidak berubah, dikongsi
dan telus. Teknologi blockchain menyediakan penyelesaian yang sesuai dengan mem-
bolehkan storan data pada platform terdesentralisasi. Teknologi ini boleh digunakan

di domain penjagaan kesihatan untuk menyediakan mekanisme kawalan akses yang
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sesuai dan mengekalkan privasi rekod kesihatan. Dalam projek ini, kami mencadan-
gkan sistem rekod kesihatan elektronik berasaskan blockchain yang berpusat di de-
sentralisasi yang juga dipanggil aplikasi Desentralisasi atau DApp secara ringkas,
yang menyediakan cara yang cekap untuk mengakses rekod oleh pengamal kesihatan
dan mengekalkan kerahsiaan maklumat sensitif pesakit. Sistem ini menggunakan
blok Ethereum dan kontrak cerdas untuk mencapai kawalan capaian yang paling

selamat untuk keselamatan data.
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CHAPTER 1
INTRODUCTION

This chapter give an overview of the research topic and explains the motivation
for this work. The problem statement is then identified followed by the, research
objectives and scope. At the end of this chapter the organization of dissertation is

provided.

1.1 Background and Motivation

Electronic Medical Record (EMR), or Electronic Health Record (EHR), is a col-
lection of health information related to patients that stored in a digital or electronic
format that is available electronically, this information or record can be exchanged be-
tween different health institutions (Gunter and Terry, 2005). Records can be shared
through the internet between different information systems (Gunter and Terry, 2005).
EHRs contain a lot of medical information like medication, medical history, aller-
gies, demographics, laboratory tests, X-rays, vital signs, and personal information

like name, weight, age, and billing information.

EHRs were never designed to manage multi-institutional, life time medical records
(Ekblaw et al., 2016). Patients through their whole life visit multiple health insti-
tutions, which makes them leave a copy of their health records scattered on various
hospitals and healthcare providers, by doing this it become difficult to use, track
and access the past health data, because it’s not well stored an organized. Exchang-
ing EHRs between health providers in easy and secure manner is required to ensure
that providers have up-to-date information about their patients. Data exchanging
or sharing is essential to makes it easier for health provider to effectively treat their

patients (Zhang et al., 2018).



1.2 Problem Statement

Data privacy means to guaranteeing that users have the authority over access to
data, while accessibility to data refers to guaranteeing unconstrained access to data.
There are naturally occurring conflicts among privacy and data access, and medi-
cal care is a domain where this conflict can occur. The primary issue is how to give
proper access to sensitive data (health records), with privacy preserving , anonymity,

and prevent misuse of information.

A decentralized access control system built for the electronic health record system
has therefore been proposed. Classical access control systems like DAC, MAC and
RBAC are created for systems under common administrative control and rely on a
centralized user identity database (Miltchev et al., 2008). In the centralized server
system, they are effective and safe, but, they struggle to accommodate users with the
size of the system expanding to grow rapidly. Although some studies has involved
in the construction of decentralized access control systems (Ouaddah et al., 2017;
Ruj et al., 2014; Han et al., 2010) in different fields, most of them have one or more

shortcomings, they are vulnerable, slow or highly complicated.

By using blockchain technology, access to patients records by health care practi-
tioners will be more secure, and eliminates the data breaches that exploits classic

access control.

1.3 Research Objectives

The objective of this project is to design a Decentralized web Application (DApp)
for Electronic Health Records that utilize the blockchain technology to produce a
decentralized, secure, scalable and efficient access control for electronic health record

system.



1.4 Research Contributions

The contribution of this work is as follow:

1. Develop a new electronic health record system.

2. Implement a blockchain based access control model.

1.5 Research Scope

This project focus on implement a suitable access control mechanism in the blockchain

to manage access and identify users on the health recored system.

1.6 Organization of Dissertation

This research comprises of five chapters. Chapter 1 is the introduction chapter
covers the background of the study, identifies and discusses the problem statement,
research objectives, explains the scope of research, ends with a brief description of
the organization of the dissertation. Chapter 2 introduces the literature review on
electronic health record systems importance and security concerns that face these
systems, then Discuss the classic access control mechanisms, after that blockchain
technology explained and how to utilize this technology to solve the security gaps that
electronic health records have. Chapter 3 focuses on the research methodology and
presents the web application framework in detail. What follows are the proposed
research technique, and implementation by employing JavaScript and Ethereum
blockchain. The results are presented and discussed in Chapter 4 while Chapter
5 offers the conclusions of the study and makes recommendations for further related

research.
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