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Nowadays nearly everyone is using mobile computer/devices such as smart-phones

and laptops to conduct their business transactions and for social purposes. While this

trend has significantly transformed working and personal lifestyles worldwide, it has

also led to serious concerns about threats to security and privacy among individuals

as well as organizations. One of the most widespread security threats is phishing

attacks launched for the purpose of stealing certain sensitive information of victims

and then abusing this information to illegally obtain confidential data. There are

many types of phishing attack such as social phishing, spear-phishing, pharming,

and smishing. Recently Joo et al. (2017) proposed an improved security prototype

to detecting Smishing attack on mobile computing known as S-Detector. Their

model is able to distinguish between normal SMS message and phishing. However

Goel and Jain (2017a) claimed that S-Detector does not address three SMS security

message features. First, S-Detector cannot not check for login page within the SMS

message. Second, it is not efficient in detecting self-answering messages and Lastly,
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text normalization is not achieved. To solve these issues (Sonowal and Kuppusamy,

2018) propose new technique called SmiDCA. In this research, we re-implement

SmiDCA using dataset called smishing dataset for Harm ans Spam (Almeida, 2017).

The re-implement SmiDCA technique is analyzed SMS messages and extracted the

security features of SMS to detect the smishing SMS messages efficiently.
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CHAPTER 1

INTRODUCTION

This chapter commences with an overview of the research topic and explains the

motivation for this work. The problem statement is then identified followed by the,

research objectives, and scope. At the end of this chapter the organization of the

dissertation is provided.

1.1 Background and Motivation

Today, mobile devices particularly smartphones are being increasingly used or a

wide range of functionalities for work and social purposes. Meanwhile, it has been

noted that this mobile phishing URL click rate has increased by 85% year-on-year

as reported by Patrick (2018). The threat is not confined to email, SMS phishing

attacks have also been regularly reported with over 25% occurrence. As reported

by Patrick (2018), targets click malicious links from spoofed phone numbers that

falsely appear to be from the victim’s area code. Attackers now take advantage of

SMS and MMS as a means of phishing, while some of today’s popular social media

applications and messaging platforms, including WhatsApp, Facebook Messenger,

and Instagram are not spared. However, the detection of mobile phishing attack

is a problem different from desktop phishing due to the different designs of both.

Moreover, the capability to identify mobile phishing attack with high accuracy is

a crucial research need and a challenging one considering that not much work has

been done in this field. Many anti-phishing solutions for mobile devices have been

proposed to date, but a fully effective and reliable solution is still to be found.

The aim of this dissertation is therefore to highlight phishing attacks on mobile

systems and to propose a technique to detect the attacks through SMS sent to mobile

phones.
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1.2 Problem Statement

According to a review conducted by (Jain and Gupta, 2018) the S-Detector (Joo

et al., 2017) does not meet three of the security features of SMS message. First

S-Detector cannot check for login page within the SMS message. Second, this model

is not efficient in detecting self-answering messages. Lastly, text normalization is not

achieved. It is important to check if the SMS message contains a login page within.

This is to maintain the confidentiality of user’s information in case the message is

a phishing attack. This model is not efficient in detecting self-answering messages,

and this will allow attacker to take over the systems. Eventually, therefore, the text

normalization feature of SMS is very crucial for detecting the phishing of SMS mes-

sage, and ignoring this feature reduces the accuracy of smishing detection technique

(Goel and Jain, 2017a). One solution is introduced by Sonowal and Kuppusamy

(2018) called SmiDCA to solve these three security features however their solution

has difficult in implementing on different platform like Windows and needs to be

analyzed.

1.3 Research Objectives

The objective of this research is to re-implement anti-Smishing(SmiDCA) in order

to improve the accuracy of Smishing attack using smishing dataset for Ham and

Spam (Almeida, 2017).

1.4 Research Scope

Among the most important methods for communicate in mobile environment are

SMS (short message services), and MMS (multimedia message services which in-

clude pictures and videos). However, in this study, the main focus is SMS. An SMS

comprises up to 160 characters in a single message, and contains SMS features. Fur-
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thermore, testing is based on simulation only. Smishing can merge phishing attacks,

mobile environment, and techniques they used. Figure 1.1 illustrates the relationship

between phishing detecting techniques, phishing attacks and mobile environment.

Figure 1.1
Research Scope

The scope of study is the merge between all phishing detection techniques, phishing

attacks and mobile environment, in the process of developing the new SmiDCA

technique.

1.5 Organization of Dissertation

This research comprises of five chapters. Chapter 1 is the introduction chapter

covers the background of the study, identifies and discusses the problem statement,

research objectives, explains the scope of research, ends with a brief description of the

organization of the dissertation. Chapter 2 introduces the literature review on mobile

computing concepts, and presents three main areas that focus on mobile computing(

architecture, and application), issues on mobile computing, and mobile-base social

engineering. Each of these concepts is comprehensively highlighted and journals with

3



© C
OPYRIG

HT U
PM

studies related to the research topic are identified. In reviewing the literature on in

mobile-base social engineering, gaps and challenges related to problem statement

are identified and discussed. Chapter 3 focuses on the research methodology and

presents the SmiDCA framework in detail. What follows are the proposed research

technique, and implementation by employing python version anaconda 3.5 through

the Kali Linux environment. The results are presented and discussed in Chapter 4

while Chapter 5 offers the conclusions of the study and makes recommendations for

further related research.

4
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