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The aim of this study was to propose a unique communication protocol for
authentication scheme for cloud infrastructure in replacing the key distribution
technique based on public key infrastructure to achieve unconditional security in
cloud with enhanced tight finite key. Currently, there are certain issues pertaining
to confidentiality, integrity and authenticity in cloud systems. In our research we
propose the use of quantum theory to transfer the authentication key via quantum
channel. Referring to quantum theory, every key that we transform into bits cannot
be cloned. This QKD protocol is believed to be able to detect any eavesdropping
activities and provide an effective security. The Quantum Key Distribution (QKD)
protocol used the concept of Multiparty QKD (MQKD) which allows the same key
to be distributed to different parties based on quantum mechanism. A quantum key
server generates a secret key that may strengthen the security aspects. A quantum
key distribution key scheme is imposed in the cloud network to secure the top-
secret message or information and capture the eavesdropper. The existence of
quantum key storage between the cloud provider and cloud client may guarantee
the integrity of communication process that ensures the party is authenticated and
the communication cannot be intercepted. We propose the enhanced tight finite key
scheme for quantum key distribution (QKD) protocol to authenticate multi-party
system in cloud infrastructure. The main attraction is to provide a secure channel
between a cloud client to establish a connection among them by applying the
theories from Von Neumann and Shannon entropies and also Shor's algorithm. By
generalizing these theories we will produce enhanced tight finite key scheme for
quantum key distribution (QKD) protocol to authenticate multi-party system in
cloud infrastructure. Hence we are using quantum channel and also quantum key
distribution (QKD) together with BB84 protocol replacing common channel to
distribute the key.



The result shows that our proposed method could improve the error rate. This is due
to any noise, interference, distortion or bit synchronization during the transmission
of the initial key that error rate can be slightly reduced the error rate by
implementing our new scheme. In other words it can push aside any interference
during the key transmission. Our result shows the authentication level is increased
to 30% compared to existing methods proposed by other researchers. In general, the
current authentication scheme being used is still relatively backward methods
especially in cloud environment. Many of the key aspects of authentication cannot
guarantee effective control, especially in data transmission via a public channel.
From the result we can see there is a significant result on reducing the error rate,
enhanced the authentication level and reduce the possibility of any kind of threat.
The simulation results show that our proposed scheme provides a strong
authentication mechanism. It shows by the low amount of error rate while the key is
distributes among others. In addition, our results show that the proposed scheme
could reduce amount of information leak.
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PENIGKATAN SKIM KERETAIAN KUNCI UNTUK PROTOKOL KUNCI
KUANTUM TERAGIH BAGI PENGESAHAN SISTEM MULTI
PENGGUNA DALAM INFRASTRUKTUR AWAN

Oleh

ROSZELINDA BINTI KHALID

Julai 2018

Pengerusi : Prof. Zuriati Ahmad Zukarnain, PhD
Fakulti : Sains Komputer dan Teknologi Maklumat

Tujuan kajian ini adalah untuk menghasilkan satu protokol pengesahan komunikasi
yang unik khusus untuk infrastuktur awan dengan menggunakan peningkatan skim
keretaian kunci. Buat masa ini terdapat tiga perkara utama yang menjadi isu dalam
aspek keselamatan adalah kerahsian, integriti dan kesahihan maklumat didalam
sistem awan. Di dalam kajian ini kami mencadangkan menggunakan teori kuantum
yang mana kunci pengesahan di hantar melalui saluran kuantum. Merujuk kepada
teori kuantum bahawa setiap kunci yang dihantar mewakili bits tidak boleh ditiru
atau dibuat salinan. Protokol Agihan Kunci Kuantum dipercayai boleh
mengenalpasti kehadiran penceroboh dan memberikan kawalan keselamatan yang
efektif. Protokol Kunci Kuantum menggunakan konsep multi pengguna yang
membenarkan kunci yang sama diagihkan kepada pengguna yang berbeza merujuk
kepada mekanisma kuantum. Server kuantum akan menjana kunci rahsia bagi
memperkukuhkan dari aspek keselamatan. Agihan kunci kuantum ini akan
digunakan didalam rangkaian awan untuk memastikan tahap keselamatan terhadapa
maklumat rahsia tertinggi atau maklumat sulit dicerobohi oleh penceroboh. Dengan
wujudnya pangkalan data kunci kuantum diantara pembekal awan dan pelanggan
awan ianya dapat menjamin integriti proses komunikasi tersebut daripada dipintas.
Kami mencadangkan peningkatan skim keretaian kunci untuk protocol kunci
kuantum teragih bagi pengesahan sistem multi pengguna dalam struktur awan.
Perkara yang menjadi tarikan utama adalah ianya menyediakan saluran yang
selamat diantara pelanggan awan to menghasilkan sambungan antara mereka
dengan mengguna teori daripada Von Neumann, Shannon entropi dan juga
algoritma Shor. Dengan menggunakan teori ini kami menghasilkan peningkatan
skim keretaian kunci untuk protocol kunci kuantum teragih bagi pengesahan sistem
multi pengguna dalam struktur awan. Disamping itu juga, kami menggunakan
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saluran kuantum dan kunci kuantum teragih dengan protocol BB84 bagi
menggantikan saluran yang biasa untuk agihan kunci.

Keputusan menunjukkan skim yang diperkenal ini dapat menambah baik dari segi
kadar ralat. Oleh kerana gangguan luar semasa proses penghantaran kunci utama
yang mana boleh dikurangkan dengan menggunakan skim yang dicadangkan.
Keputusan kami menunjukkan paras kesahihan yang diperolehi adalah meningkat
kepada 30% berbanding dengan kaedah yang diperkenal oleh penyelidik terdahulu.
Secara keseluruhan kaedah pengesahan sedia ada masih menggunakan kaedah lama
terutamanya dalam persekitaran awan. Kebanyakkan perkara utama dalam
pengesahan tidak dapat memastikan kawalan yang efektif terutama semasa trasmisi
data melalui saluran awam. Daripada keputusan kami dapati terdapat keputusan
yang berkesan dalam mengurangkan kadar ralat, peningkatan dalan paras
pengesahan dan mengurangkan kebarangkalian pencerobohan. Melalui keputusan
simulasi, skim yang kami cadangkan menghasilkan mekanisma pengesahan yang
kukuh. lanya menunjukkan jumlah kadar ralat yang berkurang semasa kunci
diagihkan diantara mereka. Sebagai tambahan, keputusan yang kami perolehi juga
dapat mengurangkan ketirisan maklumat.
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CHAPTER 1

INTRODUCTION

This section is designed to explain the importance of information security in the
cloud. Secure communication is the most prominent aspect in digital
communication. Massive amounts of information are transferred over a digital
channel every bits and continuously that includes the top profile information. The
government is aiming for Malaysia to be a data center hub by the year 2017.
Therefore a secured communication channel became a major concern by the
Malaysian government recently. Besides the secured communication channel the
world is moving to cloud computing. Cloud computing requires a secure
communication channel as a medium for transferring the information among the
clouds. Cloud computing technology is a new computing trend in which people
only need to pay for the services without any cost to buy physical hardware. Cloud
computing also defined as Internet-based computing, where people are able to
share resources, software, and information provided by vendors on demand.
Organizations as Cloud Service Provider gain benefits from cloud computing
technology, including low service cost, scalable and flexible network model, and
easy maintenance. Cloud computing model is to allow the service accessible from
anywhere, and the accessibility relies on user demand.

In the era of cyber-attacks and global electronic surveillance, ordinary users,
researchers and security expert are considering any possibilities to secure their
communications. The most demand technique use to secure their communication is
cryptography via the use of an encryption key. Cryptography is working with an
encryption algorithm. The encryption algorithm is where the message needs to be
encrypted and decrypt before the recipient can read the message. Cryptography as
well can be applied to the authentication scheme.

Thus the authentication scheme for a multiparty system is the primary concern for
secure communication in the cloud infrastructure. There are lots of challenges to
secure the interaction among the multiparty system, and one of them is how to
ensure the communication only happens between legitimate users in cloud
infrastructure.

1.1 Background

Apparently, cloud computing are using a cryptography model to ensure their
security level. The used of cryptography model based on complexity assumption.
Also, the user of cloud computing is looking for a storage infrastructure to store a
massive amount of data securely. Cryptography is a method that provides users
with the four top factors of security, which are confidentiality, authenticity,



integrity, and non-repudiation. Depending on the applications, there is a decision
between the elements. The critical aspect and challenge of cryptography is the
secure communication channel to transfer the information.

The secure transmission is begun in 1917 when Vernam (Vernam, 1926) proposed
a One-Time Pad (OTP). With a one-time pad (OTP) the sender and receiver use the
same symmetric secret key to exchange the information. In principle, the key
should not be the same to prevent from being a break. In conjunction with that,
Claude Shannon introduced a new concept of perfect secrecy (C E Shannon, 1948).

According to Shannon the OTP can achieve to ideal secrecy if it satisfies the
dictate requirements. However, to obtain the ideal secrecy is not practical due to
generate the perfect random OTP. In theory, the total secrecy could be possible
because it is more or less deal with the complexity of the calculation. As for now,
researchers are still cannot prove any cryptosystem that can offer perfect secrecy in
real implementation.

Evolving of technology with quantum technology, the barriers and possibility to
achieve the absolute secrecy is possible. As yet, quantum-based cryptography has
obtained the random generation and secure key distribution. Thus, perfect secrecy
will be no more fiction in the future. Despite its promises, Quantum Cryptography
(QC) is still in the early stage of the development phase from the emerging field of
Quantum Information Science (QIS). To achieve the conventional cryptography or
digital cryptography of success, QC needs to endure various challenges and tasks.
This thesis focuses mainly on authenticated secret key distribution for cloud
network using quantum protocol and digital cryptography techniques. Then, the
contributions meant for an efficient scheme that combines the quantum theory and
digital cryptography techniques. Every session in quantum theory will create some
photons that represent keys. Only the selected number of photons becomes bits for
cryptography key. The sender and receiver will use this cryptography key.

The main issue in cloud network is when transferring the information via a
classical channel. There is 80% possibility of the information can be intercepted.
Quantum key distribution has come as an innovation to secure key distribution
process. The second issues that we are tackling are the exchange key generation
rates is still unstable. Therefore, besides having a complexity cryptography
algorithm, we are applying quantum theory to the quantum protocol in cloud
authentication.

1.2 Limitation of Authentication in Cloud Infrastructure

In cloud infrastructure there are several authentication schemes to ensure the
security of the information is in hand. The widely used is Public Key Infrastructure
(PKI) which implement the asymmetric cryptograph. In general PKI is including



the security policies and encryption mechanism. The concept of identifying
dedicated user with public and private makes user gain trust to use it. Basically the
architecture may involve the action of generate, store and manage the keys for
communication purposes. This will produce a key and digital certificate. Mainly in
PKI there are role in order to produce a digital certificate. There will be a
Certification Authority (CA) who may generate the key, Registration Authority
(RA) who may register the legitimate user base on the generate key and Validation
Authority (VA) who may validate the registration. PKI is actually a mechanism for
public key cryptography to publish the public key. It describes the various policies,
their standards, and the necessary software that are used to regulate X.509 based
certificates, public & private keys (Arifeen et al, 2015). In Ziyad & Rehman (2014)
they performed a critical review on providing an authentication mechanism for
cloud infrastructure. They categorized in different needs in specified cloud
infrastructure. Table 1.1 summarizes the literature on digital authentication on the
classical approach to cloud infrastructure. In the context of digital authentication,
most of the literature in the table is using multi-factor authentication to harden the
security. However, we found that there is a threshold where the concept of One-
Time Pad (OTP) as a digital authentication is still being implemented. There is a
possibility the information is breakable. As we have described in the previous
section, OTP is using the same key between the sender and receiver that are prone
to man-in-middle attack.

With this classical approach, each of the information is represented in bits when it
can be transferred via a communication channel. The major limitation in classical
digital cryptography is the bit can be duplicated without any notification.



Table 1.1 : Literature on Cloud Infrastructure Authentication

Method/ Scheme Advantages Disadvantages Future Direction

Authentication in the | The authentication is | The authentication | A strong technique

Clouds: A | executed on the client’s | validation was identified | dedicated for clouds.

Framework and its | behaviour. against a defined | The combination of

Application to threshold. However, the | infrastructure  and

Mobile User best result relies on the | authentication
application. method.

(Chow et al., 2010)

Two Factor | The method is strong and | The method are not cover | Need to design a
Authentication difficult to be hacked and | on mobile application and | system that will
able to protect against | prone to security breach. authenticate the user
(Shen et al., 2010) phishing and  reply with the feature
attacks. other than
possession of the
Mobile phone.
A Strong  User | Proposed a  mutual | The local system does | The framework
Authentication agreement phase in for | password and smart card | needs to provide
Framework for | cloud computing. verification. formal security
Cloud Computing proof.
(Choudhury et al.,
2011)
Two-Factor The mechanism | GOTP technique is not | Using a separate
Authentication introduces Graphical | that much sophisticated | channel apart from
System Based on | One-Time Pad (GOTP) | because of the image | the application
Extended OTP | authentication which can | stored in the server with | server to generate an
Mechanism protect password stealing | plain text format, and the | OTP.
by a man-in-the- middle | images will remain the
(Ku et al., 2013) attack same for all login sessions.
Multi-level Central server supplies | The authentication server | Detail study on
authentication credential to the | is centralised. However, | central
technique for | application server. Hence | there is a possibility of | authentication need
accessing cloud | no multiple | single point failure. to be done.
services authentications for
different applications.
(Dinesha & Agrawal,
2012)
Toward Secure | A Designated Verifier | Compared with related | Additionally, the
Strong  Designated | Signature (DVS) scheme | works, the  proposed | security requirement
Verifier ~ Signature | gives priority to the | scheme also has lower | of unforgeability
Scheme from | sender and receiver | computational costs. against  Existential
Identity-Based recognised them self by Forgery on Adaptive
System signature. The signature Chosen-Message
based on identity. It is Attacks (EF-CMA)
(Lin, 2014) not allow to send any formally proven in
data to third party the random oracle
without verification. model.
Continuous and | Using multimodal trusted | Issues on transparency | A scheme more
transparent authentication  scheme | universality, user-friendly and




Method/ Scheme Advantages Disadvantages Future Direction

multimodal with biometric | interoperability, flexible to apply on
authentication: authentication have an | scalability, high | any kind of network
reviewing the state | issues regarding the | performance, and real | architecture.
of the art universality and | data.

circumvention.

(Al Abdulwahid et
al., 2016)

1.3 Classical Authentication Protocol in Classical Communication Protocol

The authentication of public messages is a fundamental problem nowadays in
network communications (Assis et al, 2012). The scenario is when two parties
going through a communication there a must be a message to send out. Let’s say
we have Alice and Bob as a playing actor in this scenario. Alice will send her
message via a public channel. In order to ensure it authenticity, the message will
send together with the identifier. Most of the mechanisms are using the tagging
system as an identifier. With the tag, Bob could verify either the message is
genuine or being tampered. Now, we put the situation whereby the communication
process is prone to attack. Here Eve role as an intruder. She will try to intercept the
message by sending the false tag. However, Bob will only transfer the message to
Eve only when he believe the tag is true. We may see, in this situation even in
secure communication where we provide the encryption mechanism of the
message, the authentication tag may resolve the secrecy issue and authentication
issue. The authentication is the critical components for any kind of digital system.
Quantum key distribution (QKD) offers unconditionally secure message transfer by
providing a dedicated channel. The idea behind QKD is to send an authentication
using a key to ensure the message receive by the authenticate user. According to
research perform by (Rass, 2007) there are no approach to secure the
communication from the man-in-middle attack. The common mechanism that is
being used is password authentication. In a huge communication network the
authentication architecture has been move to the use of public key and private key
concept. Public key and private key concept is implemented in Public Key
Infrastructure. However, in public key infrastructure there are still prone to man-in-
middle attack because the unauthorized user could mimic the legitimate user by
copying the key. (Rass, 2007) has introduced the authentication method in quantum
network by exchanging the secret keys using quantum cryptography. Some of the
existing authentication schemes established on client-server architecture been
reviewed. Authentication is a simple function where one party presents a set of
credentials to a system. If the credentials have a match on the system, the system
returns a value that represents authorization; otherwise, it does not. The purpose of
authentication is to verify that the specific information presented represents a
request to be authentic from a specified entity (Bresson & Chevassut, 2001;
Cariolaro, 2015).




Currently, most of the web-based systems are using a simple ID/password
mechanism for achieving the goals associated with the identification and
authentication. One of the most popular and earliest remote user authentication
schemes was suggested by Lamport (1981); the server kept the hashed value of a
user’s password. In Lamport’s scheme, password table was used to verify the
legitimacy of users, but if this password table is compromised, stolen, or modified
by an adversary, then the system could be partially or completely compromised.
Some more recent smart card based password authentication schemes have also
been proposed (An, 2012; Huang, Liu, & Chen, 2013; Li, Niu, Khurram Khan, &
Liao, 2013). Earlier age, Shoup-Rubin (Shoup & Rubin, 1996) proposed an
extension of the Bellare-Rogaway (M.Bellare, 1995) model which based on three-
part key distribution protocol. Smartcard is used to store the long-term secret key
and assumed that the smart card is never be compromised. The scheme falls in the
one-factor category as two-factor schemes can be broken by compromising both
the factors only. Liao et al. (2006) and Ziyad & Rehman (2014) tried to consolidate
some passwords and smartcard-based properties and proposed two-factor smart
card and password authentication scheme, which is still vulnerable to many attacks.
Cloud computing is a variant of client-server architecture, where, thousands of
clients use the same infrastructure on a large scale.

Consequently, it needs stronger authentication than the conventional client-server
internetworking system. Banyal et al (2013) have proposed public key and mobile
out of band based authentication for cloud computing. Some systems use more
complicated authentication using the smartcard system Pippal et al (2012), where a
user typically has an ID, a password, and also a time-generated passkey from the
smart card which changes every 60 seconds. It represents the case possessing
something physically. Other types of authentication that involve our body
recognition is known as biometrics authentication. So, far these types of
authentication consider the most secure authentication method because of the
uniqueness of our body. Parts of the body usually use as the identifier are
fingerprints and retina scan. The key of security is actually begin with the
authentication. The security breach usually happened when there is unauthorized
user trying to attempt the attack. If at the first layer we have strengthened it, there
is no way the unauthorized user could intercept into our system. However, in
current authentication there are security flaws that we can still mitigate. We
frequently use the password, but we must aware that these types of authentication
are prone to any kind of man-in-middle-attack (Banyal et al., 2013).

1.4 Key Distribution Scheme and Digital Cryptography

Cryptography is the problem solver involving two or more parties that may involve
complexity to gain trust from one another. The issue happened when in digital
communication they need to send a secret message. Supposedly two parties are
required to communicate secretly. There are two types of cryptographic which are
private key cryptosystem and public key cryptosystem.



With private key cryptosystem two parties will assign, the sender and receiver. The
sender and receiver will communicate by sharing a private key. Sender need to
confirm the form of the key to encrypt the message before send to receiver. The
cryptography process will happen here, where the message will get encrypted and
then decrypted. The message needs to decrypt using the shared key for the original
message. The shared key must be a private key for the sender and receiver. Only
sender and receiver who have the private key could have the original message.
However, there are issues regarding private key cryptosystems. Most of the
researchers are question on how to distribute the key. They found, the main issue is
the communication that been used for a while. The communication channel allows
the intruders to intercept the key exchange process that may lead to main-in-the-
middle attack. Then the intruders can decrypt the message with the intercept key.

Quantum computation and quantum information researchers are fully utilize the
quantum mechanics theory in their implementation. By the implementation of
quantum mechanics in computation and information they believe the computer
performance will be speed up compare to supercomputer. In line with that, the
security aspects should be contemplated as well. The researchers have discovered
that quantum mechanics could be imposed in the concept of key distribution. Thus,
the security in the communication over the quantum channel cannot be
compromised. With quantum mechanics, the information is transform into light
photon. It is impossible for the light to be copied or mimic. Here the quantum key
distribution has been introduced. The quantum key will be shared among the
legitimate parties. When there is interference during the quantum key distribution,
the legitimate parties will notice it, and the communication will be aborted
immediately.

1.4.1 Thrust for Quantum Key Distribution

In order to gain customer trust, most of the organizations are focusing in the
reliability and security aspects. The existing method as such, digital authentication
has been used but the flaws is still exist. Looking into the solution, a method with
quantum mechanics theory has come to save the world. It is quantum key
distribution that people may see a great solution to secure the key distribution
process. QKD has a big potential to take place in today’s world. It may ensure the
integrity of the top secret message whereby. The QKD implementers believe that
the current digital technology does need this kind of new technology. Most of the
cyber-attack towards the communication channel becomes ordinary. The fix must
be at the communication channel, and for sure the technique should be aligned with
it. We must say there are huge different between the classical approach and QKD.

Asymmetrical cryptography or known as public key cryptography have a debate
among the security expert. The proof that shows that it cannot be broken is still
unclear. The idea is to exchange the key without any disturbance from intruders
and to ensure there are no leaking key. It needs to implement neither in



conventional computing nor quantum computers. Even in QKD the concept of
asymmetrical cryptography are been used. There will be an exchange the secret key
between the legitimate parties. Theoretically QKD has a proof that it going to be
secure in terms of man-in-middle attack. This is because the use of photon in key
distribution. In industrial field the integrity of the data is a must. Information
leakage is a crucial issue for them to handle. When the data or information located
in the cloud infrastructure many of the industrial players afraid that their top secret
will be disclosed or steal by unauthorized user. QKD would replace the
conventional cryptography to achieve the perfect secrecy of the information.
Despite of this, QKD could be deployed in quantum networks, classical
communication network and in cloud network. As for organization, it is surely the
best mechanism for banks, ministries and any kind of related industries in order to
secure the message delivery over the communication network.

1.4.2 Limitation of Key Distribution and Digital Cryptography

Kiichlin (1987) proposed the public-key encryption with RSA. The message is
transferred via public channel which is not secure. With the public-key encryption
with RSA the can identify the unauthorized users who try to intercept the message.
However, it been protected by the private key. Only the user who has the dedicated
can read the message. Here the concept of encryption and decryption been used.

The proposed authentication scheme in this thesis is a quantum key distribution
with enhanced tight finite scheme mechanism that can be imposed in cloud
infrastructure. Table 1.2 summarized the digital authentication in Buhari et al
(2012).



Table 1.2 : Literature on Digital Authentication

Protocol Characteristics Mechanism Advantages Limitation
Challenge- Authenticates a user | Shared secret | Protection against: | The distribution
Handshake or network host to | key, One-way | Replay attack of the secret key.
Authentication | an  authenticating | hash  function,
Protocol entity. three-way
(CHAP) handshake
CRAM-MD5 SMTP mail agent | A hash function, | Resist to a Replay | Lack of Mutual
authentication concatenation, attack Authentication,
Fresh random Storage of
challenge password,
Vulnerable to
dictionary attack
Kerberos Network Issue tickets, | Mutual Single point of
authentication Trusted the third | Authentication, failure,
protocol over an | party, Resist to Replay | Vulnerable to
insecure channel attack and | man-in-middle
eavesdropping attack.
Time constraints.
Otway—Rees Network Usage of the | Resist to Replay | Vulnerable to
protocol authentication Nonce, session | attack and | Intercept and
protocol over an | identifier, Server. | eavesdropping resend attack
insecure channel
Needham— Network The shared secret | Establish  session | Key distribution
Schroeder authentication key, server key and mutual
protocol protocol over an authentication
insecure channel
Wide Mouth | Network Global clock, | Resist replaying | Key distribution
Frog protocol authentication Server, shared a | attack and | and required
protocol over an | secret key, BAN | eavesdropping. trusted server
insecure channel logic Detection of
modification
CAPTCHA, Network user | Images Widely used in | Availability.
reCAPTCHA identification non- webmail
cryptographic
scheme
Distance- Cryptographic Delay time, | Widely use  in | Availability
bounding protocols that | Radio frequency | identifying protocol
protocol enable a verifier to | implementation
establish an upper
bound on  the
physical distance to
a prover
Physical PUF is a function | Hardware Resist to spoofing | Practical
Unclonable that is embodied in | implementation attacks implementation
Function or | a physical structure | of the  hash and generality
PUF and is easy to | function,

evaluate but hard to
predict.




Table 1.3 : Literature on Public Key Cryptography

Strengths

Weaknesses

The asymmetric in public-
key cryptography allows it a
sizable  advantage
symmetric-key algorithms.

over

Asymmetric keys is longer than keys in secret-cryptography to have
equivalent security.

Keys in asymmetric cryptography are also vulnerable to brute force
attacks than in secret-key cryptography.

The wunique private and
public keys provided to each
user allowing
conduct secure exchanges of
first
needing to devise some way

them to
information without

to swap keys secretly.

Public-key cryptography also has vulnerabilities to attacks such as the
man-in-the-middleattack. In this situation, a malicious third party
intercepts a public key on its way to one of the parties involved. The
third party can then instead pass along his or her public key with a
message claiming to be from the original sender. An attacker can use this
process at every step of exchange to successfully impersonate each
member of the conversation without any other parties knowing this
deception.

Key distribution is only a method on how to secure the key while it been
exchanged. The key involved in this method are public key, private key and secret
key. On the other hand, the process needs the digital signatures as a verifier to
authenticate the message. The sender would send the private key while the message
had been encrypted. Only recipient who have the authorized private key could
decrypt the message. This is to ensure the integrity of the message and to identify

the dedicated users.

1.5 Quantum Communication Protocol

Theoretically the quantum keys is impossible to prone even quantum computing.
Throughout the previous research they believe this technology could overcome the
issue in the classical form of encryption. However, in security there a no such
things that it cannot be tampered. Apparently the quantum communication is still
vulnerable to cyber-attacks and human failure. Thus, quantum encryption promises
to provide the unbreakable mechanism to quantum secured communication system.

Initially the idea of Quantum key distribution (QKD) is to provide a platform to
transfer a secret key is a secure manner. By applying the quantum mechanics, the
form of key itself has been secure. The well-known QKD protocol is BB84
published by Bennett and Brassard in 1984. In terms of security aspect it still
unambiguous. Most of it is the theoretical finding compare to experiment findings.
To conduct an experiment it may cost a lot of money. Despite all this, there many
researchers has coming out with their security proof of using the QKD. As for now,
the most stable protocol for QKD is BB84.
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1.6 Motivations

Securing the authentication process may attract our attention to introduce a new
scheme for cloud infrastructure network. Referring to Gartner’s prediction by the
year 2016 (http://www.gartner.com/it/page.jsp?id=2060215) most of the
organization may move their data to the cloud. The cloud services may be in
demand and have many competitors. The only aspect that can gain trust from the
user to use their services provides them with the highest security level in their
services. The information that may place in the cloud server might be a very high
profile document and confidential. They must ensure that the information could be
access by only dedicated users. Recently the digital cryptography has been
emerged and cultivated. Nevertheless, not all digital cryptography may suit will all
the needs especially in digital transaction. It is prominent in all digital worlds
especially when it relates with authentication and authorization. It is needs to
include the elements of security, easy to handle, easy to maintain, and stable.

The main motivation of this thesis is to construct an authentication scheme with
quantum key distribution protocol dedicated for multi-party system in cloud
infrastructure. Since, the quantum authentication protocols are in its early
development stage, designing a simple and effective scheme would be the first step
towards the big goal. This scheme concept does not only to combine the quantum
authentication and quantum communication but also to provide a systematic flow
of information.

The highlight of this research is to combine quantum authentication scheme and
cloud infrastructure that include multi-party quantum key distribution protocols.
Hence, in every set of the transaction, quantum user authentication can be
achieved.

1.7 Problem Statements

The authentication scheme for multi-party system in cloud infrastructure is still a
major concern among the users and researchers. When the high confidential
information has to be transfered among the cloud user the channel should be able to
prevent from any interception from intruders that may lead to information leakage.
In this situation the communication channel and the protocol must ensure the
communication is only happened between the legitimate users in cloud
infrastructure (Chang, Zhang, Yan, & Sheng, 2013). Other digital cryptography
method or Public Key Infrastructure has been introduced but the percentage of
information leakage is high. We found that the issue is pertaining to the security of
the secret key that is going to be shared among in cloud infrastructure and the
communication channel. Each of the cloud clients will be identified by their secret
key.
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Recently, the research on quantum communication channel is on demand.
Researchers found that the quantum channel could replace the classical channel to
distribute a secret key (Technology, 2012). The secret key transmission is through
QKD. The basic property of QKD is able to detect eavesdropping. Through QKD
the secret key is transformed into quantum bits. It is difference with the classical
approach where the secret key is transformed into bits. In quantum bits, the
information of the secret key is represented in photon. The information present in
photon cannot be copied.

Despite the literature on the quantum key distribution that we are going to apply in
the cloud infrastructure, there are gaps that we found out. The existing scheme for
secret key which are tight finite key proposed by (Tomamichel, Lim, Gisin, &
Renner, 2012) is exposed to the finite key distillation that may lead to key loss.
The secret key rate is mainly affected by the detection. Hence, in Quantum Key
Distribution the main issue is the number of signals exchanged between two
parties. Number of signal may the reflect the security of the final key that will be
distributed among the legitimate parties. (Matsumoto, 2007) has introduced the
Multi-Party QKD to enable the secret key to be shared between two parties.
However, the deficiency of efficient quantum user authentication from the previous
research in terms of security compromise due to dishonest member becomes our
main concern.

1.8 Research Objectives

The main objective of this entire research is to propose a secure authentication
method for multi-party system in cloud infrastructure by using a Quantum Key
Distribution (QKD) with enhanced tight finite key scheme. As such, there are three
other specific objectives to achieve in this research.

The specific objectives are:

1. To enable the involved party to securely distribute a secret keys that can be
used for securing further communication

2. To develop an enhanced tight finite key scheme for QKD protocol to
authenticate multi-party system in cloud infrastructure

3. To develop a higher key rate for cloud multiparty quantum authentication
protocol based on a modified, enhanced tight finite-key analysis and shared
a secret key. The cluster of cloud client is called as cloudlets. Thus, in the
proposed scheme there will be a cloudlet secret shared key. The higher key
rate is measured by the conversion of the shared secret key among parties.

12



1.9 Research Scope

The scope of this research is to develop a secure authentication scheme with QKD
for multi-party system in cloud infrastructure in which the following will be taken
into consideration throughout the research. Cloud infrastructure is indicated for two
types of cloud platform which are public and private. The comprehensive
assumption is explained in each chapter:

a) Users in multi-party system established enhanced tight finite key between
them using QKD mechanism.

b) Classical channel is authenticated. The message is sent in the form of
encryption. Intruder may able to intercept the message.

c) The intruder can take over a quantum channel.

d) It is the noiseless quantum channel which means it is free from any kind of
interference.

e) The calculation is only on single photon. The assumption is, each message
and key are sent in the form or single photon.

f) Prerequisite for multi-party user in cloud infrastructure is three legitimate
parties who are Alice, Bob and Charlie.

g) The transmission of shared secret keys between sender and receiver are on a
secured channel.

The proposed authentication scheme will be implemented in cloud infrastructure. It
may involve the quantum cryptography together with digital cryptography. The use
of quantum cryptography is to provide a quantum channel and the use of single
photon to transfer the message and exchange the key. On the other hand, we are
still using the digital cryptography to authenticate the message. We are going
through the Quantum Key Distribution process where we need to exchange the key.
Exchanging the key will be happened in the quantum channel and transferring the
message in via a public channel. In this thesis our focus is to provide a scheme for
key distribution. Eventually, we will use the BB84 protocol to measure it
effectiveness.

The experimental setup will be based on BB84 protocol. In the simulation model,
there are all the phases involved including polarized based discrete variable QKD.
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We mimic all the basic components that are required in quantum communication
in the simulation.

1.10 Thesis Organization

This thesis is divided into seven chapters. The first chapter defines cloud
infrastructure authentication and its various approaches, and the problem of current
authentication analysis methodologies is presented. Chapter 2 discusses the current
techniques used for cloud authentication, the problems associated with ad-hoc
analysis, and several attempts at formal analysis methodologies. The third chapter
presents the formalized methodology and techniques for a complete cloud
authentication method with a quantum key distribution protocol; this chapter
provides the bulk of the theoretical contributions of this thesis. The focuses are on
the logical structure of the techniques and how they are applied. The fourth chapter
is a collection of proposed method that is performed with this thesis’ formalized
analysis methodology; this chapter demonstrates the result analysis that is the
contribution of the thesis. Chapter 5 describes the simulation process to prove the
proposed method. Chapter 6 will describe the finding of implementing the quantum
theory and digital authentication approach in cloud infrastructure. In the final
chapter, Chapter 7 may conclude the whole thesis chapter and highlight the
contribution of the thesis.
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