
 

  
 

UNIVERSITI PUTRA MALAYSIA 
 
 
 
 
 
 
 

HETEROGENEITY POLICY EVALUATION WITH MODALITY CONFLICT 
ANALYSIS 

 
 
 
 
 
 
 
 

TEO POH KUANG 
 
 
 
 
 
 
 
 
 

FSKTM 2017 69 
 
 

 



© C
OPYRIG

HT U
PM

HETEROGENEITY POLICY EVALUATION WITH MODALITY CONFLICT 
ANALYSIS 

By

TEO POH KUANG 

Thesis Submitted to the School of Graduate Studies, Universiti Putra 
Malaysia, in Fulfillment of the Requirements for the Degree of Doctor of 

Philosophy 

March 2017 



© C
OPYRIG

HT U
PM

i 

All material contained within the thesis, including without limitation text, logos, 
icons, photographs and all other artwork, is copyright material of Universiti 
Putra Malaysia unless otherwise stated. Use may be made of any material 
contained within the thesis for non-commercial purposes from the copyright 
holder. Commercial use of material may only be made with the express, prior, 
written permission of Universiti Putra Malaysia.  

Copyright © Universiti Putra Malaysia



© C
OPYRIG

HT U
PM

i 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in 
fulfilment of the requirement for the degree of Doctor of Philosophy 

 
 

HETEROGENEITY POLICY EVALUATION WITH MODALITY CONFLICT 
ANALYSIS  

 
 

By 
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Faculty  : Computer Science and Information Technology 

Policy evaluation is a process to determine whether a request satisfies the 
access control policies. There are two main phases in the policy evaluation, 
namely: (i) matching the attribute values of a request and a policy, and (ii) 
detecting modality conflict. Existing policy evaluation engines utilized a simple 
string equal matching function, but they do not explore naming heterogeneity. 
The authorizations could be propagated according to the inheritance 
relationships between concepts along not only subject, resource, action, but 
also location hierarchies. This thesis aimed to propose matching functions 
which are not limited to string equal matching function that aim to resolve 
naming heterogeneity, namely: synonym equal, hyponym, syntactical-synonym 
equal, syntactical-hyponym, syntactical equal, hyponym common word, and 
abbreviation equal. An authorization propagation rule is proposed to identify the 
applicable policies, which relies on inheritance relationships between concepts, 
on the basis of the partially ordered structures obtained by classifying subject, 
resource, action, and condition attributes. Our solution assists the policy 
administrators in filtering out the irrelevant policies which helps them to resolve 
the modality conflict among the applicable policies before the actual policy 
evaluation taken place. We have evaluated the effectiveness of our proposed 
solution on real XACML policies for university, conference management, and 
health-care domain. Our solution resulted lower percentage of R but higher 
percentage of P and F for all sets of policies when more attributes are 
considered in retrieving the applicable policies and in detecting the modality 
conflict compared when these constraints are not considered. Our solution 
achieved the higher percentage of P, R and F in matching the attribute values 
of a request and a policy, in retrieving the applicable policies, and in detecting 
modality conflict as compared to the previous work. The accuracy of the 
proposed solution indicates that our proposed solution is better than the Sun's 
XACML implementation in policy evaluation. 
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PENILAIAN POLISI KAWALAN CAPAIAN PENAMAAN KEPELBAGAIAN 
DENGAN ANALISI KONFLIK MODALITI  

Oleh 

TEO POH KUANG 

Mac 2017

Pengerusi : Hamidah Ibrahim, PhD 
Fakulti : Sains Komputer dan Teknologi Maklumat 

Penilaian polisi adalah satu proses untuk menentukan sama ada permintaan 
memenuhi polisi kawalan capaian. Terdapat dua fasa utama dalam penilaian 
polisi, iaitu: (i) memadan nilai atribut permintaan dan polisi, dan (ii) mengesan 
konflik modaliti. Enjin penilaian polisi sedia ada menggunakan fungsi string 
equal matching yang mudah, tetapi mereka tidak meneroka kepelbagaian 
penamaan. Kebenaran boleh disebarkan berdasarkan hubungan warisan di 
antara konsep bukan sahaja subjek, sumber, dan tindakan, tetapi juga lokasi 
hierarki. Tesis ini adalah bertujuan untuk mencadangkan fungsi pemadanan 
yang tidak terhad kepada fungsi string equal matching yang bertujuan untuk 
menyelesaikan kepelbagaian penamaan, iaitu: synonym equal, hyponym, 
syntactical-synonym equal, syntactical-hyponym, syntactical equal, hyponym 
common word, and abbreviation equal. Peraturan penyebaran kebenaran 
dicadangkan untuk mengenal pasti polisi yang boleh dilaksanakan, yang 
bergantung kepada hubungan warisan antara konsep, atas dasar struktur 
turutan separa yang diperolehi dengan mengklasifikasikan atribut subjek, 
sumber, tindakan, dan keadaan. Penyelesaian kami adalah untuk membantu 
polisi pentadbir dalam menapis polisi yang tidak berkaitan dengan membantu 
mereka menyelesaikan konflik modaliti di antara polisi yang boleh dilaksanakan 
sebelum penilaian polisi yang sebenar berlaku. Kami telah menilai 
keberkesanan penyelesaian kami ke atas polisi XACML yang sebenar untuk 
domain universiti, pengurusan persidangan, dan kesihatan. Penyelesaian kami 
menghasilkan peratusan yang lebih rendah R tetapi peratusan yang lebih tinggi 
P dan F untuk semua polisi set apabila sifat-sifat yang lebih terlibat dalam 
mancapai polisi yang boleh dilaksanakan dan mengesan konflik modaliti 
berbanding apabila kekangan ini tidak terlibat. Penyelesaian kami mencapai 
peratusan yang lebih tinggi P, R and F dalam memadankan nilai atribut 
permintaan dan polisi, dalam mancapai polisi yang boleh dilaksanakan, dan 
dalam mengesan konflik modaliti. Ketepatan penyelesaian yang dicadangkan 
menunjukkan bahawa penyelesaian yang dicadangkan adalah lebih baik 
daripada pelaksanaan Sun's XACML dalam penilaian polisi. 
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CHAPTER 1 

INTRODUCTION 

1.1 Overview 

With the fast advancement of information technology, collaborative applications 
such as distributed, heterogeneous, or autonomous systems have been 
developed for sharing information and services. Most business organizations 
from small and medium sized to large multinational corporations can hardly go 
into operation without having to rely on information. Each of these business 
organizations will produce their own high volumes of data. A distributed system 
is a collection of independent computers that appears to its users as a single 
coherent system for data sharing and resource provisioning. Distributed system 
often belongs to different security domain, which is governed by different 
authorities employing heterogeneous protocols, vocabularies, data models, and 
organization structures. Moreover, distributed systems are often dynamic, with 
systems joining and leaving the collaboration at runtime. These collaborations 
are not fixed a priori, but can dynamically change over time as new parties join, 
leave, or change their responsibilities and objectives. Thus, there is a growing 
concern for security of data for supporting a widespread distribution of 
resources and collaboration of autonomous systems in a distributed 
environment to avoid unintended security leakages by unauthorized disclosure. 
 
 
Access control is the process of mediating every request to resources and data 
maintained by a system which determine whether the request should be 
granted or denied (Samarati & di Vimercati, 2001). The authorization decision 
is enforced by a mechanism implementing regulations established by an 
access control policy. An access control policy determines who is authorized to 
have access to what resources and under what conditions. Policy-based 
management has emerged as a software model that simplifies and automates 
the administration of computing systems by incorporating decision-making 
process into its management components (Liu et al., 2011). A common 
requirement is represented by the need to assure security for the shared 
resources through access control policy. Policy languages fulfill such 
requirement by offering formalisms and related tools supporting the 
specification and analysis of such rule sets. Various types of access control 
policy have emerged, such as Discretionary Access Control (DAC), Mandatory 
Access Control (MAC), Role-Based Access Control (RBAC), and Attributed-
based Access Control (ABAC) which defined what should, and what should 
not, be allowed, and, in some sense, to different definitions of what ensuring 
security means (Samarati & di Vimercati, 2001). DAC policies control access 
based on the identity of the requestor and on access rules stating what 
requestors are (or are not) allowed to do (Bokefode Jayant et al., 200 
9999914). MAC policies control access based on mandated regulations 
determined by a central authority. RBAC policies control access depending on 
the roles that users have within the system and on rules stating what accesses 
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are allowed to users in given roles. ABAC defines an access control paradigm 
whereby access rights are granted to users through the use of policies which 
combine attributes (user, resource, environment, etc) together. ABAC provides 
fine-granularity, high flexibility, rich semantics and easily extended to support 
RBAC model for organizations that need greater collaboration and data sharing 
(Cavoukian et al., 2015).  
 
 
We focus our work on access control system which is based on DAC model. 
The eXtensible Access Control Mark-up Language (XACML) is used to specify 
the policy since it is the OASIS standard language and the standard defines a 
declarative access control policy language implemented in XML format, which 
is able to express a policy in terms of rules over different kind of attributes of 
entities. Rules are then collected into policies and combined with rule 
combining algorithms. Such algorithms are used to define precedence in the 
application of rules if more than one of them is applicable for a single request. 
However, even the creation of XACML policies is well supported, it is still an 
ongoing work and no standard approaches have been widely accepted to 
evaluate and verify the authorization decision of a policy.  
 
 
Policy evaluation is a process to determine whether a request satisfies the 
access control policies. The attribute values of a policy are compared to the 
attribute values of a request. The policy is considered applicable to the request 
if these values matched with each other. A practical distributed policy 
evaluation framework should be able to support autonomy in policy 
specification as well as interoperability among parties and policy portability 
(Trivellato et al., 2009). The issue of interoperability arises as policies have to 
be understood by all parties. In other words, each party shall be able to interact 
with other unambiguously and express its policy autonomously regardless of 
which parties have already joined the collaboration. When heterogeneous 
systems form coalitions that transgress the traditional boundaries among 
organizational, cultural, and legal units, interoperability process is required to 
enable mutual understanding among parties. Consider a collaborative scenario 
in which system partners need to compare their access control policies in order 
to understand if similar kind of users has similar capabilities. These kinds of 
requests are of particular interest in a distributed environment where users 
belonging to partner organizations may have the rights to access shared 
resources. 
 
 
Matching the attribute values of a request and a policy and resolving modality 
conflict are two main phases in the policy evaluation that need considerable 
attention as the outcomes from these phases influence the correctness and 
completeness in defining the authorization decision to either authorize the 
request or deny the request. XACML policy evaluation process basically works 
as follows: A subject (e.g. a professor) wants to perform an action (e.g. modify) 
on a protected resource (e.g. grades). The subject submits this request to the 
Policy Enforcement Point (PEP) that manages the protected resource. The 
PEP formulates such a request using the XACML request language. Then, the 
PEP sends the XACML request down to the Policy Decision Point (PDP). The 
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PDP checks the request with its XACML policy and determines whether the 
XACML request should be permitted or denied.  
 
 
Finally, the PDP formulates our solution aimed to resolve the naming 
heterogeneity in matching the attribute values of the requests and the policies 
and detecting modality conflict among the applicable policies. Our solution is a 
filtering step to filter out the irrelevant policies which helps the policy 
administrators to resolve the modality conflict with these potentially applicable 
policies during policy evaluation.  
 
 
1.2 Problem Statement 

Due to the dynamism and complexity of collaborative applications, the 
authoring and implementation of policies are usually a distributed process 
(Bertino et. al, 2009) because each of the distributed organization would likely 
be designing their policies autonomously to serve their particular authority 
principle concern regardless of which parties have already joined the coalition. 
However, there are a lot of obstacles such as lack of mutual trust and lack of 
understanding of each other's needs in this collaboration environment. Each 
site of the distributed organizations has autonomous processing capability by 
enforcing its own security considerations. Thus, the policy across multiple 
organizations may be stated using different terms and hence, naming 
heterogeneity and modality conflict may exist.  
 
 
An issue to be addressed is naming heterogeneity, which in turn depends on 
the types of variation that occur between attribute values. Naming 
heterogeneity arises owing to the use of different combinations of characters to 
represent the same term (syntactic variations), including for instance 
typographical errors, or similar terms belonging to different grammar 
categories, and different terms which have the same meaning (terminological 
variations) (Castano et al., 2004; Ferrini, 2009). If two parties use the same 
vocabulary for expressing their respective attribute values, then the process is 
straight forward. As a first step towards enabling mutual understanding and 
thus interoperability among parties in a distributed environment, syntactically 
and terminologically approaches are important to use for aligning their 
vocabularies. Existing works (Mazzoleni et al., 2008; Rao et al., 2011; Dia & 
Farkas, 2012; Zhao, 2012; Proctor, 2004; Liu et al., 2011; Ngo et al., 2015) 
assumed a complete agreement among the parties on the vocabulary used to 
denote attribute values and to describe the concepts and relationships that 
characterize a given application domain.  
 
 
The works by Mazzoleni et al. (2008), Rao et al. (2011), Zhao (2012), and Dia 
& Farkas (2012) simply adopted simple syntactical analysis to identify policies 
specifying the same target attribute and their conditions are mutually satisfiable 
in their policy integration methodology. While some of the works focused on the 
simple syntactical analysis on the action and condition attributes but more 
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complex semantic analysis on the subject and resource attributes (Ioannidis, 
2005; Shafiq et al., 2005). However, we cannot expect such policies to be 
integrated and harmonized beforehand because policies may dynamically 
change in large dynamic environments. Policies integration methods among 
various collaborating parties could get very complex due to domain 
heterogeneity and different vocabulary of each organization provided for their 
policies.  
 
 
Several works argued that the collaborative partners may need to perform 
policy similarity by comparing their access control policies in order to determine 
which requests will be permitted among the policies and which will not (Lin et 
al., 2007; Ferrini, 2009; Lin et al., 2013). The policies being compared for 
similarity may use different vocabularies and, hence, have syntactic or 
terminological variations of attribute names and categorical values. 
Nevertheless, the look-up thesaurus used in these works (Lin et al., 2007; 
Ferrini, 2009; Lin et al., 2013) needs user intervention to specify a domain 
interest. As a result, the models that utilized external resources such as domain 
specific thesaurus are not general enough. The look-up thesaurus is usually 
specified manually based on domain specific knowledge. This is a tedious, time 
consuming and error-prone process, which is a growing problem given the 
rapidly increasing number of policies. Furthermore, these works required 
different collaborative parties to provide their individual and independent 
policies that may be misused by adversaries to reveal sensitive information 
among those policies that may lead to unintended breach of privacy.  
 
 
Due to the difficulty of integrating different schemas from different organizations 
into a global schema, it is necessary for us to explore the idea of making 
heterogeneous interoperable without using a global schema (Zisman & Kramer, 
1995). A string matching function is the primary function in policy evaluation in 
identifying the relationships between a request and the policies based on the 
string elements. Existing policy evaluation engines (Proctor, 2004; Liu et al., 
2011; Ngo et al., 2015) utilized a simple string equal matching function for 
dynamic policy evaluation which fits in the large scale of distributed systems, 
but they are still limited since they do not explore naming heterogeneity and 
they assumed that different terms represent different concepts in matching an 
attribute value of a request to an attribute value of a policy. It would be 
unrealistic to assume that different organizations from different security 
domains would share the same vocabulary to represent their policies. More 
complex matching function which attempts to achieve effectiveness, has been 
one of the main tasks in policy evaluation. Existing works still lacked solution to 
automatically resolve naming heterogeneity and it is yet to validate whether the 
results returned by the evaluation engines are accurate. According to Shvaiko 
& Euzenat (2005), string-based, language-based techniques and linguistic 
resources can be used to automatically resolve the naming heterogeneity 
instead of using look-up thesaurus in order to reduce human involvement. 
 
 
With the increasing popularity of distributed systems and collaborative 
applications, there is a need to apply a conflict analysis method in policy 
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evaluation. Modality conflict is another issue in policy evaluation which arises 
because of the existence of both positive and negative authorizations for a 
given subject-object1 pair in policy evaluation. Traditional modality conflict is 
determined by authorizations of opposite effect (indicated by + and -) that is 
applied to the same subject, object, and action simultaneously (Moffett & 
Sloman, 1994; Lupu & Sloman, 1997; Damianou et al., 2002; Boutaba & Aib, 
2007; Damiani et al., 2006). However, the authorizations could be propagated 
according to the inheritance relationships between concepts, on the basis of 
the partially ordered structures obtained by classifying not only subject, 
resource, and action, but also condition. This is required to ensure consistency 
in authorization decision as the multiple inheritance paths in the hierarchy may 
lead to the same requested attribute value (Mohan et al., 2011). 
 
 
Several studies focused on the design, implementation and evaluation of a 
mechanism that can be used by policy administrators to proactively detect 
conflict XACML policies among a set of policies in a policy database (Kamoda 
et al., 2005; Russello et al., 2007; Adi et al., 2009; Singh & Singh, 2010; 
Brodecki et al., 2012; Xia, 2012; Hu et al., 2013; Neri et al., 2012; Shaikh et al., 
2016; Stepien & Felty, 2016). Nevertheless, these works are mainly focused on 
the modality conflict detection and resolution among the attribute values of 
policies once a new party joined the collaboration. The conflict analysis is 
generally much slower during policy design time especially for an organization 
which contains policies of larger sizes (Mohan. et al., 2011). 
 
 
Several works have been devoted to the topic of propagation of authorizations 
in distributed systems according to the inheritance relationships between 
concepts which may cause modality conflict (Bertino et a1., 1998; Jajodia et al., 
2001; Damiani et al., 2006; Adi et al., 2009; Mohan et al., 2011; Brodecki et al., 
2012; Shaikh et al., 2016). Typically in a large distributed system, when a user 
sends a request to execute an action, if there is no explicit authorization 
specified for the user, there must be some way to propagate authorizations for 
the user (Jajodia et al., 2001). In other words, the authorization policies may be 
propagated according to the inheritance relationships between concepts which 
may cause inconsistencies.  
 
 
The concern of these works (Bertino et a1., 1998; Jajodia et al., 2001; Damiani 
et al., 2006; Mohan et al., 2011; Brodecki et al., 2012; Shaikh et al., 2016) is 
only on the authorization propagation on the subject, resource, and action 
attributes, but not on the condition attributes and thus affects the result of 
authorization decision. These works are limited to simple condition evaluation 
in which string equal function is used. In addition, none of these works could 
provide an effective modality conflict detection method which can derive an 
implicit authorization propagation policy based on subject hierarchy, resource 
hierarchy, action hierarchy, and location hierarchy. This caused modality 
conflict could not be detected properly. Adi et al. (2009) argued that sometimes 

                                                
1The terms object and resource are being used interchangeably in this thesis. 
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it is required to consider additional temporal as well as spatial constraints on 
the permission inheritance hierarchy in order to restrict policy permission. The 
senior role should be able to invoke the permissions of the junior role provided 
the senior role satisfies the spatio-temporal constraints of the inheritance 
hierarchy and also the spatio-temporal constraints needed to acquire the 
permissions of the junior role. In addition, complex condition elements such as 
semantic relationships between spatial or temporal elements are necessary to 
take into account in the modality conflict detection process.  
 
 
In summary, effective matching functions are needed which can resolve 
naming heterogeneity based on syntactical and terminological variations. 
Besides that, an authorization propagation rule is needed in order to identify 
the applicable policies during policy evaluation, which relies on inheritance 
relationship between the attribute values of a request and a policy which is able 
to detect the modality conflict among the applicable policies. The authorization 
propagation rule can assist policy evaluation to investigate the class-subclass 
relationships between the attribute values of a request and a policy based on 
the hierarchical structures in which policy attributes (subject, resource, action, 
and condition) are organized, so that an authorization decision produces by the 
policy evaluation engine will not lead to unsafe authorization access. 
 
 
As a conclusion, this thesis addresses the following issues: 
 
 The problem of naming heterogeneity which may exist in matching the 

attribute values of a request and a policy during policy evaluation due to 
distributed organizations designed their policies autonomously.  

 The problem of identifying the applicable policies and detecting the 
modality conflict when temporal and spatial constraints are specified in 
the policies. 
 
 

1.3 Objectives 

The objectives of the research are: 
 
i.  To propose matching functions for resolving naming heterogeneity 

between the attribute values of a request and a policy during policy 
evaluation. The proposed solution is domain independent as it does 
not rely on any specific rules of a particular domain and hence a 
predefined knowledge of the domain is not required. 

ii.  To propose an authorization propagation rule to identify the applicable 
policies during policy evaluation. The modality conflict is detected 
among explicit and implicit applicable policies. The authorization 
propagation rule relies on the inheritance relationships between 
concepts, on the basis of the partially ordered structures obtained by 
classifying subject, resource, action, and condition attributes. 
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1.4 Scope of Study 

In this research, policies and requests are presented based on the syntax and 
structure of XACML since it is one of the prominent languages for defining 
access control policies and the most widely used policy specification language 
for access control (St-Martin & Felty, 2012). 
 
 
This thesis attempts to explore the attributes of policy during the matching 
process in policy evaluation. These elements include subject, resource, action, 
and condition. XACML has standard functions for various primitive data types. 
In this thesis, we focus on the issues of naming heterogeneity and modality 
conflict specifically for the string elements to match the attribute values of a 
request and a policy during policy evaluation. We contribute solutions to the 
problems of naming heterogeneity and modality conflict where matching the 
attribute values of the requests and the policies and detecting modality conflict 
have been identified as the main phases during policy evaluation when dealing 
with interoperability and cooperation among distributed database system. The 
proposed solution is domain independent as it does not rely on any specific 
rules of a particular domain and hence a predefined knowledge of the domain 
is not required. 
 
 
Various types of access control policy have emerged, such as Discretionary 
Access Control (DAC), Mandatory Access Control (MAC), Role-Based Access 
Control (RBAC), and Attributed-based Access Control (ABAC) which defined 
what should, and what should not, be allowed, and, in some sense, to different 
definitions of what ensuring security means (Samarati & di Vimercati, 2001). 
We focus our work on XACML policy language which is based on DAC model 
since it is highly flexible and currently most widely used (Joshi, 2015). 
 
 
Distributed systems are often dynamic, with systems joining and leaving the 
collaboration at runtime. These collaborations are not fixed a priori, but can 
dynamically change over time as new parties join, leave, or change their 
responsibilities and objectives. It is a time consuming process to perform policy 
matching in policy design stage especially for an organization which contains 
policies of larger sizes since policy matching needs to be reprocessed once a 
new party joined the collaboration. Hence, we mainly focus on a process before 
the actual policy evaluation to assist the policy administrators during policy 
evaluation. Our solution attempts to filter out the irrelevant policies which helps 
the policy administrators to resolve modality conflict among these potentially 
applicable policies. The modality conflict will be reported accordingly so that the 
policy administrators can resolve them according to their priority to better 
protect sensitive and private data. Therefore, access control is not the concern 
of this study.  
 
Entity resolution enables the organizations to enforce data governance and 
quality policies of collaborative entities across system by performing policy 
matching. String-based techniques, language-based techniques, and linguistic 
resources used for entity resolution are suitable to be applied in resolving 
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naming heterogeneity automatically in syntactic and semantic level. N-gram 
(string-based) and WordNet (linguistic resource) are adopted in this study to 
resolve the naming heterogeneity. N-gram is effective in matching terms with 
minor syntactic differences (Giunchiglia & Yatskevich, 2004) based on the 
following intuition: the more similar the strings, the more likely they denote the 
same concept. N-gram can be used for abbreviation terms by computing the 
number of common N-grams (i.e. sequences of n characters) between them. 
While WordNet is adopted as a linguistic resource for matching an attribute 
value of a request and a policy because WordNet has been widely applied in 
the research area of lexical semantics that provides semantic information for 
lexical terms, especially synonyms, hypernyms, and hyponyms. Thus, WordNet 
could identify the equivalence and inheritance relationships between the 
attribute values of a request and a policy.  
 
 
The modality conflict detection model contains subject, resource, action, 
location hierarchies that supports a more adequate representation of their 
semantics. Our work assumes that a semantic relationship (i.e. class-subclass) 
exists among these concepts. These hierarchies are formed based on the 
matching results collected from human experts. Each policy that is specified on 
a superclass is enforced for all of its subclasses. 
 
 
Four types of rule or policy combining algorithms that are predefined by policy 
administrators to resolve modality conflict are enforced, namely: "Permit-
overrides", "Deny-overrides", "First-applicable", and "Only-one-applicable". For 
the "First-applicable" policy or policy set, the authorization decision of the first 
applicable rule or policy is returned. For the "Only-one-applicable" policy or 
policy set, the authorization decision of the only applicable rule or policy is 
returned; "Indeterminate" (which indicates an error) is returned if there are 
more than one applicable rules or policies. For the "Deny-overrides" policy or 
policy set, "Deny" is returned if any of the rules or policy returned deny; 
"Permit" is returned if all rules or policies returned permit. For the "Permit-
overrides" policy or policy set, "Permit" is returned if any of the rules or policy 
returned "Permit"; "Deny" is returned if all rules or policies returned "Deny". For 
all of these combining algorithms, "Not Applicable" is returned if no rule or 
policy is applicable.  
 
 
1.5 Thesis Organization 

This chapter serves as an essential introduction of this study by presenting the 
problem statements, objectives, and scope of study. The rest of this thesis is 
organized as follows: 
 
 
Chapter 2 provides a brief background on XACML policy language 
specification. In addition, this chapter presents the concepts related to entity 
resolution, policy evalu 
ation, authorization propagation, and modality conflict detection. The previous 
works related to this dissertation are reviewed, which include those works that 
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focus on access control policy models and related languages. We reviewed the 
policy evaluation methods and authorization propagation that were proposed 
by previous studies for detecting modality conflict. The limitations of each work 
are then identified. 
 
 
Chapter 3 is dedicated to the description of the methodology applied in this 
thesis. It describes how this research is conducted to improve the accuracy in 
matching an attribute value of a request and a policy, as well as in retrieving 
the applicable policies and in detecting modality conflict. The discussion on the 
measurements used to evaluate the performance of the proposed solution is 
also given.  
 
 
Chapter 4 presents in details our proposed matching functions which are not 
limited to string equal function that aim to resolve naming heterogeneity, 
namely: synonym equal, hyponym, syntactical-synonym equal, syntactical-
hyponym, syntactical equal, hyponym common word, and abbreviation equal. 
An illustrative example based on the academy university domain is given to 
present our proposed matching functions in resolving naming heterogeneity.  
 
 
Chapter 5 presents in details the proposed authorization propagation rule to 
identify the applicable policies during policy evaluation. The modality conflict is 
detected among explicit and implicit applicable policies. An illustrative example 
is presented based on the academy university domain in order to illustrate how 
modality conflict exists among access control policies when authorizations are 
being propagated.  
 
 
Chapter 6 presents the evaluation of the proposed solution. This chapter 
evaluates the performance of the proposed matching functions and the 
authorization propagation rule and compared the results with the previous 
work. 
 
 
Chapter 7 concludes the current study and sheds light on some directions 
which can be followed in the future. 
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