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A MODIFIED GROUP AUTHENTICATION SCHEME FOR MACHINE TYPE
COMMUNICATION IN LTE/LTE-A NETWORKS

By

HAQI KHALID ISMAIL

September 2018

Chairman : Kweh Yeah Lun
Faculty : Computer Science and Information Technology

Machine-Type Communication (MTC), as one of the essential advancements
of wireless communication, has become a new business development in mobile
communication. Meeting the necessities of control usage of devices and mass
implement transmission is a key issue in the implementation of MTC in the
Long Term Evolution/Long Term Evolution Advanced systems. Likewise, an
authentication scheme is the most important piece of the system as MTC is one
of the procedures that suffers under group authorization requests. The empha-
sis of this research is on MTC of group authentication scheme in an LTE/LTE-
A network that is based on a pairing-based cryptography in order to obtain a
highly efficient scheme that lessens signalling congestion. In this research, an
authentication scheme has been modified to enhance the performance of group
authentication in an LTE/LTE-A network. High signalling congestion occurs
during the verification phase since every MTC device needs to go through a
full authentication process. The computation of the relevance cryptographic
operations such as pairing, hashing, multiplication and XOR operations con-
sumes time especially when a large group of MTC devices requests access to the
LTE/LTE-A network simultaneously. Then, the Home Subscriber Server (HSS)
verifies every request message, generates group pairing and even calculates the
system keys (both private and public). Thus, an accumulation of a big number
of MTC devices in a simultaneous authentication process is the main factor that
causes signalling congestion as the computation requires time to authenticate
the LTE/LTE-A network. Therefore, this research proposes a modified group
authentication scheme for MTC in an LTE/LTE-A network in order to reduce
signalling and computational overheads. The proposed method adopts two effi-
cient algorithms, namely, the Encapsulated Double and Add algorithms which
depend on the Tate Pairing form by the bilinear pairing cryptography. In the im-
proved group authentication scheme, which has been modified, the dominance
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of the signalling/computational overhead time is acknowledged. The derived
results indicate that the proposed approach has successfully lessened conges-
tion problems up to 40 % in terms of computation and up to 30 % in terms of
signalling overhead. In addition, the MTC devices can verify and complete a
simple exchange AKA with the network. The two performance metrics used in
the study are signalling overhead and computation overhead.
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Skim Pengesahan Kumpulan Terubah Suai Komunikasi Jenis Mesin
dalam Rangkaian LTE/ LTE A

Oleh

HAQI KHALID ISMAIL

September 2018

Pengerusi : Kweh Yeah Lun
Fakulti : Sains Komputer dan Teknologi Maklumat

Komunikasi Jenis Mesin (MTC) sebagai salah satu kemajuan penting komu-
nikasi tanpa wayar telah berkembang menjadi suatu perniagaan baru dalam ko-
munikasi mudah alih. Memenuhi keperluan penggunaan kawalan peranti dan
melaksanakan transmisi besar-besaran merupakan isu utama dalam pelaksanaan
MTC dalam sistem Evolusi Jangka Panjang/ Lanjutan Evolusi Jangka Panjang.
Selain itu, skema pengesahan juga adalah bahagian penting sistem ini kerana
MTC merupakan salah satu prosedur yang terlibat dalam permintaan penge-
sahan kumpulan. Penyelidikan ini memberi penekanan pada skema pengesa-
han kumpulan MTC dalam rangkaian LTE / LTE-A yang berdasarkan pada
kriptografi berasaskan pasangan untuk mendapatkan skema yang berefisien
tinggi, yang mengurangkan kesesakan pengisyaratan. Dalam kajian ini, skema
pengesahan telah diubah suai bagi meningkatkan prestasi pengesahan kumpu-
lan dalam rangkaian LTE/ LTE-A. Kesesakan isyarat yang tinggi berlaku dalam
fasa penentusahan kerana setiap peranti MTC perlu melalui proses pengesa-
han penuh. Penghitungan kerelevanan operasi kriptografi seperti berpasan-
gan, pencincangan, pendaraban dan operasi XOR memerlukan masa lama
terutama apabila sekumpulan besar peranti MTC memohon akses ke rangka-
ian LTE / LTE-A secara serentak. Seterusnya, Pelayan Pelanggan Rumah
(HSS) menentusahkan setiap mesej permintaan, menjana pasangan kumpulan
dan juga mengira kekunci sistem (untuk kedua-dua peribadi dan awam). Ak-
ibatnya, pengumpulan sejumlah besar peranti MTC dalam proses pengesahan
serentak menjadi faktor utama yang menyebabkan kesesakan isyarat kerana
pengiraan memerlukan masa untuk menentusahkan rangkaian LTE / LTE-A.
Oleh itu, kajian ini mencadangkan skema pengesahan kumpulan yang terubah
suai untuk MTC dalam rangkaian LTE / LTE-A bagi mengurangkan overhed
pengisyaratan dan pengiraan. Kaedah yang dicadangkan menggunakan dua al-
goritma yang cekap, iaitu, algoritma Kembar Terkapsul dan algoritma Tambah
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yang bergantung pada Pasangan Tate yang dibentuk oleh kriptografi pasangan
biliner. Dalam skema pengesahan kumpulan yang ditambah baik, dan yang
telah diubah suai, kuasa pengisyaratan / masa overhed pengiraan diambil kira.
Keputusan yang diperoleh menunjukkan bahawa pendekatan yang dicadangkan
telah berjaya mengurangkan masalah kesesakan sehingga 40% dari segi pen-
giraan dan sehingga 30% dari segi overhed pengisyaratan. Selain itu, peranti
MTC dapat menentusahkan dan melengkapkan pertukaran AKA mudah dengan
rangkaian. Kedua-dua metrik prestasi yang digunakan dalam kajian ini adalah
overhed pengisyaratan dan overhead perhitungan.
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CHAPTER 1

INTRODUCTION

This chapter outlines the group authentication protocols of Machine- Type
Communication in LTE/LTE-A networks to provide an understanding of the
concept of the work and to determine the requirements that enable the system
to provide better performance. This chapter describes the motivation of the
framework in Section 1.1. Section 1.2 states the problem statements, followed
by Section 1.3 which lists the thesis research questions. The objectives of this
work are stated in Section 1.4. Section 1.5 presents the scope of the present
thesis, followed by Section 1.6, which summarizes the main contributions of
the thesis. Finally, Section 1.7 outlines the organization of the thesis.

1.1 Background

Nowadays, among of the various techniques in applications communication
networks with numerous utilizations, one of the most important techniques is
the Machine-Type Communication in LTE/LTE-A networks. Machine-Type
Communication (MTC) has excellent efficiency in applications and networks
that have a big effect on the system, also known as (M2M) Machine-To-
Machine (Alam et al. (2014); Lai et al. (2015)). Also, MTC has driven
extensive scale constant system applications according to its small authority,
small cost and no human obtrusion, which lead to automatic metres, monitoring
and smart homes Lai et al. (2015). Additionally, MTC devices are widely
applied in manufacturing and factories for the Third-Generation-Partnership
Project (3GPP) because they are consistent with this platform Lai et al. (2013).
To support MTC, 3GPP administrator needs to oblige by its system to sustain
a substantial number of MTC devices, which can over-burden system assets
and present congestion in the system at both the information and control
planes (Lai et al., 2013). Generally, authentication signalling congestion
problems become prevalent in the MTC technique, especially when the set of
MTC devices needs to be admitted to the network simultaneously under the
traditional authentication protocol (e.g., EPS-AKA). As a result, this causes the
authentication protocol to face significant signalling overhead (Lai et al., 2013).
However, there are a few schemes more vulnerable to network access delay
and signalling overhead in a set of communications as each full authentication
procedure must incorporate an MTC device with a home authentication server
(Lai et al., 2014). UGHA or Uniform Group-based Handover Authentication
is offered for several MTC devices using the signature and total (AMAC)
strategies, making it suitable for all mobility platforms in LTE/LTE-A in 3GPP
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standard (Sun et al., 2016). Figure 1.1 demonstrates the MTC Engineering of
the LTE/LTE-A systems. This model joins Evolved Universal Terrestrial Radio
Access Network (E-UTRAN), Evolved Packet Core (EPC) and the extant radio
framework. Also, a greater part of Machine-Type Communication devices and
base stations, also referred to as eNodeBs (eNBs) contained in the E-UTRAN,
the shared MTC, are prepared to connect with each and with every eNB.
Mobile Management Entity (MME), Home Subscriber Server (HSS), Serving
Gateway and (P-GW) Packet Data Network Gateway are all included in EPC.
For the most part, the network sends signalling traffic and client data utilising
MME and S-GW. The reservation data about MTC devices are included in
HSS while HSS produces authentication vectors to help MME verify MTC
devices (Fu et al., 2016). The reason is that each device must perform a full
AKA authentication system with home confirmation servers so that verification
signalling in the network will increase. Meanwhile, the overload of home
authentication servers will increase as the authentication vectors are produced
(Lai et al., 2013). As mentioned above, the group authentication protocol
is important to internet usage as attacks, and threats to the network system
may cause impairment in the protocol. This may become the main reason for
signalling issues. An extensive number of MTC devices getting to the system
at the same time will bring about a serious authentication signal bottleneck (Lai
et al., 2013).

With a wide variety of possible applications, numerous model discussions
and associations have created and improved the present advances to empower
the MTC applications. Specifically, the third Generation Partnership Project
(3GPP) is winding up plainly and progressively dynamic with a few things
characterised on MTC, particularly for Long Term Evolution (LTE/LTE-A)
networks (Cao et al., 2015a). Recent years have seen a colossal development
of mobile client populace and interactive media benefit, which are followed
by a serious over-burden issue in cell networks. Device to-Device (D2D)
communication has been proposed as a promising information offloading
arrangement and range productivity upgrade strategy because of its inalienable
attributes, e.g. enhancing asset usage, upgrading client’s overhead, amplifying
battery lifetime etc. (Bresson et al., 2001). The reason for the MTC innovation
is to empower machinery and equipment networking and communication
capacity which is the primary method for the Internet of Things (IoT). The
authentication signalling problems are due to requests of a large number
of MTC devices in light of the fact that each MTCD needs an autonomous
comprehensive access authentication process with the centre system, which
may bring about genuine signals bottleneck in the centre system (Fu et al.,
2016).
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Figure 1.1: The model of Machine Type Communication in an LTE/LTE-A
network.

1.2 Research Problem

In recent years, several works have focused on group authentication protocol for
the MTC devices over the Long term evolution networks to provide simultane-
ous authentication of group devices. In spite of the optimized schemes of MTC
communication, there are several problems concerning MTC devices accessing
cellular networks. One of the problems is signalling overhead used in Machine
Type Communications to achieve synchronization and resolve contention can
be much larger than the size of actual user data packet. More challenges is
the network congestion, including signalling congestion, the congestion takes
place when a large number of devices are attached to a single e-NodeB. As de-
scribed in Fu et al. (2016), the number of MTC devices within a cell can be
significantly large, e.g., thousands of devices accessing a single base and si-
multaneously. The system will suffer from severe congestion if these devices
try to transmit to e-NodeB within a short period of time. In Fu et al. (2016), it
discussed that Machine Type communication related signalling congestion and
overhead can be caused by:

• A large number of MTC with low-power consumption requirements si-
multaneously requests access to the LTE/LTE-A networks, each MTC
device needs an independent complete access authentication process with
core network.

• High computational overhead caused while verifying every group of
MTC devices before gets authentication access with network.

The verification of each group may cause high computation when the density of
the authentication requests increases, and this requires an execution of a mass
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of bilinear pairing operation and primitive cryptographic operations. However,
exploiting the bilinear pairing to verify the MTC devices at the first phase of the
scheme in accuracy if been used for example in [Fu’s scheme] can be largely
effect on the network. Because every group of MTC devices have to wait for
a full verification process and the computation of the authentication require-
ments. Therefore MTC devices have to wait for a completed calculation of the
parameters values at the first phase of the authentication scheme.

1.3 Research Questions

This thesis proposes an enhancement to the MTC devices group authentication
protocol over LTE/LTE-A networks by reducing the computation overhead and
achieving less signalling congestion. The proposed scheme attempted to answer
the following questions:

• Do Encapsulate Double and Add lines algorithms modify MTC group
authentication protocol?

• Does the proposed scheme reduce the computation of the primitive’s
cryptographic operation and minimise signalling overhead?

1.4 Research Objective

The objective of this research is as follow:

• To propose a modified group authentication scheme for Machine Type
Communication in LTE networks, aiming to reduce the signaling and
computational overhead.

1.5 Research Scope

This research focuses on group authentication protocol of MTC over LTE/LTE-
A net- works which consists of two phases: the initialisation phase and the
mutual authentication phase. The main concern of this research is the initial-
isation phase where enhancement is made by modifying the core function in
the initialisation phase to improve the group authentication protocol proper-
ties (signalling and computation overhead) and by making the Machine-Type
Communication over LTE/LTE-A networks prove to be efficient with a sig-
nalling congestion avoidance that is comparable to the signal overhead caused
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by the two factors i.e. signalling and computation overhead of the previous
schemes. Currently, most of the authentication protocols are using the crypto-
graphic methods to guarantee signaling congestion avoidance. The proposed
scheme is classified as a symmetric key cryptography. The proposed modified
scheme adopts one of the bilinear map types which is the enhanced Tate pair-
ing over the Jacobian coordinates to improve the group authentication protocol
in order to obtain less signalling congestion. The study combined the different
performance metrics and parameters that need to be considered when improving
the group authentication protocol of MTC over LTE/LTE-A networks. Group
authentication protocols, their constraints, applicability, assumptions and en-
hancement issues related to MTC authentication cryptographic protocols have
been recently proposed as seen in a number of surveys.

1.6 Research Contribution

The major contribution of this study is an improvement to the group authentica-
tion scheme of Machine-Type Communication over LTE/LTE-A networks. In
the proposed approach, the core function of the MTC authentication scheme is
modified. By using the double-and-add line algorithms, the authentication pro-
tocol will be able to make the protocol’s computation better at the computation
of the cryptographic operation such as pairing, multiplication, hash and even in
the generating of the private/public key. The proposed modified scheme has a
big effect on MTC group’s authentication especially when a large number of
MTC devices send access message to the LTE/LTE-A network simultaneously
which causes the network to experience signalling congestion caused by
the high signals/computation overhead. A double-and-add algorithms are
presented to provide an efficient computation that can enhance MTC group
authentication protocol and obtain verification of each MTC device since each
device group has its own session key. The following are the contributions of
this study:

1. The proposed group authentication protocol can simultaneously authen-
ticate a group of MTCDs by adopting the encapsulated double-and-add
algorithms over Tate pairing and aggregate message authentication code
which minimises the signal overhead and reduces the computational over-
head.

2. The enhanced protocol largely reduces signalling overhead and the bur-
den of eNBs and MME because the MME can verify a group of all MTC
devices simultaneously using aggregation technology.
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1.7 Organization of Thesis

This thesis is organised into five chapters. Chapter 1 is the introductory chapter
while Chapter 2 provides a review of past studies on Machine-type communi-
cation over LTE/LTE-A networks. It also discusses related researches that have
been conducted recently concerning group authentication protocols on MTC.
Chapter 3 presents the methodology used to optimise the system as well as a
detailed explanation of its operation and parameters, which is an adaptation of
the distribution method. Chapter 4 discusses the results obtained from the im-
plementation of the system. In this study, each implementation was conducted
according to the parameters offered by the authentication protocol, and the re-
sults were obtained after fixing two of the parameters and adjusting the other for
a range of values. Finally, Chapter 5 presents the conclusion and suggestions
for future work.
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