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The increase with the volume of data created in digital devices has make the process 

of evidences analysis become difficult especially for forensic investigator. In addition, 

most of the existing forensic tools nowadays not all able to provide good visualization 

of registry information. Some of tools only able to provide the list of data but not the 

actual information that needed by forensic investigator. For example, Registry Viewer 

product of Forensic Toolkit (FTK) can display all the content of registry file but not 

all of the data can be view as it in hexadecimal. RegRipper tool also only provides the 

information of registry file in a textual result. The functions in these forensic tools not 

suitable if handling large number of data. Moreover, it will only cause mental fatigue 

for investigator if there is more than one computer they need to analyse. In this paper, 

a visualization forensics tool is proposed to help making the forensic analysis process 

become easy and faster. Proposed tool will cover the functions that the existing 

forensics tools do not have, especially in the visualization part. It is developed to cater 
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for the Windows forensics in the analysis of registry hive files. Moreover, proposed 

tool trusted able to provide single representation of all registry hive files in one page. 
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Peningkatan jumlah data yang dicipta dalam peranti digital telah membuat proses 

analisis bukti menjadi sukar terutama bagi penyiasat forensik. Di samping itu, 

kebanyakan alat forensik sedia ada pada masa ini tidak dapat memberikan visualisasi 

maklumat registri yang baik. Sesetengah alat hanya dapat menyediakan senarai data 

sahaja tetapi bukan maklumat sebenar yang diperlukan oleh penyiasat forensik. 

Sebagai contoh, Registry Viewer produk daripada Forensic Toolkit (FTK) boleh 

memaparkan semua kandungan fail pendaftaran tetapi tidak semua data boleh dilihat 

kerana ianya dalamnya format heksadesimal. RegRipper juga hanya menyediakan 

maklumat fail pendaftaran dalam format teks. Fungsi-fungsi dalam alat forensik terkini  

ini tidak sesuai jika melibatkan banyak data. Selain itu, ia hanya akan menyebabkan 

keletihan untuk penyiasat jika terdapat lebih daripada satu komputer yang mereka 

perlu analisis. Oleh itu, alat forensik visualisasi dicadangkan untuk membantu 

membuat proses analisis forensik menjadi mudah dan cepat. Alat yang dicadangkan 

akan mempunyai fungsi yang tidak ada pada alat forensik sedia ada, terutamanya 

dalam bahagian visualisasi. Ia dibangunkan untuk menampung forensik Windows 
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dalam analisis fail registri. Selain itu, alat yang dicadangkan dapat memberikan satu 

perwakilan semua file registri dalam satu paparan. 
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CHAPTER 1 INTRODUCTION 

 

 

1.1 Background 

Throughout this paper, the topic that we will discuss is on the visualization of 

evidences in the Windows registry by developing a forensic visualization tool. This 

visualization tool will be use to visualize evidences found in Windows 10 registry. 

Based on definition from TechTarget website, they define data visualization as a way 

to assist people understand the meaning of data by placing it in a visual context. 

Patterns of crimes that not detected from text-based data can be produce and identified 

easier with the data visualization software.  

 

 

1.2 Problem statement 

There are lots of issues faced by forensic investigator when acquiring data that relevant 

to the crime. Large amount of data obtained caused problem when we want to view 

specific data. In order to solve the problem above, this project propose filter method 

to view and sort the specific data to be analysed. The work done by Lapso et. al. (2017) 

could be followed to carry out the filtering method. In the paper by Lapso et. al. (2017), 

they implement the whitelisting method which allow only the “known good” files and 

application are view in order to shrink the search space. This action helps reduces time 

and effort to analyse specific data that relate to the crime. So, in this project we would 

like to use the method where user can filter and view certain data from the Windows 

registry such as software. 
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Moreover, there is an issue to analyse the digital information obtained when collecting 

the data contained in a device. There will be a lot of different numbers of information 

stored in the suspected device. This may cause visual fatigue to the forensic 

investigators. To solve this issue, a good forensic tool is needed to ensure the 

information can be presented and visualized in a simple form for the forensic 

investigator. The proper development of visualization tool will not only helps produce 

result of the right information but able to be used as evidences to prove crimes have 

occurred on court hearing. 

 

 

1.3 Research objectives 

The primary purpose of the project is to propose a mechanism in visualizing the 

evidence found in Windows 10 registry. One of the mechanism is by filtering the result 

obtained. Filtering can be done in two ways, first by select type of data want to view, 

and by query the data want to view. Using the simplest way to view the data would 

help the investigation to progress more easy and efficient.  Current forensic tools may 

require the user a lot more steps to be taken before can view the data. 

Next, to develop visualization tool that help visualize the evidence in a simple visual 

form. With the complexity of digital information obtained, it difficult for forensic 

investigator when want to view and get the required data. Thus, with the propose tool, 

we want to ensure that the tool able to produce a visual and graphical representation 

of digital information of the suspected device in more simple and easy to understand 

view interface. Moreover, it can assist the forensics investigators to easily determine 

the correlation of the data and crime events. 
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1.4 Research scope 

This proposed forensic visualization tool focus on Windows 10 platform. The target 

items use for analysis are the Windows registry hive files which are SAM, security, 

software, and system. To ensure the integrity of the hive files is not modified, we will 

use the Forensic Toolkit (FTK) Imager to obtain them from Windows registry. forensic 

visualization tool application will be develop using Python programming language. 

This programming language is great to use as it contains modules which can support 

the process of parsing registry hive files. 
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