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ABSTRACT 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment 

of the requirement for the degree of Master of Information Security 

 

SPLICING IMAGE FORGERY IDENTIFICATION BASED ON ARTIFICIAL 

NEURAL NETWORK APPROACH AND TEXTURE FEATURES 

By 

NUR FAREHA AMIRA BINTI MOHD OMAR 

January 2019 

 

Supervisor: Puan Zaiton Binti Muda 

Faculty: Faculty of Computer Science and Information Technology 

 

Abstract: 

In this technology area, manipulation an image become an easy task due to the 

availability of open source image handling software and becomes a great challenge to 

determine whether an image has been manipulated or not. Moreover, the authenticity 

of digital image experience extreme dangers because the capable of altering images 

software that effectively adjust the image without leaving any obvious hint of such 

change. Therefore, image integrity is becoming questionable especially when images 

have influential power for example, in a court of law or news report. Manipulating the 

original image content is called digital image forgery. Splicing image forgery is one 

of technique to forgery an image. The splicing image forgery is replicated one or more 

are from source image and paste into an objective picture to create a composite image. 
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This study present combination of features extraction to produce good vector to 

describe the image and feed the image to the multilayer perceptron. This study is try 

to improve the accuracy identification on splicing image based on anchor paper. The 

finding outcome from this study have shown improved approach for identification 

splicing image. The identification accuracy in the technique used is about 100% and 

98% based on dataset.   
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ABSTRAK 

Abstrak tesis yang dikemukan kepada Senat Universiti Putra Malaysia sebagai 

memenuhi keperluan untuk ijazah Sarjana Keselamatan Maklumat 

 

IDENTIFIKASI KE ATAS PEMALSUAN GAMBAR CANTUMAN 

BERDASARKAN PENDEKATAN RANGKAIAN NEURAL BUATAN DAN 

CIRI-CIRI TEKSTUR 

Oleh 

NUR FAREHA AMIRA BINTI MOHD OMAR 

Januari 2019 

 

Penyelia: Puan Zaiton Binti Muda 

Fakulti: Fakulti Sains Komputer dan Teknologi Maklumat 

 

Abstrak: 

Di dalam era teknologi kini, memanipulasi gambar menjadi tugas mudah kerana 

ketersediaan perisian pengendalian gambar sumber terbuka dan menjadi satu cabaran 

besar untuk menentukan sama ada gambar telah dimanipulasi atau tidak. Lebih-lebih 

lagi, keaslian gambar digital berada dalam keadaan bahaya kerana terdapat perisian 

gambar yang mampu mengubah secara efektif memalsukan gambar tanpa 

meninggalkan sebarang petunjuk jelas dari perubahan tersebut. Oleh itu, integriti 

gambar menjadi persoalan terutamanya apabila gambar mempunyai kuasa yang 

berpengaruh, contohnya dalam mahkamah undang-undang atau laporan berita. 
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Memanipulasi kandungan gambar asal dipanggil pemalsuan gambar digital. 

Pemalsuan gambar cantuman adalah salah satu teknik untuk memalsukan gambar. 

Pemalsuan gambar cantuman ditiru satu atau lebih dari gambar asal dan 

mencantumkan ke dalam gambar lain untuk membuat gambar palsu. Kajian ini 

mempersembahkan ciri-ciri pengekstrakan untuk menghasilkan vektor yang baik 

untuk menggambarkan gambar dan akan melalui rangkaian neural buatan untuk 

klafikasi gambar. Oleh kerana kajian ini cuba untuk meningkatkan pengenalan 

ketepatan pada gambar cantuman berdasarkan hasil dari rujukan kertas utama. Hasil 

penemuan dari kajian ini telah memperolehi pendekatan yang lebih baik untuk 

mengenalpasti gambar cantuman. Ketepatan pengenalan teknik yang digunakan adalah 

kira-kira 100% dan 98% berdasarkan data yang digunaka 
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 BACKGROUND  

 

Since the advancement of technology, there a lot of new development of devices, 

application or software have been develop due to demand of interest. Nowadays, 

digital image  have experienced incredible growth and been widely used in our daily 

life. Based on that, application or software that related to image editing are quickly 

develop such as Adobe Photoshop that can forged an image. Once it been forged, we 

basically cannot compare whether it original image or manipulated through the naked 

eye. Image forgery or image tempering is defined as adding, changing or deleting some 

important features from an image without leaving any obvious trace of tempering 

(Abhishek et al., 2017). Therefore, image forgery is categorized as intentional 

manipulation of images for malicious purpose (Toqeer et al., 2016). In recent year, 

digital image forensics has raised which to finds the evidence or proof of forgeries in 

digital image (Toqeer et al., 2016). According to Abhishek et al, when a digital images 

being used as evidence in court during criminal investigation the integrity of visual 

data is important for the credibility of news. The main focus of digital image forensics 

is to investigate the images for the presence of forgery by applying either the active or 

passive technique. Active and passive are two approaches are commonly used for 

image forgery detection (Abhishek et al., 2017). The active techniques such as 

watermarking and digital signature depend on the information embedded in the 

images. However, the inaccessibility of the information may boundary the application 
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of active techniques in practice. While, passive technique no needs to insert 

information in the image for authentication.  

 

According to several previous researches,  there have three different techniques on 

image forgery. Copy-Move forgery or cloning is a technique copied from original 

image and pasted to another area on the same image. The second of image forgery 

technique is known as image splicing, which is a technique uses cut and paste from 

one or more images to create another fake images. And the third technique is known 

as image resampling or retouching in which certain image or feature being enhance or 

reduce in order to make the image more attractive. In addition, this technique is less 

harmful to security issue as it used mostly by editor. Among all the possible image 

tempering techniques, image splicing is the most common.   

 

 

For example, according to Nistha. et al, one forged image that being published by 

western media that showed four missiles instead of three released by Iran. Similarly, 

in Abhishek T. et al, an image of tiger in forest required the people to believe in the 

existence of tiger in China while according to forensics analysis, it just “paper tiger”. 

 

 

1.2 PROBLEM STATEMENT 

 

In today’s worlds, people are depending on getting information or news through 

internet without knows is real or not and simply make story based on picture they seen. 

Moreover, digital image provides the convincible and easiest way to convey any 

message more impactful. Digital image forgery can be perform by manipulating 

features of digital images. With the easiness of use and availability of software tool 
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and low-cost hardware, make it very simple to forge digital image and leaving almost 

no trace that it has been tempered. While, the tempered image also can create malicious 

purpose to spread huge rumour or fake information based on images that people will 

see. This give a huge challenge of the trustworthiness in digital images offered as 

medical diagnosis, as evidence in courts, as newspaper items or as legal documents 

because of difficulty in differentiating original and modified contents. This problem 

will make people easy to trust what they see than the truth one. Furthermore, today’s 

people like to use social media or application message to spread news easily without 

thinking it fake or not. Just one image, people will assume different opinions mostly 

negative comment or information.  

 

There is compulsion to take an immediate action. Nevertheless, the dilemma with 

authenticity of digital image appeal for the verification of legitimacy of the digital 

image in diverse application. As it is important to prevent integrity and authenticity of 

image as it really play important role in our daily life as evidence in courts, medical 

fields as medical report. 

 

 

 

1.3 RESEARCH OBJECTIVE 

 

The objective of this research is to study and improve the accuracy of identification on 

image forgery based current proposed. The extracted features are used as the key to 

distinguish between splicing image and non-splicing image. The accuracy need to be 

achieved about 99.43%, 97.4% and 98.6% based on the dataset they used.  
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1.4 RESEARCH SCOPE 

 

The scope of this work is to identify splicing image forged to overcome the objective 

by using WEKA Software. The dataset of this study use the available online image 

data that mainly used in forgery detection. Which are collect at Tampered Image 

Detection Evaluation Dataset CASIA TIDE V1.0 , V2.0 and The Columbia Image 

Splicing Detection Evaluation Dataset. 

 

 

 

1.5 THESIS STRUCTURE 

 

This thesis is structured as follow: 

 

 

Chapter 1 - Briefly describes about introduction, problem statement, objective, 

research scope in conducting a research work on detection on splicing images forgery. 

Chapter 2 - This chapter provides the literature review from others publications to 

understand more about digital image forgery and comparison of existing solution on 

image splicing forgery detection. 

Chapter 3 - This section cover a full phase of methodology  that will using through 

this research.  

Chapter 4 - The details analysis of result by using the proposed solution. 

Chapter 5 - As the final chapter for the thesis, the summary of research works will be 

elaborated here.  © C
OPYRIG

HT U
PM
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