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ABSTRACT

FThe merging of computer and commuricarion techaologios offers substanriol new opparinnities for processing
and divivibution of digital media. Along with powerful software and new devices such as digital comeras,
soeavaers and printees, duplication, diswibueion, creation, and manipulation of images can be cavily and cheaply
done.  The protection of ewnership and the prevention of wnauthorized tampering of images ave becoming
increayingly important concerns to mupltimedio content owaers especially when the content iv to he made
available through the interner, which is wnsecured Digital walermarking is considered by many a potentiol
sedfution o thiv problem. It is o process whickh embeds some characteristics data in an image 0 advanee which
fater can be extracted thar can be wsed for awthentivation or proof of oweership,  This paper proposed o
combination of spread spectrum encoding of the embedded message and waveler transform-based invariants for
digital image woarermarking, Using rhe proposed method, we favestivaicd the effect cf wesfers clifizvent valwey of
gain factor at different sub-band of decamposivion jn sweh w owav that i will nod afizcl the perceptucal
fransparency of the originad image. The experimenial resulis shew that the impercepribility and robusiness are
guaranieed wving the proposed techrigus.

Keywords: Walcrmarking, waveler iransform, data embedding.

INTROIMICTION

Digital images can be easily manipulated and illegally duplicated by using image processing tools which make
authentication and proof of ownership difficult.  This motivates the research of watermuarking which embeds
some characteristics data in an image 1n advance so that authentication and intellectual property  protection can
be possible after they are modified or changed.

The embedded data is typically imperceptible bul can later be detected or extracted o make an assertion about
the originality or ownership. Generally, there are two common methods of watermarking: frequency
domains[1,2] and spatial domain watermarks[3.4]. Our approach is to transform the image into its Fequency
domuin representation where pseudo-random codes are added to the coefficient of the frequency bands of the
Discrete Wavelet Transform{DXWT) of an  image. DWT-based watermarking methods have been chosen since
the current image compression techniques JPLEG2000 are based on the wavelet domain.

The algorithm published in [2] adds pscudo Random Noise  to the large coefTicients of the high and middle
frequency bands of the DWT transformed image after performing  two-level decomposition using Haar waveler
filters. Although the watermark was mvisible, il proved to be fragile against low pass and median filtering, On
the other hand, independent component analysis (ICA) combined with DWW and DOT is suggested by [35]. The
approximation of the DWT translormed host image is then DCT transformed where the watermark is added.
The invisible watermark was easy to detecl through TCA however it was not robust ecnough to survive high pass
filtering. The main requirements which should be fulfilled by a watermarking scheme are imperceptibility,
security and robustness. In this paper, we only focused on the lirst two requirement of the scheme namely
imperceptibility and robustness.

THE PROPOSED WATERMARKING TECHNIQUE

This section discusses the proposed techniques and includes a brief description of the wavelet
transform.,



The Discrete Wavelet Transform

The Discrete Wavelel Transform (DWT) provides the time-fregquency representation of a given signal.  The
DW T is defined using a single signal as o basis for representation.  The simplest and most popular basiz function
is the ELA AR mother wavelet, which is a simple 2-level signal and is marhematically reprosented as:
1|1 1,
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The TWT scparates an image into g lower resolution approximation image (L1 as well as horizontal (577,
vertical (ILH) and diagonal (HH} delail components. The process can be repeated to compute multple “scale™
wavelel decomposition as shown in Ozore 1 below:
Ll; | HI; |
| |

LH. | HH, | HL,

LH, HH,

Frgvere £ DWW T deccmrpisition af Imegre wsingr twer-leve! percamded
DWT Watermarking Technigue
B

The proposed watermarking in the DWT domain includes two parts: embedding and extracting. The watermark
embedding procedure s described below:
+  Initially, third level Haar wavelel decomposition is perlformed o produce 8 sequence of detailed
images, corresponding o the horizontal, vertical and diagonal details at each ol the three level of the
discrete wavelet decomposition as shown in figure 1.
A secret key is used o generate PN sequence.
i each of the 3 level of decomposition of the specific detailed coefficient in the sub-bands | pn-
sequence x; is added when an associared value of the watermark = 0
using equation W, =V ~ux, 1 <§ < N where N is the length of the walermark, V, denotes the
corresponding DWT cocllicientls ol the original image al cach ol the resolution level and V', denotes
the DWT cocilicienls ol the watermarked image respectively. x5 is the pn sequence generated from a
unilorm distribution ol eero mean and unil varance and oo 15 the gsain factor. The value of o wsed s
nol necessary be the same ai cach of the level ol decomposilion.
s The corresponding third level inverse DWL is computed to form the watermarked image.

The watermark extraction is performed by performing third Haar wavelet decomposition of the watermarked
inage and key-based detection of the watermark location. PN sequence is regencrated based on the earlier key
used [or embedding.  The correlation between each of the 3 level of decomposition of the specific detailed
coetficient and the PN sequence is calculated. 1f the correlation exceeds the mean correlation of each of the 3
level of decomposition of a particular sequence a 17 is recovered otherwise a zero. The recovery process is
repeated until all bits of the watermark have been recovered.,

The eryplographic sccurily of the methods described above lics in the key that 15 wsed to generate pseudo-
random numbers which is to be embedded at the selected image coclTicients.

Performance Metrics
A watermarking scheme is usually evaluated hased on two critical performance metrics:

i amperceptibility e watermark should be invisible and
1. rohustness to meidental distortion such as sipnal processing, and atiacks intended to remove the walermarks
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As for the imperceptibility measures Peak Signal to ™o
between the original and the watermarked image since
defined as

ise Kario (PSNR) is a widely used measure of similiarity
it iz easy to compute and analytically tractable. PSNE is

o _ ¢ 255 _
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where RMSE is the square root of Mean squared errorfMSE) herween the original and distorted images.
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where (M. M) is the size of host image Ffand [ is the watermarked image

To evaluate the robustnass against certain artacks, a wartermarked image s first subjectad to thar distortion and a
tast image s then extracted from the altered image. The correlation between the test image which is the

gxrracted watarmark and the original watermark is compuraed using the equarion below 1o show irs robustness.
&,
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Correlarion

where 1 represent the original walermark and T represant the estracied watermark. The waloe of correlation
determines how closcly the origingl resembles the extracied  walermark where a value of 1 indicates that they
are wentical

RESULTS AND DISCUSSION

The 384 x 384 brain image (Figure 2} is used as the host image w demonstrate the effectivensss of the
proposcd method while Figare 3 is vsed as the watermark. The watermark is embedded at each of the three
level of the specitied detailed sub band of decomposition. PSNK and correlation as defined earlier are used as
the performance indicator Various walues of gain factor o are used for each level of decomposition in order 1o
investizate the effect on the perceptual quality of the host images and also on the extracted watermark,

malaysia

Figure 2 The cover image Fipire 3 The warerimark



Correlation vs gain factor

| o honzantal
———diagonai

—a—vartical

|
A
|

0 I NS

| 1 3 5 7 8 111315 17 15

normallsed correlation

gain fachor l
|
1|

Fimure 4 The correladon of the waternaer with varions vadue of i Fuoior a de 3% level of decompasision.
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Figure 3 The PENR of the watermarked image with various values of pain factor ai the 3™ level of decompasiticn.

Figure 4 and 5 are the results obtained when the gain factor is fixed w 8 ar the 17 lavel and 2™ level of
decomposition with varying values at the 3™ level. The figures clearly shows Lhal the value chosen for the gain
factor ellects the PSNR and cocrelation coetficient. l'rom figure 4, il can be seen that the higher the value of o,
the better will be the correlation but figure 5 shows that the PSNR decreases wilh the incresse of e, [Towever,
thers i no significant difference in PSNR when embedding the watermark in any of the dewiled  sub bands
Therefore o should be chosen such that it will give hizh perceplual guality ol the walermarked image and also
the extracted watermark resembles the original warermark. 1o test for robusiness asainst compression, oain
factor equals 1o 8 at the 3™ level of decomposition is chosen since that value gives a high PSNR and
correlation based on figure 4 and 3.

Table I PENE jor the warermarked and correlatfon for the retricved walermart afier the veterogried imose
wnderpoes compression with the variows value of quality fwctor

| Quality Factor PENR{dI} Correlalivn |
e 402 ]
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A comparative evaluation ol the distorlions induced by applying the embedding schemss and JPLG compression
with ditferent qualily [actors is presented in Table 10 The results show that correlation  of more than 098 is
obtained (or retricved watermark and PSNR greater than 38 for the watermarked image. These suggest that the
watermark display a high immunity to compression withoul sacrificing the image quality.

CONCLUSION

In this paper, we have introduced a watermarking technique in the Discrete Wavelet Transform{ DWT) which is
implemented using MATLAB software. The PSR and the correlation values which are used lor performance
measure show that dilferent values of gain Tactor has to be taken into consideration when embedding at difTerent
lewvel of wavelel decomposition.
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