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The core of chaos-based cryptography is the selection of a good chaotic sys-
tem. Most of chaotic ciphers have neglected the investigation of existence nml-
tistability in the employed chaotic systems. Meanwhile, many chaotic ciphers
have applied chaotic systems with complex mathematical structure and limited
chaotic behavior. Therefore, this thesis focuses on designing new chaotic and
hyperchaotic systems with simple mathematical structure and complex dynam-
ics, and discusses their performance in cryptographic applications. Furthermore,
this thesis investigates the effect of existence multistability in the proposed sys-
tems from a cryptographic point of view.

In the beginning, this thesis presents a new 2D discrete hyperchaotic system.
Dynamic characteristics of the 2D system are investigated from the following
aspects: stability, trajectory, bifurcation diagram, Lyapunov exponents and sen-
sitivity dependence. Moreover, the complexity performance of the system is
evaluated by Sample Entropy algorithm. Sinmlation results show that the new
system has a wide hyperchaotic range with high complexity and sensitivity de-
pendence. To investigate its performance in terms of security, a new chaos-based
image encryption algorithm is also proposed. In this algorithm, the essential
requirements of confusion and diffusion are accomplished, and a stochastic se-
quence is used to enhance the security of encrypted image. Security analysis
shows that the new algorithm has good security performance.



This thesis further proposed an M-dimension model as a methodological frame-
work for producing new high-dimensional discrete hyperchaotic systems. Math-
ematical analysis demonstrates that the generated systems by this model have
either no equilibria, or an arbitrarily large number of unstable equilibria. More-
over, numerical results show that the generated systems for certain values of
parameters can produce two different behaviors: 1) single hyperchaotic attrac-
tor with high complexity and sensitivity dependence; and 2) coexistence of four
attractors including single limit cycle, cluster of limit cycles, single hyperchaotic
attractor, and cluster of hyperchaotic attractors, which is unusual behavior in
discrete systems. However, we propose a simple feedback controller to change the
chaos degradation in the multistability region from limit cycle to hyperchaotic
behavior.

Additionally, this thesis presents a new 4D continuous chaotic system, which
is derived from Lorenz-Haken equations. Dymnamics analysis, including stabil-
ity of symmetric equilibria and the existence of multiple Hopf bifurcations on
these equilibria, are investigated, and the coexistence of two and three different
attractors is numerically revealed. Moreover, a conducted research on the com-
plexity of the new system reveals that the complexity of a system time series
can locate the parameters and initial conditions that exhibit multistability be-
haviors. Besides that, randomness test results demonstrate that the generated
pseudo-random sequences from the multistability regions fail to pass most of the
statistical tests.

Finally, to choose valid pseudo-random sequences from multistability regions,
this thesis constructs a new algorithm based on a new 3D multi-attribute chaotic
system exhibiting extreme multistability behaviors. Unlike the existing algo-
rithms, the proposed algorithm keeps the parameters constant with varying the
initial conditions that show no non-chaotic behaviors. That means, the gener-
ated sequences are either chaotic or coexistence of chaotic attractors. Random-
ness test results show that the generated pseudo-random sequences by the new
algorithm can pass all the statistical tests.
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Teras kriptografi berdasarkan kecelaruan adalah pada pemilihan sistem celaru
yang baik. Kebanyakan sifer celaru telah mengabaikan penyiasatan menge-
nai kewujudan multistabil dalam sistem celaru yang digunakan. Manakala,
kebanyakan sifer celaru telah mengaplikasikan sistem celaru dengan struktur
matematik yang kompleks dan tingkah laku celaru yang terhad. Oleh sebab
itu, tesis ini memfokuskan perekabentukan sistem hipercelaru dan celaru baharu
dengan struktur matematik mudah dan dinamik kompleks, dan membincangkan
prestasi mereka dalam aplikasi kriptografik. Di samping itu, tesis ini menyelidiki
kesan kewujudan multistabil dalam sistem yang disyorkan dari sudut pandangan
kriptografi.

Pada peringkat permmulaan, tesis ini mempamerkan sebuah sistem hipercelaru
diskret 2D baharu. Ciri-ciri dinamik sistem 2D disiasat dari aspek-aspek berikut:
kestabilan, trajektori, gambarajah bifurkasi, eksponen Lyapunov dan kebersan-
daran kepekaan. Selain itu, prestasi kekompleksan sistem dinilai oleh algoritma
Entropi Sampel. Dapatan simulasi menunjukkan bahawa ia mempunyai ju-
lat hipercelaru yang luas, kekompleksan tinggi dan kebersandaran kepekaan.
Bagi meneliti prestasinya dari segi keselamatan, suatu algoritma penyulitan
imej baharu berasas kecelaruan juga disyorkan. Dalam algoritma ini, keper-
luan utama kekeliruan dan resapan dicapai, dan jujukan stokastik digunakan
untuk meningkatkan keselamatan imej yang disulitkan. Analisis keselamatan
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menunjukkan bahawa algoritma baharu mempunyai prestasi keselamatan yang
baik.

Tesis ini seterusnya mengesyorkan sebuah model MFdimensi sebagai rangka kerja
metodologi bagi menghasilkan sistem hipercelaru diskret berdimensi tinggi ba-
haru. Analisis matematik menunjukkan bahawa sistem yang dijana oleh model
ini tidak mempunyai keseimbangan, atau bilangan besar keseimbangan tidak
stabil. Selain itu, keputusan berangka menunjukkan bahawa sistem yang di-
hasilkan untuk nilai-nilai parameter tertentu boleh menghasilkan dua kelakuan
yang berbeza: 1) attraktor hypercelaru tunggal dengan kekompleksan yang
tinggi dan kebersandaran kepekaan; dan 2) kewujudan bersama empat attrak-
tor termasuk kitaran had tunggal, kelompok kitaran had, attraktor hypercelaru
tunggal, dan kelompok attraktor hypercelaru, yang merupakan kelakuan yang
tidak biasa dalam sistem diskret. Walau bagaimanapun, kami mencadangkan
pengawal maklum balas yang mudah untuk mengubah kemerosotan celaru di
rantau multistabil dari kitaran had ke tingkah laku hypercelaru.

Selain itu, tesis ini membentangkan sistem celaru 4D yang baru, yang diperolehi
daripada persamaan Lorenz-Haken. Analisis dinamik, termasuk kestabilan ke-
seimbangan simetri dan kewujudan pelbagai bifurkasi Hopf pada keseimbangan
ini, diselidiki, dan kewujudan dua dan tiga attraktor berbeza adalah didedahkan
secara numerik. Tambahan pula, penyelidikan yang dijalankan ke atas kekom-
pleksan sistem baharu memperlihatkan kekompleksan siri masa sistem dapat
mengesan parameter dan syarat awal yang memperlihatkan tingkah laku yang
multistabil. Di samping itu, hasil ujian kerawakan menunjukkan bahawa ju-
jukan pseudorawak yang dijana daripada medan multistabil gagal untuk lulus
kebanyakan ujian statistik.

Akhir sekali, untuk memilih jujukan pseudo-rawak yang sah dari rantau multi-
stabil, tesis ini membina algoritma baru berdasarkan sistem celaru nmulti-sifat
3D baru yang mempamerkan tingkah laku multistabil yang melampau. Tidak
seperti algoritma yang sedia ada, algoritma yang disyorkan memastikan parame-
ter tersebut malar dengan mempelbagaikan syarat awal yang menunjukkan tidak
terdapatnya tingkah laku bukan celaru. Ini bermakna bahawa jujukan yang di-
jana sama ada celaru atau wujud sama pemikat celaru. Hasil ujian kecerapan
menunjukkan bahawa jujukan pseudo-rawak yang dijana oleh algoritma baru
boleh lulus semua ujian statistik.
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CHAPTER 1

INTRODUCTION

1.1 Background

Dynamics is the scientific study of changes in the time-evolution process and the
corresponding system of equations is known as a dynamical system. The process
of a dynamical system is deterministic if the whole future path of the system
is uniquely determined by its initial conditions and parameters. Otherwise, the
process is stochastic (Hirsch et al., 2012).

For the last two centuries, many studies have devoted their efforts to obtain
the closed-form solutions of nonlinear dynamical systems. Unfortunately, the
closed-form solution of nonlinear systems is very difficult to be obtained, except
for a few particular cases (Layek, 2015). With the development of computer
science, the numerical simulations (e.g. phase space, bifurcation diagrams, Lya-
punov exponents, etc) have given a good understanding about the behavior of
nonlinear dynamical systems.

During the last century, the endeavor to interpret the behavior of nonlinear dy-
namical systems led to observe that there exists an irregular (chaotic) dynamical
system in nature. One of the most motivating examples of chaotic systems was
given by the mathematician and meteorologist Lorenz (1963). In his study of
weather-forecasting, he observed that the long-term weather has chaotic behav-
ior and it is always unpredictable. Since then, chaotic behaviors have been
observed in many natural and non-natural systems, and usually play a crucial
role in the performance of systems (Ivancevic and Ivancevic, 2008).

The theory of chaos is one of the mathematical and physical frameworks focus-
ing on the study of the behavior of deterministic nonlinear dynamical systems
that have high sensitivity to initial conditions and parameters (Li and Yorke,
1975). Although chaotic systems are deterministic models, those systems have
unpredictable solutions, and this is due to their high sensitivity dependence
(Houtekamer and Zhang, 2016). Besides that, most of the chaotic systems have
simple mathematical structure, but their time-series are really complex in terms
of behavior.

The abundant characteristics of chaotic systems make them increasingly used
as a mathematical model in various fields such as cryptography, physics and
engineering (Strogatz, 2018). In particular, many researchers have observed
that there is a strong relationship between cryptography and chaos, hence chaos-



based cryptography can effectively guarantee the information security (Kocarev,
2001). Therefore, there is an immense interest to develop chaotic systems for
cryptographic applications. Such applications are as image encryption, secure
commumications, and smart card encryption, etc.

1.2 Fundamentals of Dynamical Systems

A dynamical system provides a mathematical description of the evolution of a
system along time. Hence, it can be used to determine the behavior of a system,
which is particularly important, because it allows correcting the behavior of the
system before it fails. Generally, existing dynamical systems are represented by
either discrete-time or continuous-time process. The discrete dynamical systems
are defined by difference equations, and those can be performed via iterative
methods. While, the continuous dynamical systems are commonly described
through ordinary differential equations.

1.2.1 Discrete Dynamical Systems

A time-evolution process of a nonlinear dynamical system can be described as
discrete steps in time. Typically, a discrete system takes the current state as
input and updates the situation by producing a new state as output. Therefore,
a discrete dynamical system is represented mathematically by a map (difference
equation), and the dynamics or flow of the discrete dynamical system is gener-
ated by the composition of the map (Li and Yorke, 1975).

Consider a map f : R — R where R is the set of real numbers. Subsequently,
the forward orbit of a point ¢ 2 R is defined by

B(ro) fxo, f(xo), f2(vo), f3(z0), ---8& (1.1)

where f2(z)  (fo f)(xo), f*(z0) (fofof)(xo), etc. Since all maps that we
deal with have no continuous inverse (noninvertible), there is no need to mention
backward orbit here.

1.2.1.1 Equilibrium (Fixed) Points

Equilibrium points (equilibria) are very important to analyze the local behavior
of a dynamical system. An equilibrium point is also known as a fixed point
or a critical point. A dynamical system may have no equilibrium point, one
equilibrium point, finite number of equilibria, or infinite number of equilibria.



Definition 1.1 : (Grove and Ladas, 2004) A point x* is called to be an equi-
librium point of the map f if f(z*) z*.

Consequently, to obtain all equilibria of the equation y  f(x), one has to solve
the equation f(z) . For example, the equilibria of square map f(z) 22 and
cubic map f(z) 23 can be found by solving the equations #2 z and 23 =z,
respectively. It is obvious that the former has two equilibria f0,1g, whereas
the latter has three equilibria {—1,0,1g. Moreover, graphically speaking, an
equilibrium point of a map f is a point where the carve y  f(z) intersects the
diagonal line y = (Elaydi, 2007).

1.2.1.2 The Notion of Stability in Discrete Systems

Studying the behavior of orbits near equilibria is considered as one of the main
objectives in the theory of dynamical systems. Such an approach of investigation
is known as stability theory. Different definitions were presented to analyze the
stability of a dynamical system. Here, we study the notion of local stability of
discrete dynamical systems.

*
Theorem 1.1 : Consider the 2D map f : R2 — R2, and let X* (i}) be
an equilibrium point of f. Then the following statements hold true:
1. If j\1j < 1 and jA2j < 1, then X ™ is asymptotically stable.
2. If jA1j > 1 and jh2j > 1, then X* is unstable source.

3. If jA1j < 1 and jA2j > 1 or jA1j > 1 and jAgj < 1, then X* is unstable
saddle.

where A1 and Ay are the zeros of the characteristic equation of the Jacohian
matrix at the equilibrium point, which can be calculated by jAI — Jx «j.

Proof:
The above theorem is stated without proof; the interested reader can refer to
(Elaydi, 2007). [

Example 1.1 : Consider the 2D Hénon map

{xn 1 1—ax121 Un,
Yn 1 bxn,



where ¢ and b are real parameters with j b j< 1. This map has two fized points
if a > —%1(1 — b)2. These fized points are
8
B (L0-1 DA_0)F da), %(b— 1 PACe?r ),

: E3 (%1(19—1—13(1—19)2 4a),2—a(b—1—p(1—b)2 4a)).

Fora 02andb 0.3, the fizred points of the map are given by

Ef  (0.0436,0.0131),
Ef (—0.1836,—0.0551).

The corresponding Jacohian matrix at E7 is given by

Jus (—0.0174 1) .
1 0.3 0
The characteristic equation of Jacobian matrix becomes
A2 00174\ - 03 0.
Consequently, the corresponding eigenvalues are
A11 0539, A2 —0.556.

Obviously, E] is asymptotically stable. By the same way, we can obtain the
eigenvalues at £, which are given by

Ag1 0.585  )Agp  —0.512.

That means, E5 is also asymptotically stable.

Fora 14andb 0.3, the fizred points of the map are given by

Ef  (1.2375,0.3712),
Ef  (—2.2175,—0.6652).

the corresponding eigenvalues at £ and E7 are given by

A1 0.084, A2 —3.549,
A21  6.256, Ao2 —0.047.

It is obvious that both fixed points are unstable saddle.



1.2.2 Continuous Dynamical Systems

The other important type of dynamical systems is essentially the limit of discrete
systems with smaller and smaller updating times. Thus, the governing rule in
that case becomes a set of differential equations as follows:

d
o ow f@h. t2 1 (1.2)

where x  x(t) 2 IR™ is the vector representing the state of the system, and
f(x,t) is continuously differentiable function.

Definition 1.2 : (Wiggins, 2003) The continuous dynamical system (1.2) is
said to be autonomous if the time variable ¢ does not appear independently from
the state vector; otherwise, the system is called non-autonomous.

For example, the following ordinary-differential equation
r ar,

is autonomous because the time variable ¢ does not explicitly appear. While,
the forced damped pendulum equation

x  —axr —sin(x) bsin(t),

is nonautonomous because ¢ appears explicitly in the differential equation.

1.2.2.1 Equilibria of Autonomous Dynamical Systems

An equilibrium point of the autonomous dynamical system (1.2) is a solution z*
of the algebraic equation

f@*) o (1.3)

Remark 1.1 : Non-autonomous dynamical systems are beyond the scope of this
thesis.

1.2.2.2 Stability Criteria in High-Dimensional Systems

‘We present here another important criterion of stability analysis of high-dimensional
nonlinear dynamical systems, which is called Routh-Hurwitz criterion. This cri-
terion is used to analyze the stability of both discrete and continuous systems
by determining whether the zeros of their polynomial are all in the left half of
the complex plane or not.



Theorem 1.2 : (Routh, 1877)
Consider the characteristic polynomial P(\) MM ¢, \M—1 ... oy 0
with real coefficients fa; é\/l 1+ Let

al a3 ay ... daAg9k—1
‘ ‘ 1 a2 a4 ... dA2k—2
a1 dasg e
Al ay, Az ‘ 1 Clz‘ gy Ak 0 aip as a2k—3|
0 0 0 ...

Then the roots of the characteristic polynomial P(\) have negative real parts if
and only if A >O0forallk 1,2 ... M.

Proof:
The above classical theorem is stated without proof; the interested reader can
refer to the indicated reference for its proof. |

Remark 1.2 : By stable manifold theorem (Robinson, 1998), a dynamical sys-
tem is stable when all the zeros of the characteristic polynomial P()\) have neg-
ative real parts; otherwise, the system is unstahle.

1.2.2.3 Stability in the Sense of Lyapunov

The autonomous dynamical system (1.2) at the equilibrium point z is said to be
stable in the sense of Lyapunov (Layek, 2015), if for any ¢ > 0 there exist § > 0,
such that the orbit 6(¢, z) of the system satisfies the following relation:

r—2*jj<d) jjot,z)—2*jj<e, 8t>0. (1.4)

Figure 1.1 (a) depicts the schematic diagram of the stability in the sense of
Lyapunov. Additionally, the system (1.2) at the equilibrium point x  x* is
said to be asymptotically stable, if it is stable in the sense of Lyapunov, and the

system satisfies the following relation
Ir—2%jj<d) jot,x)—2"|| — 0, ast — cc. (1.5)

The asymptotic stability of an autonomous dynamical system is illustrated in
Figure 1.1 (b).



(@) (b)

Figure 1.1: Schematic diagram of the stability of an autonomous dy-
namical system: (a) the stability in the sense of Lyapunov; (b) the
asymptotic stability.

1.2.2.4 Conservative and Dissipative Continuous Dynamical Systems

The divergence of the vector field of the autonomous dynamical system (1.2) is
defined by

V- f trace(%). (1.6)

Thus, the system (1.2) is said to be conservative when its vector field divergence
is zero. Meanwhile, if the vector field of the system (1.2) has negative divergence,
then it is proven to be dissipative (Graham and Tél, 1984).

1.3 Chaos in Dynamical Systems

The study of what we call ”chaotic system” is due to Henri Poincaré when he
was studying simplified solar systems of three bodies and concluded that the
motions were sometimes incredibly complicated. Important further contribu-
tions were made by Lorenz (1963) when setting the new computer to calculate
numerical solutions of a system of 12 differential equations that model a minia-
ture atmosphere. He discovered that the weather is unpredictable, in which
small changes in temperature at the poles or the equator will result in dramatic
changes of the climate. The metaphor says ”the flapping of a butterfly’s wings in
Brazil may cause a tornado in Texas several weeks latter” (Elaydi, 2007). This
is called "butterfly effect”. However, the expression ”chaos” became more pop-
ularized through the paper of Li and Yorke (1975), Period three implies chaos”.

Several definitions of chaos have been presented in the literature. Here, we adopt
Devaney’s definition of chaos (Banks et al., 1992), which has three components:



the density of the set of periodic points, transitivity, and sensitivity dependence
on initial conditions.

Definition 1.3 : Let [ be an interval in R. Then a set of periodic points B is
called dense in [ if for any x 2 I any open interval containing = must intersect
B.

Example 1.2 (Elaydi, 2007): Consider the 1D Tent map

(

To show that the set of periodic points of 7’ is dense in the closed interval 0,1,
let us do some explanation. Recall that the fized points of 1" are 7 0 and

x5 % Consider now the following rational numbers:

1 2 1

3 3 3 is eventually fizred.
1 1 1

1 2 1 0 1 is eventually fixed.
3 1 3

1 3 1 0 ', is eventually fizred.
1 2 4 2 1)) .
5t & B 3 eventually 2 — periodic.
2 4 2

L E is of period 2.
3 4 2 N il
L 1 eventually 2 — periodic.
4 2 4

L E is of period 2.

Generally, all points of the form sz are eventually fized points. Furthermore,

points of the form _ with s odd are eventually periodic when 7 is also odd, and
periodic if r is even. That means, the set of periodic points is dense.

Definition 1.4 : Let f be a map on an interval R. Then f is said to be tran-
sitivity if for any pair of nonempty open intervals /; and /5 in R there exists a
positive integer k such that f%(I;) I 6 ¢.

Definition 1.5 : A map of an interval [ is said to possess sensitivity depen-
dence on initial conditions if there exists v > 0 such that for any ¢ 2 [ and
d > 0, there exists yg 2 (rg — 6,79 ¢) and a positive integer k& such that

i< o) = F*(yo)l = v. (1.7)



Example 1.3 (Elaydi, 2007): The doubling map D : 0,1 0,1 is defined as

8

2z f0r0§x<%,
D(x) 21 for 1 <ax <1,

0 for z 1.

To show that D has sensitive dependence on the initial conditions, let I; 0, %)
and I %,1). For any two points r,y 2 0,1), either (i) x,y 2 I or (ii)
x2 L, y2 I

Case (i): Ifx,y2 1, thenjD(z)— D(y)j j2r—2yj 2jx—y jon the other
handif z,y 2 Is, then jD(z) — D(y)j j2r—1—2y 1j 2jz—yj.

Case (ii): Suppose now that 2 I; and y 2 Is. Then j D(z) — D(y) j j
20 —2y 1|>1-2jz—yj Notethatifjr—yj< %, then —2jr —yj> —1.
Hence

iD@ - D@ 21— o

Select v %1 where v is the sensitivity constant of D. If 29 2 I and § > 0,
we pick any point yg 2 (xg — d,x9 0). If zg,y0 2 I; or I3, then the distance
between 7 Di(zg) and i, D¥(1g) will at least double the distance hetween
yk—1 and zi_ 1. Hence

Juk— ok | > 21— k1]
> 2%jyo— 0 j.
Hence, eventually j z; — y; [> %1 v for some positive integer j. On the other

hand if 79 2 I; and yo 2 I» and j 29 — yo j< 3, then j D(zo) — D(yo) j>

%1 v. Finally, if rg 0 or g 1, the above argument will carry over in a

straightforward manner.

Now, according to the above three components, Devaney’s definition of chaos
can be defined as

Definition 1.6 : Amap f : I — I, where [ is an interval, is called chaotic if:

1. f is transitive;
2. The set of periodic points is dense in [;

3. f has sensitivity dependence on initial conditions.



1.3.1 Features of Chaotic Motion

Chaotic systems have many striking features that make them different from
linear systems and other nonlinear systems (Lorenz, 1963). Among the main
characteristics of chaotic systems are the following :

1. Boundedness: the movement of a chaotic orbit is always limited to a
specific region, which is known as the chaotic domain;

2. Randomness: Under certain parameters, the state of a chaotic system
may change in a qualitative way from chaotic to periodic and vice versa.

3. Long-term unpredictability: Since chaotic systems are very sensitive to
initial conditions, so small change in initial conditions could make enor-
mous consequences in the future, which means that it is impossible to
predict long-term behavior of a chaotic system;

1.3.2 Lyapunov Exponent

Lyapunov Exponent (LE) was presented by Lyapunov (1992) when studying the
stability of solutions of ordinary differential equations. However, the Lyapunov
Exponent \(r) at a point x measures the average loss of information during
iterates of points near & or the growth in error per iteration.

Over the last four decades, LE plays a crucial role in the study of the behav-
iors of nonlinear dynamical systems through determining whether a nonlinear
system is chaotic or not (Rozenbaum et al., 2017). In general, a dynamical
system is chaotic when it has one positive value of LE and if it has more than
one, then it is proved to be hyperchaotic (Wolf et al., 1985). Meanwhile, a dy-
namical system is non-chaotic when its LE values are non-positive. However,
the Poincaré-Bendixson theorem (Hirsch et al., 2012) requires that continuous
dynamical systems be at least 3D to have chaotic solutions, whereas, discrete
dynamical systems can have chaotic solutions with only 1D.

The QR decomposition algorithm (Hubertus et al., 1997) is widely used numeri-
cal scheme for computing the LE of discrete and continuous dynamical systems.
The process of QR decomposition algorithm, when J represents the Jacobian

10



matrix of the system, is given by

g ImIv-1---1 @ ImIm—1- - J2(J1Qo)
qr JmIvi-1--- J3(J2Q1) B
qr JmIvi-1- - i (Jic1Qi—2) Ri—1... Ra

Qm BRv - ReRy QmiR

where gr - is the QR decomposition function. Thus, the LEs can be obtained
by
XY

1
LE N Inj R;(v,v)j (1.8)
i1

where v 1,2, ... and N is the iteration number.

1.3.3 Bifurcation Diagram

Generally, the bifurcation diagram is used to demonstrate the behavior of a
dynamical system when its parameter varying (Hale and Kogak, 1991). The
horizontal axis of the bifurcation diagram represents the parameter of a dynam-
ical system, meanwhile, the vertical axis describes the system behavior near fixed
points. As an example, consider the 1D map as follows

F(rg):Rx R— R, (1.9)

where g 2 R is an initial value, and w 2 R is a parameter. Then, the cor-
responding computer-generated bifurcation diagram can be depicted by Elaydi
(2007) procedure as follows

1. Select a specific initial value xg to generate a high iterate orbit as follows
xg, F (l’()), Fz(x())v R F400($0), F401($0), R FSOO(xO)'

2. Neglect the iterations from z¢ to F4%0(z(), and then depict the iterations
from F401 (1) to F5%0 (1) in the bifurcation diagram.

3. Repeat the above two steps for various values of the parameter w.

However, we will discuss the bifurcation diagram of the 1D logistic map in more
detail later on in Section 2.2.1.

1.4 Cryptography

Cryptography is essentially the study of mathematical techniques that protect
information by transforming it into a secure format. For the time being, modern

11



commumication technologies, especially, the Internet and mobile phone applica-
tions, have transmitted numerous kinds of digital data over wireless networks.
With this rapid development, there is a growing demand for cryptographic ap-
plications to secure the transmitted multimedia contents (e.g. audios, images,
videos) over the Internet and mobile-phone networks (Alvarez and Li, 2006).

The development of cryptography can be classified into two parts: traditional
cryptography and modern cryptography. The former is quite simple, in which it
is easy to encrypt and decrypt the information manually or mechanically because
traditional techniques used individual letters in the encrypted text. The latter,
which is founded by Shannon (1949), is more complicated, and its foundation
is based on various disciplines including mathematics, computer science and
electrical engineering;

1.4.1 Cryptographic System

From the mathematical point of view, the cryptosystem is a five-tuple defined
as follows:

1. P is a finite set of possible plaintexts;
2. (' is a finite set of possible ciphertexts;
3. K is a finite set of possible keys;

4. For each e 2 K, thereis F¢ : P — (' that uniquely determines a bijection
between P and C', which is called the encryption function;

5. Foreach d 2 K, thereis Dy : C' — P that uniquely determines a bijection
between ' and P, which is called the decryption function.

However, in the following we provide the basic terminology related to crypto-
graphic system (Stallings, 2006):

e Plaintext is ordinary readable information that we need to encrypt it,
which can be in a form of numerical data, characters, pictures, or any
other kind of information. On the other hand, ciphertext is the informa-
tion that has been encrypted by an encryption scheme (cipher), and it is
usually unclear and nobody can understand it, except the recipients. Con-
sequently, the encryption process is a mechanism of converting readable
data to something that appears to be random and meaningless using a
secret key. Meanwhile, recovering the readable data from senseless data
using a secret key is called decryption process.
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Secret Key in cryptographic system is a variable that can be used in en-
cryption and decryption processes. The secret key plays a crucial role in
both symmetric and asymmetric cryptography. Security of the modern
cryptography are depended on the key only (Kerckhoffs principle). Ker-
ckhkey principle was stated by Auguste (1883): cryptographic system
should be a secure even if everything about the system, except the key, is
public knowledge”, (Tang et al., 2016).

Symmetric encryption refers to the process of converting plaintext into
ciphertext and vice versa using the same secret key. On the other hand,
asynmimetric encryption refers to the process of converting plaintext into
ciphertext and vice versa using different secret keys.

Cryptographic schemes can be divided into two types: block and stream
ciphers. The block cipher is a function that maps n-bit plaintext blocks to
n-bit ciphertext blocks, where . is the block-length. Each n-block encrypts
(decrypts) independently from another one. In the contrast, the stream
cipher process the plaintext in the much smaller blocks (up to a single bit)
and the function of encryption may vary as plaintext is processed.

Cryptanalysis includes the techniques and principles of decoding without
knowing the secret key, generally this leads to obtain and estimate the
secrete key. In fact, it is complicated procedure involving mathematical
tools, statistical analysis, and analytical reasoning. Chosen plain-text at-
tack is one of cryptanalysis technique, in which opponent aims to find
the secret key by temporary accessing to the encryption machinery, subse-
quently he can choose some plaintexts and get the corresponding cipher-
texts. Meanwhile, the opponent in the chosen cipher-text attack tries to
find the secret key by choosing some ciphertexts and get the corresponding
plaintexts. Besides that, differential attack is another form of cryptanaly-
sis applicable primarily to study how differences in information input can
affect the resultant difference at the output.

1.4.2 Chaos-Based Cryptography

One of the interesting applications of chaos is in the field of cryptography. The
concept of using chaotic systems in cryptography can be traced back to the pa-
per of Shannon (1949) entitled ”Communication Theory of Secrecy Systems”.
In this paper, he wrote ”Good mixing transformations are often formed by re-
peated products of two simple non-commuting operations. Hopf has shown, for
example, that pastry dough can be mixed by such a sequence of operations. The
dough is first rolled out into a thin slab, then folded over, then rolled, and then
folded again, etc”. That means, good mixing transformations in good secrecy
systems are achieved by basic operations, and this is the heart of chaotic maps
(Alvarez and Li, 2006).
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Table 1.1: Analogy between chaos and cryptography properties (Al-

varez and Li, 2006).

Chaotic property Cryptographic Description
property
Ergodicity Confusion The output has the same
distribution for any input

Sensitivity to initial | Diffusion with tiny | A snmall deviation in the
conditions control change in the plain- | input can cause a large
parameter text secret key change at the output
Mixing property | Diffusion with tiny | A small deviation in the lo-

(topological transitiv-
ity)

change in one plain-
block of the whole

cal area can cause a large
change in the whole space

plaintext
Deterministic Deterministic A deterministic process
dynamics pseudo-randommness | can cause a randonrlike
(pseudo-random) behavior
Structure complexity | Algorithm complexity | A simple process has a very
high complexity

More interestingly, Shannon s paper presented the most fundamental concepts
of cryptographic properties, namely ”confusion” and "diffusion”. The former
property is aimed to create the strong relationship between the key and the
ciphertext as much as possible, hence disappointing endeavors to study the ci-
phertext looking for redundancies and statistical patterns. The latter property
indicates to reordering the bits in the message, which means that the influence
of individual plaintext or key bits is spread out over as much of the ciphertext
as possible. However, the more detailed research in this field was started later

on together with the development of the modern theory of computer science and
chaos.

Since 1990s, many studies have emphasized that there exists a strong rela-
tionship between chaos and cryptography, in which numerous characteristics
of cryptographic systems including confusion, and diffusion can be connected
to their corresponding counterparts in chaotic systems, such as the ergodicity,
mixing property (topological transitivity) and the sensitivity to initial conditions
(Matthews, 1989; Wheeler and Matthews, 1991; Brown and Chua, 1996; Gotz
et al., 1997; Fridrich, 1998). Table 1.1 illustrates the analogy between chaos

theory and cryptography.

1.4.3 Image Encryption Using Chaotic Systems

In recent years, encryption of images has received much attention in the re-
searches of information security and a lot of image encryption algorithms have
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Figure 1.2: Typical Architecture of Chaos-Based Image Encryption.

been proposed to meet the demand for real-time secure image transmission over
the Internet and through wireless networks. Due to some inherent features of
images such as high correlation among pixels and bulk data capacity, the encryp-
tion of image is different from that of text. Therefore, traditional cryptographic
techniques such as DES, IDES and RSA are no longer appropriate for image
encryption (Chen et al., 2004; Zhang and Xiao, 2014).

Among all image encryption schemes that have been proposed using different
kinds of techniques, chaos encryption algorithms have shown some exception-
ally good properties in many concerned aspects regarding security, complexity,
speed, computing power and computational overhead, etc. A structural design
of prevailing chaos-based image encryption is presented in Figure 1.2. As can
be observed, a chaotic system generates a pseudo-random sequence, which is
governed by initial conditions and or parameters (secret key). Meanwhile, the
chaotic image encryption algorithm includes two significant operations: pixel
value transform and pixel position transform. In image pixel value transform,
the generated pseudo-random sequence performs certain operation with plain-
text, which results in cipher text. In pixel coordinate transform, however, image
pixel coordinate is changed by a chaotic matrix, which is also built from the
generated pseudo-random sequence.

1.5 DMotivations and Problem Statement

Chaos theory has established itself as an important branch of modern mathemat-
ics and physics with a broad range of applications in different areas of biology
and engineering. The future behavior of chaotic systems is totally determined by
its control parameters and initial conditions, which means that any arbitrarily
small change in a control parameter or an initial value can produce a totally
different orbit. Besides that, chaotic systems have many others properties, such
as generating one or more pseudo random sequences, and long-term prediction
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of its behaviors is impossible. With these significant features, chaotic systems
can be considered as ideal nonlinear mathematical models for cryptography and
comnunications.

Due to their simple structure, complex dynamics, and low-implementation-cost,
one-dimensional (1D) discrete chaotic systems, including Logistic, Tent, Sine,
Gaussian, and Chebyshev maps, have become very popular mathematical tools
in cryptographic applications. However, applying 1D chaotic maps in differ-
ent disciplines of cryptography has revealed that these maps have performance
limitations in different aspects. First, with the rapid development of chaos tech-
nologies, it is found that the chaotic sequences of existing 1D chaotic maps can
be estimated by identifying their initial states (Arroyo et al., 2008, 2011). More-
over, many existing 1D chaotic maps have frail chaos. Frail chaos means that the
chaotic map exhibits chaotic behaviors only in limited regions of its parameters
and initial conditions (Zeraoulia, 2012). Consequently, the space of secret keys
in chaos-based cryptosystems will also be limited, since these keys are usually
constructed from the parameters and initial values.

Therefore, many studies have devoted their efforts to developing new discrete dy-
namical systems with robust chaotic behaviors. The effective studies can be clas-
sified into two categories: designing new 1D or two-dimensional (2D) chaotic or
hyperchaotic maps based on the existing classical maps, and developing method-
ologies to produce a series of high-dimensional hyperchaotic maps. The former
aims to produce new chaotic or hyperchaotic maps by applying nonlinear trans-
forms to the classical chaotic maps. Even though some of the proposed maps
have good chaotic proprieties, these maps have some limitations, which can be
summarized as follows:

1. The proposed 1D chaotic maps use two or more classical chaotic maps
to generate one pseudo random sequence, which means that these maps
have no hyperchaotic behavior.

2. The mathematical structures of the proposed 1D and 2D chaotic or
hyperchaotic maps are complicated, thus the encryption speed of the
corresponding chaotic ciphers is generally slower than the chaotic ci-
phers that use simple chaotic maps.

3. Most of the existing 1D and 2D chaotic or hyperchaotic maps have low
complexity performance.

The latter is to propose a framework or a system that can provide more than two
pseudo random sequences with high complexity for cryptographic applications.
In fact, these high-dimensional maps are constructed in the same way that were
used to construct the 2D ones. Thus, they share the same problems, in which
both of them have complex mathematical structures.
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However, it is well-known that most of the classical discrete and continuous
chaotic systems are characterized by one attractor. Therefore, it was really sur-
prising to find that many natural and non-natural chaotic systems can generate
more than one attractor. This nonlinear phenomenon is known as multistability
or coexisting attractors. Actually, there are many studies that discovered the
existence of various kinds of multistability behaviors in continuous chaotic sys-
tems including coexisting non-chaotic with non-chaotic attractors, chaotic with
chaotic attractors, and chaotic with non-chaotic attractors. On the other hand,
to the best of our knowledge, the coexistence of chaotic with non-chaotic at-
tractants has not reported yet in discrete chaotic systems. Therefore, this new
phenomenon motivates us to ask whether the selected pseudo random sequences
from multistability regions are suitable for cryptographic applications.

1.6 Research Objectives

The objectives of the research are as follows:

1. To propose a new 2D discrete hyperchaotic system that has simple
mathematical structure with complex dynamical behaviors and high
complexity performance.

2. To propose a new image encryption algorithm based on the proposed
2D hyperchaotic map.

3. To design a new methodological framework that can generate a series of
new high-dimensional discrete hyperchaotic systems, which have simple
mathematical structure, complex dynamics, high sensitivity, and high
complexity performance.

4. To demonstrate that discrete hyperchaotic systems with high complexity
performance can generate various kinds of coexisting attractors includ-
ing coexisting hyperchaotic with periodic attractors.

5. To prove that choosing pseudo random sequences from multistability re-
gions of a new 4D continuous chaotic system can make the corresponding
chaos-based cryptosystem completely insecure.

6. To demonstrate how we can generate pseudo random sequences from
multistability regions of a new 3D continuous chaotic system that can
be used in cryptographic applications.

1.7 Thesis Outline and Contributions

This thesis is composed of a number of chapters which are categorized according
to the objectives of the study. A brief overview of each chapter as well as their
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associated contributions are outlined below:

Chapter 2: In this chapter, we review the existing discrete and continuous
chaotic systems from a cryptographic point of view. We also determine the main
issue that confronts the existing chaos-based pseudo random number generators.
Furthermore, a brief literature review on chaotic image encryption algorithms is
provided, which is not exhaustive and is not aimed to provide a complete account
of what has been done within this domain. Instead, it is intended to provide the
reader with enough information to situate this work among the relevant state of
the art approaches.

Chapter 3: This chapter presents a new 2D Sine-Hénon alteration model (2D-
SHAM), which is derived from the 2D Hénon map and the 1D Sine maps. The
basic dynamics and the complexity performance of the 2D-SHAM are studied
through stability analysis, trajectory, bifurcation diagram, Lyapunov exponents,
cross-correlation coefficient and Sample Entropy algorithm. Furthermore, this
chapter introduces a new image encryption algorithm, namely IEA, based on
the 2D-SHAM.

Chapter 4: This chapter introduces an IVFdimension nonlinear hyperchaotic
model (M-INHM) as a methodological framework to produce new high-dimensional
discrete hyperchaotic systems. The stability of the MFINHM is analyzed near its
equilibria using Routh-Hurwitz criterion. As typical examples, the 2-NHM and
3-NHM are presented and their dynamical properties are investigated from the
following aspects: trajectories, bifurcation diagram, Lyapunov exponents, and
sensitivity dependence test. Besides that, the maxinmim Lyapunov exponents
and Sample Entropy algorithm are used as evaluation tools to study the com-
plexity performance of the 2-NHM and 3-NHIVL

Chapter 5: In this chapter, we further investigate the MFNHM, where the
occurrence of various multistability behaviors can be observed including the
coexistence of hyperchaotic with hyperchaotic attractors as well as coexisting
non-chaotic with hyperchaotic attractors. In the endeavor of chaotification, this
chapter introduces a simple controller on the MFINHM, which can add one more
loop in each iteration, to overcome the chaos degradation in the multistability
regions.

Chapter 6: Derived from Lorenz-Haken equations, this chapter presents a new
4D continuous chaotic system with three equilibria and only two quadratic non-
linearities. The detailed dynamics of the proposed system are carefully studied,
which revealed that the proposed laser system has complicated multistability
behaviors. To investigate how much such chaotic systems with multistability
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behavior are suitable for cryptographic applications, we generate PRNG from
the multistability regions, and then examine its randomness using statistical
tests.

Chapter 7: In this chapter, we present a new 3D multi-attribute continuous
chaotic system (MACS), which can show self-excited attractors with one un-
stable equilibrium and hidden attractors with either no equilibria or one stable
equilibrium. The MACS generates various types of coexisting behaviors, hence
it would be very suitable in cryptographic applications if the initial values and
parameters are chosen from the regions of coexisting chaotic attractors. Using
the Lyapunov exponents and Sample Entropy, we examine the initial values of
MACS that show coexisting chaotic attractors. Consequently, we use MACS to
generate PRING that can pass all statistical tests.

Chapter 8: This chapter summarizes all the contributions that were made in
this thesis, along with some potential future works.
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