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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfillment
of the requirement for the degree of Master of Science

ENHANCED CUCKOO MALWARE ANALYSIS PERFORMANCE USING
CLOUD COMPUTING

By

OSAMAH LUTF HAMOOD BARAKAT

June 2013

Chairman: Shaiful Jahari Bin Hashim, PhD

Faculty: Engineering

Modem information technology affects almost every aspect of human existence.

Along with numerous positive outcomes, such comprehensive influence of modem

technology on everyday life can also create unprecedented opportunities for the

dissemination of malicious software within very short timeframes. The damage

caused by malicious software can have a profound and lasting impact on many

people across the globe.

A close look at the current approaches of mal ware analyzers illustrates that response

time to community users is inadequately slow at present. It also demonstrates that

these analyzers are not scalable to fit the escalating demand for analysis. As a

consequence, they will not be able to respond to end-users enquiries in proper time.
IV
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to present a new approach to ways of enhancing the malware analyzer performance, in

order for the end-users to get feedback faster than present indicators. This approach

utilizes cloud computing scalability feature to reach appropriate levels of response

time.

Cloud computing is emerging scalability as the main advantage to help application

scale to cope with increasing customer demands. Integrating this technique with

modem applications and services will provide faster solution due to scalability.

For the purposes of evaluating this approach, two systems were carefully prepared with

the same malware analyzer. One of them utilizes cloud computing, and the other one

is left with no changes. Both systems were put under investigation with real malware

samples to drive a comparison test between the two approaches. Samples were divided

into multiple groups with incremental size to study the two systems' behavior towards

different submission loads.

Results obtained after processing 3000 samples indicated that cloud based malware

analyzer is 23% faster than the standalone system. Although cloud enabled system was

performing worse than the standalone system when low samples were submitted, it

started to take the lead with noticeable performance when increasing numbers of

analysis requests were submitted. With greater enhancements in cloud computing

implementation levels, this percentage could increase dramatically to save time

consumed while analyzing malware.
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Applying this approach in Malaysia will help community members get faster replies

regarding suspicious applications with respect to the huge number of IT consumers.

This research could be easily extended to the nationwide malware reporting system

which can improve the quality of signatures and anti-viruses.
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai

memenuhi keperluan untuk ijazah Master Sains

PENINGKATAN ANALISIS CUCKOO PERISIAN MALWARE PRESTASI
MENGGUNAKAN PENGKOMPUTERAN AWAN

Oleh

OSAMAH LUTF HAMOOD BARAKAT

Jun 2013

Pengerusi: Shaiful Jahari Bin Hashim, PhD

Fakulti: Kejuruteraan

Teknologi maklumat moden memberi kesan kepada hampir setiap kewujudan aspek

manusia. Berserta beberapa hasil yang positif, pengaruh komprehensif teknologi

moden dalam kehidupan harian juga boleh mewujudkan peluang yang belum pernah

berlaku untuk penyebaran perisian berniat jahat dalam jangka masa yang sangat

singkat. Kerosakan disebabkan oleh perisian berniat jahat boleh mempunyai satu

mendalam dan hentaman yang kuat kepada ramai orang merentasi dunia.

Pandangan dekat di pendekatan-pendekatan semasa tentang penganalisis mal ware

mengambarkan maklum balas kepada pengguna komuniti adalah tidak lembab pada

masa kini. la juga menunjukkan bahawa penganalisi yang tidak berskala untuk

memenuhi pennintaan yang meningkat dianalisis. Akibatny, mereka tidak akan dapat
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maklum balas kepada para pengguna pada pertanyaan dikemukakan pad a masa yang

sesuai. Tesis ini bertujaan untuk membentangkan satu pendekatan bam untuk

meningkatkan prestasi penganalisis malware jadi para pengguna akan mendapatkan

maklum balas lebih cepat daripada apa yang berlaku sekarang ini. Pendekatan ini

menggunakan ciri berskala pengkomputeran awan untuk mencapai tahap masa tindak

balas yang sesuai.

Pengkomputeran awan ini timbul kebolehskalaan sebagai kelebihan utama untuk

membantu skala aplikasi untuk mengatasi peningkatan permintaan pelanggan.

Menyepadukan teknik ini dengan aplikasi moden dan perkhidmatan akan memberikan

penyelesaian yang lebih cepat akibat kebolehskalaan.

Untuk tujuan penilaian pendekatan ini, dua sistem telah disediakan dengan berhati-hati

dengan penganalisis malware yang sama. Salah satunya menggunakkan

pengkomputeran awan dan satu lagi tidada perubahan. Kedua-dua sistem telah

diletakkan di bawah siasatan dengan sampel mal ware sebenar untuk melaksanakan

satu ujian perbandingan di antara dua pendekatan. Sampel telah dibahagikan kepada

pelbagai kumpulan dengan saiz tambahan untuk mengkaji kelakuan dua sistem

terhadap muatan penyerahan yang berbeza.

Keputusan yang diperolehi setelah memproses 3000 sampel menunjukkan

penganalisis malware sebanyak 23% lebih cepat berbanding dengan sistem tersendiri.

Walaupun pengkomputeran awan melaksanakan lebih teruk berbanding dengan sistem
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sendiri apabila sam pel yang rendah telah diserahkan, ia mula ambil langkah dengan

prestasi yang ketara apabila pertambahan bilangan permohonan analisis telah

diserahkan. Dengan penambahan yang lebih besar di tahap pengkomputeran awan,

peratusan ini mungkin meningkatkan secara mendadak untuk menjimatkan masa yang

digunakan ketika mengkaji malware.

Menggunakan pendekatan ini di Malaysia boleh membantu ahli-ahli komuniti

mendapat balasan yang lebih cepat mengenai pennohonan-pennohonan mencurigakan

dengan sejumlah besar pengguna IT. Penyelidikan ini boleh melanjutkan dengan

senang kepada seluruh negara malware sistem pelaporan yang boleh memperbaiki

kualiti tandatangan dan anti-virus.
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CHAPTER 1

INTRODUCTION

1.1 Background

The past decade witnesses a rapid development of computing power. This

development was in all directions starting from personal computer (PC) to super frame.

In this decade, mobile phone technology was developed so rapidly to reach what exists

now such as hand phone which yields to a very wide variety of customers who can use

computer services despite first years.

As a result, any malicious attacks can affect a wide variety of users. Symantec thread

report [1], which was published in 2012, reported that there were 5.5 billion attacks

blocked in 2011 whereas there were 3 billion attacks only in 2010, which is closed to

be doubled. Moreover, malicious attacks started to be one of the used weapons in cyber

war between countries as in Stuxnet [2], which was attacking a nuclear reactor in Iran,

also flame [3] which was attacking Middle East users. This terror role was not the only

one as malicious software used also to steal money or attack economic systems of

companies and countries. All these manifestations required security experts to counter

those attacks and create new tools to face those challenges, especially that zero-day

threats need on average 10 months to be discovered [4].

On another way, cloud computing appeared in the last four years as a promise IT

paradigm. This technology presented a good solution to utilize resources effectively

and enhance the consumed power [5]. In addition, it started as an economic solution
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to ease beginning of small business without spending too many resources on needed

computing power. Amazon [6] started its public cloud in 2006, which provided

computing resources on a rental basis. Although this idea was known before from

theoretical point of view, this was the first time to be implemented as real service to

public customers. Cloud computing comes with another term called outsourcing,

which means that computing power and operations will be moved from small and

medium organizations to warehouses where it will be share to public users and

compames .

This technology can be used to enhance and support malware analyzers in massive

scanning routines to automate this process, speed up the process, and secure

customers' devices. This study is presenting an approach to utilize cloud computing

features to support and enhance the malware analysis process. After that, a

compartment study is shown as prove of its reliability and functionality.

1.2 Motivation and Problem Statement

The impact of new technology development on security needs by users increases daily.

As mentioned previously, there were 5.5 billion attacks reported. Thus, security

engineers should respond in a manner at least equivalent or better than those attacks.

However, existing malware analysis services still beyond these needs. Main reason

behind that is these analyzers are not scalable enough to respond in appropriate time

to end users. Being quick in responses leads to two possibilities where first one is

developing a faster hardware system which yields more money spending on

infrastructure. Second possibility is to hire more employees, which result in more

money spending in salaries and over time payment.

2
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The most known paradigm which provides high speed using normal hardware was grid

[7] but building a grid need to plan for maximum load to cope with huge incoming

software to be analyzed. In the published report [1] there were 5.5 billion attacks

blocked in 2011 while there were 3 billion attacks only in 2010, which is almost

double. Thus, the capacity including hardware and manpower should be doubled to

keep security analysts on track. Therefore, the solution presented in this study should

save time by speeding up the analysis process and save cost by provision the needed

hardware only and save manpower by automate the maximum possible workflow

phases.

Another view on this problem can be considered if the workflow was highlighted.

What happen now if someone wants to send software for analysis purpose and make

sure that software is safe? The user simply can use any of available submission tools

that provided by that mal ware analyzer and upload whatever he wants to be analyzed.

After that, he should wait for results which it depends on how powerful is that analyzer

and whether it works automatically or needs a human interaction which depends in

tum if the file submitted on working hours or not. All these factors lead to inevitability

of automating the whole process so that interaction between malware analyzer and

users fully fits the user needs.

1.3 Research Aim and Objectives

The main goal of this study is to build a scalable and automatic malware analyzer

utilizing the technology of cloud computing. In this study, the focus will be on saving

3
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total consumed time within the whole process. From this goal, other objectives were

determined and listed as the following:

1. Design a system which uses a private scalable cloud environment to extend a

standalone automated malware analyzer.

2. Implement the designed system in order to test the stability, scalability.

3. Design and implement a comparative study between the cloud computing

enabled malware analyzer and the standalone approach in terms of scalability.

1.4 Study Scope

The scope of this research is illustrated in Figure 0.1 and Figure 0.2 . The dotted lines

represent the component in general malware analyzer, where this research will take

place to achieve the stated objectives.

eO
o

Analysis Engine Analysis
Environment

:......••...••••••.•....

.........................

Figure 0.1 Research Scope

4

© C
OPYRIG

HT U
PM



I

/--{]I .f::::J ~
6 Send analysis resullsto end user .~ ~ Web

Android PhonetDeskto~miSSion

! ,"mro"m\p,.
, 3. Reply to user with It IS In \
I I list, white list, or hold
, until analysis results

Reception
Server

..-···:··

5. Update database with new
analysis regarding new

sample
Decision

4. Send analysis reports to decision s¥~\erf\······ •••••....
• +

)
2. Check if sample exists in DB

Figure 0.2 Cloud Enabled Malware Analyzer System

1.5 Thesis Organization

This thesis is organized in five chapters, including this introduction chapter. The cloud

computing technology will be defined and discussed in chapter 2. Additionally,

malware analysis also will be explored with some highlights on some analyzers. After

that, chapter 3 will explain the methodology used to prove the feasibility of the

proposed idea. It will elaborate the conducted experiments in addition to used settings.

Then, the results obtained from those experiments will be presented in chapter 4.

Finally, a conclusion and future research directions will be in chapter 5.

5
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