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In the past few decades, there has been a growing interest in Facial Biometric systems
that became a trend in a wide range of technologies like security, access control and
surveillance applications. However, Spoofattacks remain the main challenge faced by
facial biometric systems. A spoof attack arises when an individual attempt to disguise
as someone else by a fake face to get an unauthorized access to the system, a fake face
could be a photograph, dummy face or even a video display. To overcome these
attacks on such systems, face liveness detection has been produced.

There are various ways to detect the face liveness such by texture, motion analysis,
determine a scenic clue or by using a thermal sensor. Two methods of detection were
identified based on the necessity of user’s cooperation with the system. One is known
as intrusive which requires user interaction with the system such in motion detection
and the other is non-intrusive were no user effort is needed. For this purpose, image
quality assessment has been utilized in the literature for face anti-spoofing detection.
Image quality measures (IQMs) are efficient, user friendly, non-intrusive, low cost
and present a low degree of complexity in implementation. However, they exhibit
some limitations in terms of accuracy and efficiency of the system.

Thus, an effective face liveness detection system based on image quality measures has
been proposed in this thesis. The system was designed to conquer the limitations of
accuracy in a trade off with high and cost ineffective feature extractor. System’s
effectiveness was evaluated and benchmarked with other existing related work on
CASIA face anti-spoofing database and the expandability of proposed work was
further proven on NUAA imposter database.



The feature set was selected based on IQMs discrimination power. Analysis of
variance (ANOV A) was the statistical tool used to identify these IQMs. ANOVA was
applied to find the p-value and F-score for each of the measures. A low p-value (high
F score) for a test refers to an evidence to reject the null hypothesis. Then a feature
selection strategy was further implemented to minimize the number of measures. The
output measures have been employed as a feature extractor to design and develop the
face liveness detection system. Image classification for real and fake samples was
implemented by support vector machine (SVM). The system is restricted to 2D
images.

The test results and evaluations have been implemented by the statistical analysis
testing and by liveness detection system in terms of accuracy, half total error rate
(HTER) and system’s efficeincy. Results have consistently revealed that the proposed
method outperforms other detection techniques over different types of spoofing
attacks and mediums. The detection accuracy of the system was increased by nearly
13% while the computational load was decreased by approximately 50 % as compared
to the state-of-art. The contribution of this work is to ensure the simplicity of detection
system and improves its accuracy along with efficiency.
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Dalam beberapa dekad kebelakangan ini, terdapat minat yang semakin mendalam
terhadap sistem Biometrik Wajah yang menjadi tren dalam pelbagai teknologi seperti
keselamatan, kawalan akses dan aplikasi pengawasan. Namun demikian, serangan
tiruan atau spoof masih menjadi cabaran utama yang dihadapi oleh sistem biometrik
wajah. Serangan tiruan muncul apabila seorang individu cuba untuk menyamar
sebagai orang lain menggunakan wajah tiruan untuk mendapatkan akses memasuki
sistem tanpa kebenaran; wajah tiruan boleh jadi satu fotograf, wajah tiruan, atau
paparan video. Untuk mengatasi serangan seperti ini ke atas sistem, sistem
pengecaman wajah telah dihasilkan.

Terdapat pelbagai cara untuk mengesan sesebuah wajah iaitu melalui tekstur, analisis
pergerakan, menentukan klu pemandangan atau menggunakan pengesan haba. Dua
metod pengecaman dikenalpasti berdasarkan keperluan kerjasama pengguna dengan
sistem yang ada. Satu dikenali sebagai intrusif yang memerlukan pengguna
berinteraksi dengan sistem seperti pengecaman pergerakan dan satu lagi bukan-
intrusif di mana usaha dari pihak pengguna tidak diperlukan. Untuk tujuan ini,
penilaian kualiti imej telah digunakan dalam literatur untuk mengesan anti-tiruan
wajah. Pengukuran kualiti imej (IQMs) bersifat efisyen, mesra-pengguna, bukan-
intrusif, kos rendah dan memberikan aras kompleksiti yang rendah dalam
pelaksanaannya. Mereka memaparkan beberapa kekangan dari sudut ketepatan dan
beban pengiraan sistem.

Oleh itu, sistem pengecaman wajah yang efektif berdasarkan pengukuran kualiti ime]
telah disarankan dalam tesis ini. Sistem ini direkacipta untuk mengatasi kekangan
ketepatan dalam pertukaran dengan beban pengiraan yang tinggi dan menelan belanja
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yang besar. Keberkesanan sistem dinilai dan ditanda-aras dengan kajian sedia ada
yang lain berkenaan pangkalan data anti-tiruan wajah CASIA dan kebolehlanjutan
kajian yang disarankan telah dibuktikan ke atas pangkalan data tiruan NUAA.

Set fitur telah dipilih berdasarkan kuasa diskriminasi IQM. Analisis varian (ANOVA)
adalah alat statistik yang digunakan untuk mengenalpasti IQM ini. ANOVA telah
diaplikasi untuk mendapatkan nilai-p dan skor-F untuk setiap pengukuran. Satu nilai-
p yang rendah (skor F tinggi) untuk sesuatu ujian merujuk kepada bukti dalam
menolak hipotesis nul. Kemudian, satu strategi pemilihan fitur telah dilaksanakan lagi
untuk meminimakan bilangan pengukuran. Pengukuran output telah digunakan
sebagai pengestrak fitur untuk merekabentuk dan membangunkan sistem pengecaman
wajah. Klasifikasi imej untuk sampel yang sebenar dan tiruan telah dilaksanakan oleh
mesin vektor sokongan (SVM). Sistem tersebut dihadkan kepada imej-imej 2D.

Keputusan dan penilaian ujian telah dijalankan oleh pengujian analisis berstatistik dan
sistem pengecaman wajah dari aspek ketepatan, separuh kadar jumlah ralat (HTER)
dan beban pengiraan. Keputusan telah menunjukkan secara konsisten bahawa metod
yang disarankan telah jauh lebih baik dari teknik-teknik pengesanan lain dari semua
jenis serangan dan wadah tiruan yang berbeza. Ketepatan pengesanan dalam sistem
meningkat oleh 13% sementara beban pengiraan berkurangan sebanyak 50 %
berbanding dengan sistem yang lebih moden. Sumbangan kajian ini ialah memastikan
kemudahan menggunakan sistem pengecaman dan mempertingkatkan ketepatannya
seiring dengan keberkesanan pengiraannya.
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CHAPTER 1

INTRODUCTION

1.1 Background

Biometrics is a multidisciplinary field involved with measuring and mapping specific
biological traits, e.g. fingerprints, face, palm veins, etc. to be used as an individualized
code for recognition (Nixon, 2014). Biometric traits can be classified into two groups
that are physical traits such as aforementioned examples and behavioral traits such as
signature, voice and keystrokes. Biometric is essential for a wide range of
technologies. However, one of the main obstacles facing biometric recognition
systems is fraudulent identity which is conceptually referred as a spoofing attack.

Broadly, two types of attacks can be considered: indirect and direct attacks. Indirect
attacks are performed inside the system, intruded by hackers or insiders, e.g. by
tampering the feature extractor or the matcher, or by modifying the template database.
Indirect attacks can be prevented by numerous measures including but not limited to
anti-virus software, firewalls, encryption and intrusion detection. Direct attacks on the
other hand, are performed at the sensor level outside the digital limits of the system
and therefore, no mechanisms for digital protection can be used to anticipate it (Nixon,
2014).

An embedded facial biometric solution for mobile phones are very trendy nowadays
with built-in mobile cameras to authorize user’s access to the phone by scanning user’s
face. Such solutions were also previously provided with computers web-cameras to
perform the same service in computers, such as Dell, Lenovo, Asus, Toshiba, and
Apple. However, spoofing attacks are still crucial threat to these solutions in spite of
the high performance of their biometric systems.

Facial spoofing attacks occur when a person masquerades or falsifies his identity to
gain an unauthorized access to the biometric system. With the wide spread of social
media applications and millions of users around the world sharing their images online
made it easier to reproduce a fake sample where face can be viewed on alternative
mediums such as a printed copy, digital image and even a video display.

Facial biometric systems are still susceptible to various of spoofing attacks. Thus, it is
of necessity to secure such systems by providing additional layer of security through
liveness detection that allows the biometric system to verify whether the sample being
captured by the recognition system is genuine (i.e. alive) or has been mimicked by an
illegitimate user.



A block diagram of face liveness detection system architecture is shown in Figure 1.1,
it is necessary to clarify the exact process of using liveness detection system which
involves a user to present a biometric sample to the sensor, which is camera in our
case. The face image is then preprocessed and tested by extracting its features. Last it
is classified as real or fake using a certain classifier based on existing training data.

A fake sample can be detected by several clues or life signs like motions (i.e. lip
movement, eye blinking or head rotation etc.) or a comparison of skin textures. A
user’s cooperation with the system is required to produce facial movement. Hence,
such systems become vulnerable when it is forged with a video display attack or if the
user cannot perform the desired movement due to health issues. This leads to high
false positive rate in detection system. An opposite type of system that does not
involve any user cooperation is based on analyzing facial skin texture and reflectance
properties (Feng, Po, Li, & Yuan, 2016a) which is mostly uses one image to perform
spoofing detection, which makes it easier and more economical to implement.

Q Pre- Feature Decision
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User Camera
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Database

Figure 1.1: Block diagram of face liveness detection system

Lately, texture analysis has been widely utilized in liveness detection for being simple
to implement, cost effective, and not intrusive in terms of user collaboration.

Image quality assessment (IQA) is one of the important methods utilized in image
processing disciplines such as compression, recognition, restoration and similar
applications. An image may contain various types of distortions like noise, contrast
change and blur etc. Thus, it is very necessary to evaluate image quality.
Conventionally, a subjective evaluation where humans assess the quality of an image
based on requirements. Such process requires experts to rate image quality which is
costly and time consuming. Therefore, an objective image quality assessment was of
necessity. These quality metrics were based on the characteristics of the human visual
system. There are two types of image quality measures (IQMs) classified based on
their reliability on the existence of a reference image, full reference IQMs and no
reference IQMs. the logic basis for using IQA in liveness detection is assisted by two
factors, first is that IQA has been effectively implemented in earlier work for
manipulation detection (Bayram, 2006), and steganalysis within forensics (Memon,
2003). And second is that different researchers have proposed liveness detection
systems for both single and multibiometric systems which proved the effectiveness of



using IQA for detection (Galbally & Marcel, 2014a; Galbally, Marcel, & Fierrez,
2014; S.A. Dhole, Patil, 2016)

1.2 Problem Statement

The general research problem lies in the vulnerability of face recognition systems to
non-real faces (i.e. spoofing attacks) which is a serious security threat (Li, Correia, &
Hadid, 2018) . However, several research efforts have attempted to overcome this
problem by applying face liveness detection as an additional layer of security. Despite
these trials, the performance of anti-spoofing system is still restrained by several
challenges as explained below:

e InPrevious related work where image quality assessment was utilized in face
anti-spoofing , IQMs were chosen based on theoretical justification, no
practical analysis and feature selection of used IQMs was experimentally
established to select the best features prior to liveness detection system
design which may result in system’s efficiency degradation (Bhaskar &
Aneesh, 2015; Galbally & Marcel, 2014a; Galbally et al., 2014; S.A. Dhole,
Patil, 2016).

e Spoofing attacks are still serious threats specifically regarding the accuracy
of the detection system in terms of total error rate achieved by the system
during detection which can be affected by several factors such as the type of
feature extractor being used, Type of sensor etc.(Galbally & Marcel, 2014b).

1.3 Research Objectives

The main objective of this work is to design and implement efficient and accurate face
liveness detection system based on image quality assessment. To achieve this
objective, the following is set to be done:

1. To extract a pool of IQA facial features and analyze their effectiveness
statistically based on discrimination power.

2. To create an algorithm for selecting the best IQMs to build a feature extractor.

To evaluate a face liveness detection system using the feature extractor.

[98)

14 Research Scope

The scope of our research is to design and develop a face liveness detection system.
The system basically lies in three steps image input and pre-processing step, feature
extraction step and classification step. The proposed work aims to improve the
performance by improving the feature extraction process. A utilization of statistical
analysis method of ANOVA is to be performed. The maximum number of IQMs
already used by researchers was 30 (Bhaskar & Aneesh, 2015) therefor the study is



restricted to 30 general purpose IQMs to be examined for feature selection. The study
is based on scenic clues of both image sequence and static image and restricted to 2D
images. The work is to be evaluated in terms of the half total error rate and the
accuracy of the system and its efficeincy in terms of the number of IQMs being used
in the design of the feature extractor. CASIA-FAS database (Z. Zhiwei et al., n.d.)
with three different image qualities, high quality, normal and low quality is to be
utilized for benchmarking and NUAA imposter database was used to prove the
expandability of feature on different types of databases.

1.5 Thesis Layout

This thesis is formulated into five chapters. The outlines of each chapter are described
below:

Chapter 1 produces a general introduction to the research area and points out the
current problems in designing an image quality assessment-based liveness detection
system. It also identifies the objectives and the scope of the research.

Chapter 2 provides a systematic literature review of face liveness detection techniques.
The theoretical background of Image quality assessment and its manipulation in face
liveness detection are also presented. The statistical Analysis using analysis of
variance (ANOVA), feature selection and image classification using support vector
machine (SVM) are also presented in this chapter.

Chapter 3 introduces the detailed methodology of the proposed work and the design
process flow of feature extractor and liveness detection system.

The test results of the statistical analysis, feature selection and the proposed face
liveness detection system on CASIA-FAS and NUAA databases are discussed in
chapter 4. Subsequently a conclusion is drawn in chapter 5 with suggestions for future
directions.
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