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Storage devices such as disk drives and personal storage devices (PSD) such as flash
disks are now widely used in everyday appliances. The absence of built-in security
features has led to compromised confidential data from storage devices. The rapid
growth of data breaches in the recent years contributed to standardization of
encryption methods to secure storage devices. The IEEE P1619 Security in Storage
working Group (SISWG) is a prominent group in developing standards related to
secure storage encryption. Recently the group has approved the P1619 standard
called “IEEE Standard for Cryptographic Protection of Data on Block-Oriented
Storage Devices”. This standard introduces XTS (XEX encryption mode with tweak
and ciphertext stealing), a secure narrow-block mode of operation which can be fully
parallelized. This is an important feature due to the widely available parallel
hardware architectures such as multi-core processors and Field Programmable Gate

Arrays (FPGA).
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This research will evaluate existing encryption algorithms and modes of operation
that are suitable for securing storage devices. Particular focus will be placed on disk
drives. XTS mode of operation will be evaluated in terms of performance with
different encryption algorithms such as AES (Advanced Encryption Standard), RC6
(Rivest Cipher version 6), and Twofish. The performance of XTS mode will also be
compared with respect to other modes of operation such as CBC (Cipher Block
chaining) and LRW (Liscov-Rivest-Wagner). To fully utilize the performance
potential of XTS mode of operation, a parallel design for the algorithm is proposed.
The enhanced XTS mode of operation is implemented using OpenMP (Open
specifications for Multi Processing) by careful use of parallelism strategy to divide

encrypted data evenly among the available processors.

Performance evaluation shows that XTS exhibits faster speed when an RC6
encryption algorithm is used, compared to other encryption algorithms such as AES
and Twofish. With respect to the other modes of operation, XTS suffers some
performance degradation due to its slightly complicated structure to achieve better
cryptographic hardness. These limitations in XTS have been successfully overcome
by the enhanced parallel XTS mode of operation which gives a 1.80 speedup factor
with 90 percent efficiency using AES as an encryption algorithm. The resulting
overheads due to the parallel design were also considered and clearly analyzed. In
addition, the parallel XTS mode was also simulated using Twofish and RC6
encryption algorithms. Detailed comparison between Twofish and RC6 algorithms

has been made with respect to AES algorithm.
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MENINGKATKAN PRESTASI XTS MOD OPERASI KRIPTOGRAFI
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MOHAMMAD AHMED ALOMARI
Disember 2009

Pengerusi : Khairulmizam bin Samsudin, PhD

Fakulti : Kejuruteraan

Pada masa kini, peranti storan seperti cakera keras dan peranti storan persendirian
seperti cakera flash digunakan secara meluas dalam keperluan seharian. Ketiadaan
ciri sekuriti terbenam telah membawa kepada kompromi data-data sulit yang terdapat
dalam peranti storan. Peningkatan bilangan kebocoran data kebelakangan ini telah
menyumbang kepada pempiawaian kaedah-kaedah penyulitan untuk meningkatkan
sekuriti peranti storan. IEEE P1619 Security in Storage working Group (SISWG)
IEEE P1619 adalah kumpulan penting dalam membangunkan piawai berkaitan
dengan penyulitan storan yang selamat. Kumpulan ini telah meluluskan piawai
P1619 yang dinamakan sebagai IEEE Standard for Cryptographic Protection of
Data on Block-Oriented Storage Devices. Piawaian ini memperkenalkan XTS (mod
penyulitan XEX dengan penambahbaikan dan pengambilan teks sifer), satu mod
operasi blok-sempit yang boleh diselarikan sepenuhnya. Ini merupakan satu ciri
penting kerana kewujudan banyak senibina perkakasan selari seperti pemproses

multi-teras dan Jujukan Medan Get Kebolehaturcaraan (FPGA).



Kajian ini akan menilai algoritma dan mod operasi penyulitan sedia ada yang sesuai
untuk mengawasi peranti storan. Fokus utama akan diberikan kepada pemacu cakera.
Mod operasi XTS akan dinilai prestasinya dengan beberapa algoritma penyulitan
berbeza seperti AES (Advanced Encryption Standard), RC6 (Rivest Cipher version
6) dan Twofish. Prestasi mod operasi XTS akan dibandingkan dengan mod-mod
operasi lain, sebagai contohnya CBC (Chiper Block Chaining) dan LRW (Liscov-
Rivest-Wagner). Bagi menggunakan sepenuhnya kemampuan prestasi mod operasi
XTS, satu rekabentuk selari untuk algoritma ini dicadangkan. Mod operasi XTS yang
diperbaik telah diimplementasi menggunakan OpenMP (Open specification for Multi
Processing) dengan menggunakan strategi keselarian secara cermat untuk
membahagi penyulitan data dengan setara di kalangan pemproses-pemproses yang

sedia ada.

Penilaian prestasi menunjukkan bahawa XTS memaparkan kelajuan yang lebih tinggi
apabila algoritma penyulitan RC6 digunakan berbanding lain-ain algoritma
penyulitan seperti AES dan Twofish. Berbanding mod-mod operasi yang lain, XTS
menghadapi masalah penurunan prestasi kerana strukturnya yang agak kompleks
bagi mencapai kekuatan penyulitan yang lebih baik. Kekurangan XTS ini telah
berjaya diatasi dengan wujudnya mod operasi XTS yang diperbaik secara sejajar
yang membawa kepada 1.80 faktor peningkatan kelajuan dengan 90 peratus
keberkesanan menggunakan AES sebagai algoritma penyulitan. Keterlebihan oleh
sebab rekabentuk sejajar juga telah diambilkira dan dianalisis dengan jelas. Di
samping itu, mod sejajar XTS telah disimulasi dengan algoritma Twofish dan RC6.
Perbezaan secara teliti antara algoritma Twofish dan RC6 telah dibuat dengan

algoritma AES.
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CHAPTER 1

INTRODUCTION

1.1 Data Security

Security of data in storage devices is becoming one of the main issues in computer
security. One main threat against storage devices especially PSDs (Portable Storage
Devices) and PDAs (Personal Digital Assistant) is theft or loss due to their small
size. Unauthorized access to confidential data residing inside storage devices may
lead to huge organizational loss. A recent survey shows that two thirds of IT
professionals who use removable storage devices at work did not protect them with
any kind of protection such as encryption or even simple passwords [1]. Physical
access to storage devices may also provide an opportunity for an intruder to view the
information and compromise the security of the data. Since a lot of research has been
given to data-in-transit i.e. data traveling during communications, more focus now is
needed to be given to protect data-at-rest which is data residing inside storage

devices. One important and vital technique to secure storage devices is encryption.

There are several issues that need to be resolved before storage devices encryption
could be adopted widely. These issues include standardizing a suitable encryption
algorithm and encryption mode of operation for storage devices, and secure
management of encryption keys. To address some of these issues, the newly
chartered IEEE Security in Storage Working Group (SISWG) has proposed a new

cryptography standard P1619 [2]. Although this standard have been revised with



several drafts before approval, it is still widely being discussed and various factors

have to be considered before the standard can be fully accepted [3].

Generally speaking, encryption is the technique of enciphering (hiding) sensitive
data. It converts a clear readable message (also called plaintext) into unreadable
format code (also called ciphertext). Decryption is the opposite operation that
converts back the ciphertext into its original plaintext.. Encryption must be a
reversible operation which means that, using the correct key information, ciphertext
must be able to be decrypted back to original message. Encryption process is
accomplished through using a specific algorithm called encryption algorithm (also
called cipher). This encryption algorithm receives two values: the plaintext and a
special code called the encryption key, and according to these values it produces the
ciphertext. The encryption key is the only piece of code that can converts back the

ciphertext into the original plaintext message.

Encryption algorithms can be divided into symmetric and asymmetric. Symmetric
encryption (also called single-key encryption) is an encryption technique where both
the encryption and decryption algorithms use the same key to encrypt and decrypt a
message. An encryption block mode of operation is a technique for enhancing the
effect of a cryptographic algorithm or adapting the algorithm for an application, such
as applying a block cipher to a sequence of data blocks or a data stream [4]. A block
mode of operation describes how encryption algorithm can manipulate more than one
block of data, and how these data blocks are related to each other during encryption

process.



1.2 Motivation

Data in storage devices can be protected by cryptography. The speed and strength of
this protection depends mainly on two factors: the encryption algorithms used and
the encryption mode of operation implemented with this algorithm. In year 1998, the
National Institute of Science and Technology (NIST) has organized a competition to
choose a successor for the well known encryption algorithm DES (Data Encryption
Standard) that has shown many security breaches in recent years. As a result of that
competition, an encryption algorithm called AES (Advanced Encryption Algorithm)
have been chosen as a winner to be used as NIST standard algorithm [5]. In fact,
choosing this algorithm was a turning point for cryptography security, since AES

highly improved the security aspects as compared to its predecessor DES algorithm.

On the other hand, an encryption algorithm may leak sensitive information if used
with a weak encryption mode of operation. Nowadays, Cipher Block Chaining
(CBC) mode of operation is the most widely used mode of operation for storage
devices encryption. The popularity of CBC was not due to its highly secure features,
but rather due to the lack of alternatives [6]. As a result of the security breaches
associated with its nature, CBC mode needs to be replaced by a more secure mode.
To accomplish that, [EEE SISWG group has approved a new maode of operation
called P1619 XTS as a mode for block-oriented storage encryption [2]. The lack of
research and evaluation for XTS mode was an important reason that this standard
faced a lot of queries and criticisms [3]. This shows that storage encryption
algorithms and modes of operation such as XTS need to be further investigated and

compared with other modes to evaluate their performance and security features.



Another limitation need to be mentioned about CBC mode, is that it suffers from the
lack of parallelizability during the encryption process. Generally, this might be a
common problem with narrow-block modes of operation; however it has been
overcome by XTS mode. This makes XTS a block mode of operation for storage
devices encryption that is easily parallelizable. Due to XTS complex structure to
retain the security features of the block mode, there is a performance tradeoff for
XTS compared to CBC. In fact, this was one of the main criticizing points against
XTS mode [3] which can be overcome by experimenting on the parallelizability
feature of XTS. This trend of improvement is especially supported with the adoption

of multicore processors technology.

1.3 Problem Statement

While choosing AES was a great contribution to cryptography, finding the
appropriate encryption mode of operation for storage encryption is still a dispute
among cryptography community until the moment of writing this thesis. The
importance of encryption mode of operation comes from the fact that using a weak
encryption mode with even a strong encryption algorithm can affect the whole
security process [6]. In Dec 2007. IEEE has approved XTS encfyption mode of
operation to be used with AES encryption algorithm for narrow-block storage

encryption. However, the approval of XTS mode has been opposed with great

criticism from different aspects [7].



An important argument against XTS was that it needs further study and evaluation of
its performance aspect as compared to other modes of operation. Moreover, the
parallelizability feature of XTS needs to be explored and evaluated for its viability to
hardware and software implementations [3]. In this work, we evaluate different
encryption modes of operation suitable for storage encryption and then compare
them with respect to XTS mode. To improve the performance of XTS encryption

mode of operation, a parallel design for XTS has been introduced.

1.4 Objectives

The objectives of this work are:

e To evaluate encryption algorithms and modes of operation that are suitable for
disk encryption.

e To enhance the performance of XTS mode using parallel design while preserving

the security aspects.

1.5 Scope of Work

T'his work concentrates mainly on evaluating the encryption algorithms and modes of
operation that are suitable for storage encryption, and more specifically disk
encryption. The performance of these encryption algorithms and modes is to be
measured and compared with respect to the narrow-block (usually 128 bits) XTS
encryption mode of operation. Enhancing performance of XTS mode using parallel

design will also be presented and compared with sequential XTS algorithm. In this



study, performance aspects such as execution time and parallel speedup of
encryption algorithms will be explored in detail. On the other hand, preserving

security properties of XTS mode during parallel implementations will be covered.

Although software applications may benefit from this work, our simulations
generally tend to be hardware oriented which allow them to be included in disk
storage encryption technologies. The use of low-level open source development tools
such as GCC [8], OpenMP [9] parallel specification, and LibTomCrypt [10]
encryption library reflects the hardware orientation of this work. Furthermore, using
specific conversion tools, the code developed in this research can be directly
translated to an HDL (Hardware Discryption Language) code which can then be
integrated into a hard disk controller or built inside an FPGA device for more
evaluations. HDLs are special programming languages that can describe the
operation and design of electronic circuits. They convert higher level programming

code into machine readable code.

1.6 Research Contribution

Since the use of encryption for transparently protecting the storage devices is
considered to be a new field, a great deal of research is required in this ficld trom
both performance and security perspectives. This work contributes in the
performance evaluation of the state of the art encryption algorithms and modes of
operation, which are suitable for storage encryption. It then compares these
algorithms giving more focus to XTS encryption mode of operation. This

performance evaluation can help hardware and software designers to choose the



proper cryptography components suitable to balance performance and security

requirements.

Additionally, in today's world of multiple core of processors and clock-rate
limitations, it is increasingly important that a designer is able to increase
performance by instantiating multiple instances of an encryption primitive instead of
increasing the processor clock-rate [3]. In this research, in order to improve the
encryption performance, the current sequential XTS mode is enhanced by
implementing it in a parallel design. This enhancement will highly improve the XTS
mode throughput while utilizing the available multicore technology. Other than
improving performance, the proposed parallelization strategy is portable, easy to use
and allows maximum utilization of available computing resources such as processors
and memory. As far as the author knowledge, no detailed evaluation and
parallelization simulations for XTS mode and other algorithms, which are suitable

for storage encryption, have been reported in the literature.

1.7 Thesis Organization

This thesis is organized as follows: Chapter 1 provides a general introduction to
thesis direction, motivation, and objectives. Chapter 2 explains in detail the literature
that supports this research. This includes an overview of cryptography algorithms
and modes of operation, background on XTS mode, and parallel processing basics
and standards including OpenMP specification. Strategies and development tools
necessary for simulations are presented in Chapter 3. Evaluation procedures for

encryption operations and parallel design details are explored here. This chapter also
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