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Rijndael (AES) is a well-known block cipher algorithm with proven robustness
towards countless cryptographic attacks. Somehow, the substitution box (s-box)
in the AES block cipher is fixed or static for all rounds and has become the target
of many attacks. The design of the s-box is the most crucial part while designing
a new block cipher algorithm since it is the only non-linear element of the cipher.
In this research, emphasis is given on increasing the complexity of a block cipher
algorithm. We propose a new dynamic determinant block cipher (DDBC) designed
based on the determinant matrix properties which shall meet the security
requirements of a secure block cipher. This research will first make use of the
matrix determinants properties, linear equations and its inverses, identifies the
similarity elements and combines them with irreducible polynomials and affine
transformation to produce new determinants-boxes to be used in the substitution
layer. This research also proposes a new method namely RotateSwapDeterminant
function that uses rotation and swapping of the bit based on the 4x4 determinant
computations and will act as the permutation layer in the DDBC algorithm. The
output from the DDBC algorithm will be tested and validated through NIST
Statistical Test Suite. The s-box test will be carried out to verify the security of the
new determinant s-boxes constructed. The correlation coefficient and key
sensitivity of plaintext and ciphertext produced by DDBC algorithm will be tested
through avalanche effect experiments. Analyses on linear, differential and short
attack will be performed against the DDBC algorithm to estimate the possible
success of all three attacks. The performance analysis is performed on DDBC
algorithm to test for the encryption and decryption speed of the block cipher and
lastly the complexity analysis is performed on the selected determinant s-boxes to
examine the level of complexity contributed by tested and untested determinant s-
boxes. Through these extensive experiments, the proposed DDBC algorithm has
successfully passed the NIST Statistical Test with all 15 tests show p-value > 0.01.



The results from the s-box test indicate that the determinant s-boxes constructed
provides good balanced, sufficient differential uniformity, excellent non-linearity,
acceptable algebraic degree and adequate signal to noise ratio (SNR). For the
avalanche effect analysis, the DDBC algorithm shows that most of the correlation
values tested on the proposed determinant s-boxes and the
RotateSwapDeterminant function are near to 0 which indicate a strong positive (or
negative) non-linear relationship which means the DDBC algorithm has a high
confusion property. The analysis on linear, differential and short attack shows
required complexity to be more then 21°2 attempts for linear cryptanalysis, required
complexity to be more then 21%* attempts for differential cryptanalysis and
(((28)19)256)5 total possibilities of attempts for short attack which provide sufficient
evidence that the DDBC algorithm is resistance towards all three attacks. The
performance analysis in terms of processing speed of the encryption and
decryption process of the DDBC algorithm shows minimal differences in both AES
and DDBC algorithm despite of the difference method of transformation used in
both algorithms. Lastly, the complexity analysis shows that the determinant s-box
that has go through the s-box analysis test show better avalanche criteria proving
higher level of complexity compared to non-tested determinant s-box. From the
result of the analysis, it has been justified that the proposed DDBC algorithm can
be considered as one of the secure symmetric block cipher and can be used as
an alternative to other cryptographic algorithm in computer security research area.
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Rijndael (AES) adalah algoritma sifer blok yang terkenal serta terbukti
ketahanannya terhadap serangan kriptografi yang tidak terkira banyaknya.
Walaubagaimanapun, kotak penggantian (s-box) dalam sifer blok AES yang
tetap atau statik untuk setiap pusingan telah menjadi sasaran banyak serangan.
Reka bentuk s-box adalah bahagian yang paling penting ketika merancang
algoritma sifer blok yang baru kerana ia merupakan satu-satunya elemen bukan
linear dalam sifer. Dalam kajian ini, penekanan diberikan untuk meningkatkan
kerumitan algoritma sifer blok. Kami mencadangkan sifer blok penentu dinamik
(DDBC) baru yang direka berdasarkan sifat-sifat matriks penentu yang
memenuhi  keperluan keselamatan sifer blok. Penyelidikan ini akan
menggunakan  sifat-sifat penentu  matriks, persamaan linear dan
penyongsangnya, mengenal pasti unsur-unsur kesamaan dan
menggabungkannya dengan polinomial yang tidak dapat dipinda serta
transformasi affine untuk menghasilkan s-box penentu yang baru dan akan
digunakan dalam lapisan penggantian. Penyelidikan ini juga mencadangkan
fungsi baru iaitu fungsi RotateSwapDeterminant yang menggunakan putaran
dan penggantian bit berdasarkan pengiraan penentu 4x4 dan akan berfungsi
sebagai lapisan permutasi dalam algoritma DDBC. Output dari algoritma DDBC
akan diuji dan disahkan melalui Ujian Statistik NIST. Ujian s-box akan dijalankan
untuk mengesahkan keselamatan kotak-kotak penentu baru yang dihasilkan.
Koefisien korelasi dan sensitiviti plainteks dan siferteks yang dihasilkan oleh
algoritma DDBC akan diuji melalui eksperimen kesan avalanche. Analisis
serangan linear, serangan perbezaan dan serangan pendek akan dilakukan
terhadap algoritma DDBC untuk menganggarkan kejayaan kemungkinan ketiga-
tiga serangan tersebut dan analisis prestasi dilakukan pada algoritma DDBC
untuk menguiji kelajuan penyulitan dan penyahsulitan blok serpihan. Akhir sekali
analisis kerumitan dilaksanakan untuk memeriksa tahap kerumitan yang
disumbangkan oleh s-box penentu yang telah diuji dan tidak diuji menerusi ujian
s-box. Melalui eksperimen yang menyeluruh, algoritma DDBC yang
dicadangkan telah berjaya melepasi Ujian Statistik NIST dengan kesemua 15
ujian menunjukkan p-value> 0.01. Keputusan dari ujian s-box menunjukkan



bahawa s-box penentu yang dibina memberikan keseimbangan yang baik,
keseragaman perbezaan yang secukupnya, ketidaklinearan yang sangat baik,
tahap algebra yang boleh diterima dan isyarat kepada nisbah hingar (SNR) yang
memuaskan. Untuk analisis kesan avalanche, algoritma DDBC menunjukkan
bahawa kebanyakan nilai korelasi yang diuji pada s-box penentu serta fungsi
RotateSwapDeterminant yang dicadangkan menghampiri 0 yang membuktikan
hubungan ketidaklinearan positif (atau negatif) yang bermaksud algoritma DDBC
mempunyai sifat kekeliruan yang tinggi. Analisis serangan linear, serangan
perbezaan dan serangan pendek menunjukkan kerumitan yang diperlukan
adalah lebih daripada 21°? kali usaha percubaan untuk kriptanalisis linear,
kerumitan yang diperlukan adalah lebih daripada 21°* kali usaha percubaan
untuk kriptanalisis kebezaan dan sebanyak (((28)1°)?°¢)5 jumlah kemungkinan
percubaan untuk serangan pendek yang memberikan bukti yang mencukupi
bahawa algoritma DDBC adalah kalis terhadap ketiga-tiga serangan tersebut.
Analisis prestasi dari segi kelajuan pemprosesan proses penyulitan dan
penyahsulitan algoritma DDBC menunjukkan perbezaan yang minimum dalam
kedua-dua algoritma AES dan DDBC walaupun terdapat perbezaan kaedah
transformasi yang digunakan dalam kedua-dua algoritma. Akhir sekali, analisis
kerumitan menunjukkan bahawa s-box penentu yang telah melalui ujian analisis
x-box mempamerkan kriteria avalanche yang lebih baik membuktikan tahap
kerumitan yang lebih tinggi berbanding s-box penentu yang tidak diuji. Dari hasil
analisis, telah jelas bahawa algoritma DDBC yang dicadangkan boleh dianggap
sebagai salah satu sifer blok simetri yang selamat dan boleh digunakan sebagai
alternatif kepada algoritma kriptografi lain dalam bidang penyelidikan
keselamatan komputer.
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CHAPTER 1

INTRODUCTION

11 Overview

As society has evolved and communications are expanding widely, the world
becomes more connected to each other. People from all around the world are
creating new ways of securing communications and cryptologist continues to
develop secure algorithms to protect non-secure channels. Protection from the
unauthorized access and cyber-attacks includes detection of any flaws and
alterations in a network or system, and response towards the consequences of
alteration and destruction are highly in demands. Cryptography is undoubtedly
the most efficient means that is used to protect the confidentiality, integrity,
authentication and non-repudiation of information. The underlying fundamental
beneath cryptographic algorithms are mainly mathematical properties.
Cryptographic algorithms protect not only data and privacy but it also protects
people from someone who have ill-intentioned especially with the rapid growth
of social medias and mobile applications. Once people get connected to the
network, registered or posted anything online, it will never become private
anymore. That information will always stays in the web, personal details can
always be tracked down, information will be gathered, harvested and analysed
by third parties. Cryptography protects not only data in computers, it is used to
protect the data during the transmission, it protects any source of
communications, and it also protects people’s privacy, anonymity and
sometimes it protects people’s lives (Schneier, 2015).

In Malaysia, cryptography is a very active discipline and widely reinforced in
information security area due to the numerous growths and developments in
technology and industry. The Research Division of Cyber Security Malaysia
(CSM), a national cyber security specialist agency under the Ministry of Science,
Technology and Innovation (MOSTI) team up with other government ministries
and agencies are developing, coordinating and stimulating a continuous
research activities and one of their successful initiative is developing the National
Cryptography Policy. One of the current and future development are to design
new, provable-secure cryptographic primitives and protocols, improving the
security and efficiency of cryptographic applications, formalising and analysing
common cryptographic practices and cryptanalysis. It is correspond with the
main vision and mission of CSM which is to be a universally recognised National
Cyber Security Reference and Specialist Centre by 2020 and to create and
sustain a safer cyberspace to promote national sustainability, social well-being
and wealth creation (Cyber Security Malaysia, 2017).



Symmetric block cipher algorithm is one of the significant cryptographic
algorithms due to its simplicity, speed and robustness. The use of suitable
symmetric block cipher to encrypt and decrypt data is unsurpassed and standard
modus operandi to achieve privacy for storage systems especially in cloud
storage (Kamara and Papamanthou, 2013). Changing a single bit in a string of
key or doubling the key length may add a slight amount of work to a cryptologist,
but it will also increases the attempts and difficulties of breaking the cipher.
Attackers will have difficulties in accessing information since they have to bypass
the mathematical properties embedded in the algorithm. The main purpose of
every encryption algorithm is always to make it secure and make it as difficult as
possible for attackers to break the ciphertext.

The Advanced Encryption Standard (AES), established by the U.S. National
Institute of Standards and Technology (NIST) in 2001 is treated as the
specification for data encryption. AES block cipher is developed by Joan
Daemen and Vincent Rijmen. It is a block cipher with 128 bits block size and the
keys come in one of three lengths: 128, 192 or 256 bits. The main objective of
this research is to propose a new design of AES block cipher algorithm based
on the properties of determinants, linear equations and its inverses. This
research will also define the determinant matrix properties and approaches that
will be used in cryptographic algorithm. This element can be associated with the
encryption and decryption of the block cipher algorithm as well as providing the
confusion and diffusion properties in cryptography.

1.2 Problem Statement

Since the nonlinearity of the block cipher depends heavily on the substitution box
or known as s-box, which is normally fixed or static on each round, it has become
the target of countless attacks. Fixed s-box permits attackers to study the s-box
and find weak points (Janadi and Anas, 2008; Das et. al., 2012). The
implementation of different s-boxes or dynamic s-boxes in preliminary research
shows good cryptography strength as well as resistant to cryptanalysis attacks.
Nevertheless, construction of dynamic s-boxes in previous researches does not
focus on the importance of testing each particular s-box for its cryptographic
properties before placing them in the substitution layer of the block cipher
algorithm. The s-boxes that were constructed during the round transformation of
a block cipher were not tested separately and independently hence lead to
insufficient security. With regards to the literature, it is necessary to think of more
on developing a proven satisfying s-boxes before implements them into a
particular block cipher. A cryptographically secured s-box relies on several
boolean properties and these properties need to be tested so that the usage of
different secured s-boxes for different round contributes to higher complexity and
leads to higher effort in cryptanalyzing the whole cipher. Therefore, this research
will focus on increasing the complexity of the whole block cipher algorithm by
proposing a new dynamic determinant block cipher (DDBC). New determinant s-
boxes are proposed for the substitution layer, tested with several boolean
properties and will be chosen randomly for each round of transformation making
it unknown to the attackers. New RotateSwapDeterminant function is proposed
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for the permutation layer where the rotation and swapping of bits is based on the
determinant computation to provide diffusion to the whole cipher. Both newly
proposed substitution and permutation layer shall offer both confusion and
diffusion properties needed so that the DDBC can be declared as a secure block
cipher.

In linear algebra, the determinant matrix computation is performed on a square
matrix and it shares the resemblance of the cipher state in a block cipher
algorithm where the plaintext and ciphertext state is being organized in the form
of square matrix to go through the round transformations. The determinant of a
square matrix permits its inversion or is said to be reversible only if the properties
of determinants are followed whereas in the block cipher algorithm, it is said that
the encryption process is counted as successful only if the decryption process is
reversible and returns the original plaintext. The similarities between the
determinant matrix properties and the encryption decryption functions of a block
cipher lead to few studies involving determinant matrix properties and its
application in block ciphers algorithm (Obimbo and Salami, 2007; Ali, 2009).
Nevertheless, to the best knowledge of the researcher, there has been no any
work done to take the advantage of these properties in designing a whole new
SPN symmetric block cipher algorithm. The simplicity of the matrix multiplication
and inversion used in determinants generates not only fast output but also high
throughput for enciphering and deciphering functions (Ismail et al., 2006; Toorani
and Falahati, 2009; Valizadeh, 2016).

Although there are already various attempts and efforts emerged in new block
ciphers enhancement, development of a new block cipher is always required by
the industry as long as the security features are met (Junod and Verdenay,
2004). Since every country has different requirements when demanding for
encryption algorithm, so there is no limit in developing a new one. Designing and
improving a provable secure cryptographic primitives, protocols and applications
are listed as one of the current and future research under Cyber Security
Malaysia Research Division. This proves that there is always a necessity to
study, to enhance or to develop a new cryptographic algorithm. Developing our
own block cipher algorithm gives major benefit towards our own national security
purposes. Therefore, the requirement to carry out researches on developing a
secure block cipher algorithm to provide such security and privacy is always
needed and should be performed continuously.

1.3 Objective of the Research

The objective of this research is to design and implement a secure dynamic
symmetric encryption block cipher constructed based on the determinant matrix
elements and properties. In order to achieve the objective, the following tasks
will be carried out.
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a) To design a new dynamic determinant block cipher algorithm (DDBC)
based on the properties and elements of matrix and determinants of
square matrices.

b) To propose new determinant s-boxes using combination of determinant
computation, irreducible polynomials and affine transformation which
satisfy all test criteria of good cryptographic s-boxes properties and
proven to increase the complexity of whole DDBC algorithm.

c) To design a new RotateSwapDeterminant function based on the 4x4
determinant matrix computations which generates not only fast output
and high throughput, but also to be used as the permutation layer and
provides diffusion properties to the whole DDBC algorithm.

Scope of the Research

The scope of this research is to develop a secure dynamic block cipher which
consists of the following features that will be taken into considerations:

1.5

a) Block size
The length of the block size is 128 bits.

b) Key length
The length of the key is 128 bits.

c) Security analysis
The DDBC algorithm is required to pass all 15 standard randomness tests,
succeed several s-box test criteria, avalanche effect and proven to be
resisted against linear, differential and short attacks in order to fulfil the
security requirements.

d) Performance and complexity analysis

An investigation to evaluate the performance of the DDBC algorithm in terms
of the algorithm’s encryption and decryption speed is included to ensure that
the proposed algorithm is not only proven secure, but also considered as an
efficient algorithm. The complexity analysis is to prove that the tested
determinant s-boxes show better avalanche criteria compare to non-tested
or randomly generated s-boxes.

Contributions of the Research

The research will contribute on the following:



a) This research identifies and uses determinant matrices properties to
produce and design the new DDBC algorithm. The main elements and
properties of determinant matrices can be applied within the symmetric
encryption algorithm and still fulfil the confusion and diffusion properties
in cryptography.

b) This research uses combination of determinant matrix computation,
irreducible polynomials and affine transformation to generate not only
one but different new determinant s-box to be used in each round of the
DDBC transformations.

c) This research uses 4x4 determinant matrix computation to design a new
permutation function namely RotateSwapDeterminant function in the
DDBC algorithm. The structure of the components has a fixed block size
of 128 bits and a key size of 128 bits.

d) The DDBC algorithm, like other secure block ciphers will be tested using
the National Institute of Standards and Technology (NIST) statistical test
suite to test for the quality and randomness of the output generated by
the algorithm. The security criteria of all determinant s-boxes generated,
avalanche effects, cryptanalysis, performance analysis and complexity
analysis of the proposed DDBC algorithm will also be evaluated and
presented in this research.

1.6 Organization of the Thesis

This thesis is organized into eight related chapters beginning with Chapter 1
providing the introduction of the thesis which includes the research problems,
research objectives, research scopes and contributions of the research.

Chapter 2 discusses the background study and literature surveys on the related
work of the block cipher. The information includes the overview of cryptography
narrowed down to symmetric block cipher, block cipher design structure,
previous work of block ciphers, dynamic block ciphers and cryptanalysis, model
with determinant functions and properties, terms and terminologies used in this
thesis.

Chapter 3 describes the research methodology on how to conduct this research.
This chapter also explains the experimental designs, the objective and
benchmark of all security analysis that will be used in the process of measuring
the confusion and diffusion of the DDBC block cipher as well as measuring the
randomness of the DDBC output.



Chapter 4 presents the proposed design model of the determinant s-box and
the proposed design model of the RotateSwapDeterminant. Brief summary on
the properties of determinants matrix, irreducible polynomials and affine
transformation are discussed with the aim to deliver a good view and
understanding of the properties applies in the system. The design of the
proposed determinant s-boxes and the proposed RotateSwapDeterminant
function are illustrated and deliberated in details. The determinant s-boxes
generated will then be wused in the substitution layer and the
RotateSwapDeterminant will be used as the permutation layer of the DDBC
algorithm.

Chapter 5 presents the proposed design of the new dynamic determinant block
cipher (DDBC). This chapter will illustrate the implementation of the new
determinant  s-boxes in the substitution layer and how the
RotateSwapDeterminant function works as the permutation layer. The key
addition layer are also explained in this section. This chapter also provides the
whole operation flows of the DDBC algorithm.

Chapter 6 discusses the results of all Security Analysis involved in this research.
Security Analysis I: S-box Test analysis for the new proposed determinant s-
boxes providing the analysis of the confusion property of the DDBC. Security
Analysis II: Avalanche effect where the results of the correlation coefficient
performed on RotateSwapDeterminant function and correlation coefficient
performed on all functions, including the key sensitivity test to fulfil the diffusion
property of the DDBC is discussed. Security Analysis Ill: Randomness Test
discusses the results of the randomness test performed on the output produced
by the DDBC. The experiments were carried out using the NIST Statistical Test
Suite application, which consists of 15 tests. Security Analysis IV: Cryptanalysis
presents the attack on the DDBC algorithm. Several cryptanalysis attacks
including linear, differential and short attack are calculated and comparisons of
attempts needed are compared to the brute force attack.

Chapter 7 discusses the results of Analysis V: Performance Analysis which
analysed DDBC in terms of the algorithm’s encryption and decryption speed to
prove the efficiency of the algorithm. This chapter also presents the result for
Analysis VI: Complexity Analysis where the determinant s-boxes that have been
tested through the s-box analysis test will go through the avalanche criteria
computation and the results will be compared with the untested determinant s-
boxes to test for the level of complexity produced by the DDBC algorithm.

Finally Chapter 8 presents the conclusions of the whole research work carried
out in this thesis. Some recommendations and suggestions for further efforts are
proposed in this chapter.
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