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The growth of the Internet over the last few years has enabled many people and
organisations, such as financial institutions, around the world communicate with each
other and transfer information over public channels. In this light, public channels are
used due the lack of private network infrastructure and high setup cost of private
networks. However, the data would be transferred through several different networks
before being delivered to the recipient and the information can be read or modified by
unauthorized user(s). To overcome this problem, steganography can be utilised as a
solution for privacy problems in public networks, such as the Internet, where many
digital media, such as images, audio and texts exist.

Moreover, with the advancement of steganography, several researchers have recently
devised steganalysis techniques, which threaten the steganographic systems. This
means that any changes on the cover media (c¢) could lead to the identification of the
stego media (s), which contains the secret message (m). Thus, developing a
steganographic algorithm to use cover media (¢) without raising attention is the most
challenging task in data hiding. In this thesis, the human handwritten signature is
introduced as a novel cover media (¢) in conjunction with a steganography algorithm
since there is a level of variability (i.e intra-user variability) within handwritten
signature samples of an individual. To the best of our knowledge, this is the first time
that a human handwritten signature sample is used for steganography application.

In its simplest form, the existence of intra-user variability within handwritten signature
samples of an individual is explored using the Kruskal-Wallis hypothesis test. Next,
hiding data was accomplished by implementing a signature synthesis technique to
produce a synthetic signature sample as a stego signature (s). This step was conducted



by modelling both time series signals x and y (i.e. shape) of the handwritten signature
samples using the maximum overlap discrete wavelet transform (MODWT) and
several curve fitting techniques as the distortion function. Thus, the generated stego
signature (S) is used to make stego key (k) based on the zero-distortion approach to
represent the secret message (m) in a binary format. Finally, a computer numerical
control (CNC) machine is utilized to plot the stego signature (s) on a piece of A4 paper
for delivering to the recipient. On the other hand, by delivering the genuine signature
sample as well as the stego key (k) using different channels such as the Internet,
various image-processing techniques applied on the scanned stego signature (s) image
to reconstruct the secret message (m).

It was found that the acceptable range for the intra-user variability for genuine
signature samples in the SIGMA signature database can be shown as Mean + 2STD
for both time series signals x and y. In addition, the imperceptibility rates of 3.5% and
4.7% were obtained for machine learning and human perception evaluation
approaches, respectively, when identifying the stego signatures (s). This study has
also demonstrated the payload capacity rate as 45.17%, which was the average
percentage of usage of the stego signature (s) for encoding the predefined secret
message (m). Finally, the proposed technique was able to retrieve the hidden data
using the selected offline stego signature sample (s), with 94.7% accuracy rate.
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Perkembangan Internet sejak beberapa tahun kebelakangan ini telah membolehkan
sebilangan besar masyarakat dan pelbagai organisasi, seperti institusi kewangan, di
seluruh dunia berkomunikasi antara satu sama lain dan memindahkan maklumat
melalui saluran awam. Dalam hal ini, saluran awam digunakan kerana kekurangan
infrastruktur rangkaian persendirian dan kos penyediaan rangkaian peribadi yang
tinggi. Walau bagaimanapun, data akan dipindahkan melalui beberapa rangkaian yang
berbeza sebelum dihantar kepada penerima dan maklumat tersebut boleh dibaca atau
diubahsuai oleh pengguna tanpa kebenaran. Untuk mengatasi masalah ini,
steganografi boleh digunakan sebagai penyelesaian kepada masalah kerahsiaan di
rangkaian awam, sebagai contoh, di Internet, yang mengandungi banyak media digital,
seperti imej, audio dan teks.

Tambahan pula, dengan perkembangan steganografi, baru-baru ini sebilangan
penyelidik telah merangka teknik steganalisis, yang mengancam sistem steganografi.
Ini bermakna bahawa sebarang perubahan pada media penutup (c) boleh membawa
kepada penemuan media stego (s) yang mengandungi mesej rahsia (m). Oleh itu, usaha
membangunkan algoritma steganografi untuk menggunakan media penutup (c) tanpa
menarik perhatian adalah tugas yang paling mencabar dalam penyembunyian data.
Dalam tesis ini, tandatangan tulisan tangan manusia diperkenalkan sebagai media
penutup (c) baharu, untuk digunakan dengan algoritma steganografi kerana terdapat
suatu tahap kebolehubahan (iaitu kebolehubahan intra-pengguna) dalam sampel
tandatangan tulisan tangan individu. Berdasarkan pengetahuan kami, ini merupakan
kali pertama sampel tandatangan bertulis manusia digunakan untuk aplikasi
steganografi.
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Secara ringkas, kewujudan kebolehubahan intra-pengguna dalam sampel tandatangan
bertulis seseorang individu dikaji menggunakan ujian hipotesis Kruskal-Wallis.
Seterusnya, data tersembunyi dicapai dengan menggunakan teknik mensintesis
tandatangan untuk menghasilkan sampel tandatangan sintetik sebagai tandatangan
stego (s). Langkah ini dilakukan dengan menghasilkan model kedua-dua isyarat masa
x dan y (iaitu, bentuk) daripada sampel tandatangan bertulis menggunakan jelmaan
gelombang kecil diskret bertindih maksimum (maximum overlap discrete wavelet
transform, MODWT) dan beberapa teknik penyesuaian lengkung sebagai fungsi
herotan. Oleh itu, tandatangan stego (s) yang dihasilkan digunakan untuk
menghasilkan kunci stego (k) berdasarkan pendekatan herotan sifar untuk mewakili
mesej rahsia (m) dalam format perduaan. Akhir sekali, mesin kawalan berangka
terkomputer (computerized numerical control, CNC) digunakan untuk menghasilkan
tandatangan stego (s) di atas sekeping kertas A4 untuk dihantar kepada penerima.
Sebaliknya, dengan menghantar sampel tandatangan tulen berserta kunci stego (k)
menggunakan saluran yang berlainan, seperti Internet, pelbagai teknik pemprosesan
imej boleh digunakan terhadap imej tandatangan stego (s) yang diimbas untuk
membina semula mesej rahsia (m).

Didapati bahawa julat yang boleh diterima untuk kebolehubahan intra-pengguna untuk
sampel tandatangan tulen dalam pangkalan data tandatangan SIGMA boleh
ditunjukkan sebagai purata = 2STD untuk kedua-dua isyarat siri masa x dan y. Di
samping itu, kadar ketidakpercayaan sebanyak 3.5% dan 4.7%, masing-masing
diperoleh untuk pendekatan pembelajaran mesin dan penilaian persepsi manusia
apabila mengenal pasti tandatangan stego (s). Kajian ini turut menunjukkan kadar
kapasiti muatan sebanyak 45.17% yang merupakan purata peratusan penggunaan
tandatangan stego (s) untuk pengekodan mesej rahsia (m) yang ditetapkan. Akhir
sekali, teknik yang dicadangkan ini mampu mengambil kembali data yang disembunyi
dengan menggunakan sampel tandatangan stego luar talian (s) yang dipilih dengan
kadar ketepatan sebanyak 94.7%.
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CHAPTER 1

INTRODUCTION

1.1 Background

Nowadays, due to the growing of computer and the Internet usages, communicating
in a secure way is an important element between parties in the globe. Therefore, people
use the same secure channel to exchange the secret information. However, in a
situation whereby an individual is unable to gain access to the secure channel for any
reason, the individual would use the public channel such as the Internet to transfer the
secret information but the security is not at an acceptable level.

A man-in-the-middle attack is one of the methods that intruders use to intercept the
communication between parties (X. Xiao et al., 2011). In this technique, a hacker place
himself between sender and receiver to eavesdrop the information that is passing
through the public channel, which can be misused later on by him. To overcome this
problem, cryptography is introduced as a protection mechanism to scramble and make
the secret message unreadable (encrypted) before sending the sensitive data over the
public channel (Blahut, 2014). This can be done using a private-key (symmetric) as
well as public key (asymmetric) methods (Menezes, Van Oorschot, & Vanstone,
1997). As a matter of fact, the cryptography methods can be vulnerable due to the fast
growing of the computer capabilities, especially the processing and memory.
Moreover, the obviousness of the cipher text (unreadable data) can be the main factor
in order to implement the methods to disclosure the encrypted data in to plain text
(readable data), which are called cryptanalysis techniques. For instance, the quantum
computing, which can process huge amount of data in a short period of time, can be
used as a very fast computing device to break the current encryption algorithms using
brute force attack (Ashiq JA, 2015; Natalie Wolchover, 2015). Additionally, due to
this fact that intercepting the information, which are used cryptography techniques by
criminals through public channel would be a difficult task, several governments are
prohibited or limited the usage of encryption techniques (Meng, Hang, Yang, Chen,
& Zheng, 2009; Saha, Sharma, & Sharma, 2012; M. Shirali-Shahreza, 2007). This
gives us to the need of data hiding, which is an alternative mechanism that is used to
secure the secret information from unauthorized parties.

As a matter of fact, data hiding techniques are categorized into two main approaches,
steganography and watermarking. The steganography is referred to hiding secret data
using various digital media (Sarkar, 2010). During the last decade, several
governments and countries, especially the United States (U.S) have started to
acknowledge and emphasize the importance of research in steganography domain for
securing their individuals, societies, industries and national security after 9-11 incident
(Conway, 2003). In this case, some steganography algorithms have been proposed,
which utilized digital media such as images, audios and texts as the carrier to hide and



transfer the hidden data through public channel (Al-Othmani, Manaf, Zeki, & Lumpur,
n.d.; Bhattacharyya, Banerjee, & Sanyal, 2011; saroha & Singh, 2009). The reason to
use digital media as a vehicle is due to frequent usage of these digital media on the
Internet as well as high rate of redundant information within them (H. Wang & Wang,
2004), which can be a potential opportunity to hide the data. For example, as Figure
1.1 shows, manipulating the least significant bit (LSB) of the pixels within an image,
which cannot have such a degradation on the image is one of the main steganography
method in order to hide the data in image steganography.

pill**

g UNIVERT™

Figure 1.1 : Image Steganography Sample using LSB, Cover Image (left) and
Stego Image (right)

Since the cryptography can conceal only the hidden data from the eavesdroppers,
steganography can even hide the existence of the hidden data for additional security,
which can also increase the confidentiality of the hidden data. Therefore, the hidden
data cannot be detectable by unauthorized party on transmission through public
channels, which is the main point of using steganography. Thus, this can decrease the
level of suspicious by eavesdropper on the digital media that such as the image that
contains the secret information. In contrast, watermarking is mostly used to verify the
ownership of a digital media such as image by embedding the ownership message
(watermark) into the digital media. Figure 1. 2 illustrates three main requirements
which must be considered in each data hiding technique.

Imperceptibility

Robustness Capacity

Figure 1.2 : Three Main Requirements of Data Hiding Technique

2



e Imperceptibility: which describes the un-detectability of stego media (s).

e C(Capacity: how much data/bits can be embedded in the cover media using a
particular hiding method.

e Robustness: to extent to which, the decoder can retrieve the secret message while
having noise or attack in the channel.

Since the main goal of steganography is to hide and transmit the hidden data over the
public channel, the imperceptibility and capacity are two important attributes (Cetin
& Ozcerit, 2009; Liang Zhang, Haili Wang, & Renbiao Wu, 2009; Salomon, 2003).
In fact, there is no known method, which is widely used to evaluate the quality of each
steganography algorithm. Thus, the imperceptibility as well as capacity are considered
as two measures to evaluate the performance of the stenographic systems.
Imperceptibility is referred to the degree of difference between both digital media,
before and after carrying the secret information over public channel. In a case that this
difference is very high and obvious, it can be used as an indicator for eavesdropper to
identify the hidden communication. Thus, the high level of imperceptibility in
stenographic system can prove the secrecy of the hidden communication and data.
Furthermore, since the capacity is presented as the amount of data that the digital
media can deliver to the recipient, there is an inverse relation between this measure
and imperceptibility. It means that the more information will be hidden using digital
media, the less imperceptibility will be occurred in the stenographic system. This is
due to the high amount of distortion that is applied on the digital media for
steganography purpose. On the other hand, robustness is the only important
requirement against copyright violation in watermarking, since any illegal activity that
would copy or modify the watermarked media. In other words, the concentration in
steganography is on hidden data, which is considered as the secret message whereas
the digital media is the main goal in watermarking.

As Figure 1.3 shows, each steganographic system includes two main parts, an
encoding and decoding processes, which use the public channel to transmit the hidden
data. The digital media that is used in the encoding phase for hiding data is called
cover media (c). In addition, the hidden data that is concealed using the cover media
(c) is referred to secret message (m) by using stego key (k). In fact, the stego key (k),
which is an optional element, is used when the steganography algorithm is released to
the public or known by attacker, therefore, like cryptography which is used key for
encryption and decryption, the security of steganographic system can be relied on the
stego key (k) (Simmons, 1984). Additionally, the sender is used the encoding function
on the mentioned elements to hide the data. The output of the encoding function is
called the stego media (s), which needs to be sent to the recipient side using the public
channel to deliver the secret message (). Similarly, the recipient will receive the same
stego media (s) from the public channel, which requires decoding function, the reverse
function of encoding, to reconstruct the hidden data, either using the same stego key
(k) or not. In a case that the stenography algorithm is published to the public and
attacker knows how the data can be hidden using the cover media, the stego key (k)
can be the only part which without it, the intruder cannot reconstruct the hidden data



from the captured cover media (c). However, having a stego media (s) in a natural
appearance is a chilling task since it must not attract the attention of eavesdropper.

Cover Media (c)
¥ Stego Media (s)
Secret Message (m) =p. Encoder B Decoder  =pSecret Message (m)
Stego Key (k) (optional)

Figure 1.3 : Steganographic System

1.2 Problem Statement

With the advancement of steganography, several researchers have devised
steganalysis techniques recently, which threaten the steganographic systems
(Bhattacharyya et al., 2011; Chhikara & Singh, 2013; M. Kaur & Kaur, 2014). The
main goal in steganalysis is to collect enough evidences in order to either detect the
existence of secret message (m) or retrieve the hidden data within digital media such
as image, audio and text (Nissar & Mir, 2010). In fact, steganalysis is based on known
features, properties, media and steganography techniques that have already been
investigated. Therefore, any changes on the cover media (c) can be led to identify the
stego media (s). For example, in the image steganography domain, both steganography
and steganalysis techniques are exploited the image pixels values, in spatial or
frequency domains, since the pixels are the main elements to construct the image in
order to embed or identify the secret message (s). Moreover, in a case that the
properties and features of cover media (c¢) are not existed or complex to attain by the
steganalys, and since the changes on the cover media (c) can effect on the statistical
properties of cover media (c), the statistical analysis can be used to identify the stego
media (s). To this end, the steganalysis can be considered as a pattern recognition
problem, which is classified the digital media as either cover media (c) or stego media
(s). In fact, if steganalyst could prove that somehow the cover media (c) is changed,
which is referred to low imperceptibility, the steganography algorithm is considered
unsuccessful. For instance, Figure 1.4 shows two histograms of the same image before
(cover image) and after (stego image) embedding, which histogram analysis can be
useful to represent this difference as the proper features for identifying the media
(stego media) that contains the hidden data. Thus, developing a steganography
algorithm to use cover media (c¢) without raising the attention of people is the most
challenging task in data hiding.
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(Westfeld, 2003)

Nevertheless, more research on the steganography should be carried out to identify
new potential cover media (c) which shows a degree of flexibility in conjunction with
an appropriate steganography algorithm, which can have high imperceptibility as well
as capacity for the steganography purpose, without drawing attention from
steganalysis by manipulating limitation of human vision system. Thus, in this thesis,
the human handwritten signature is introduced as a novel cover media (¢) in
conjunction with a steganography algorithm with high imperceptibility and capacity.
As a matter of fact, the suggested cover media (c) is widely available, since the general
public has been accustomed to writing down their signatures on the letters, cheques
and documents as tokens for quick verification (Shafiei & Rabiee, 2003). This is
mainly due to the ballistic nature of human signing operation, whereby human
signature stabilized over a period of years, which eventually reflect ones identity.
Nevertheless, human signatures do inherit some level of variability, which is called
intra-user variability, among them (de Oliveira, A Kaestner, Bortolozzi, & Sabourin,
1997; Syed Ahmad, Shakil, Ahmad, Muhamad Balbed, & Anwar, 2008; Syed Ahmad,
Shakil, Ahmad Faudzi, & Anwar, 2010). This low level of inconsistency is due to
human's inability to reproduce the exact replicas of his signature samples on different
times, which may be influenced by environmental, health and emotional challenges
while signing (Impedovo & Pirlo, 2008; Kholmatov & Yanikoglu, 2005). However,
such a small variability is acceptable, expected and as a matter of fact, an exact



signature replica is often suspected as forged sample (Mumtazah Syed Ahmad, Mohd
Ali, & Azizun Wan Adnan, 2012; Syed Ahmad et al., 2010). For example, in a case
that there is a lack of samples in a signature database for training as well as testing the
signature biometric system, signature synthesis is used as a biometric synthesis
technique to exploit the intra-user variability among the existing signature samples in
order to generate artificial (synthetic) signature samples (Galbally, Plamondon,
Fierrez, & Ortega-Garcia, 2012). In fact, several properties of original signature
samples, which can take part to modify the structure of the signature (shape) slightly
are used in order to generate the synthetic ones. Therefore, since the synthetic
signature samples (fake) are similar to the original signature samples, they can be
utilized as the original signature samples in signature biometric system. As a result,
this study investigates the possibility of exploiting the intra-user variability within the
signature samples for hiding the secret message (m) with high degree of
imperceptibility and capacity.

1.3 Research Objectives

The main objective of this study is to investigate the possibility of using handwritten
signature sample for steganography purpose, based on the zero-distortion approach.
To achieve this aim, three objectives are constructed as follows:

1. To study the existence and acceptable range of intra-user variability of genuine
human handwritten signature in SIGMA database.

2. To synthesise the human handwritten signature samples that contains a degree of
variability.

3. To design and develop a signature steganography system using the synthesized
signature samples developed in objective 2, based on the zero-distortion approach.

4. To evaluate the imperceptibility, payload capacity and data reconstruction
accuracy of the developed steganography system.

1.4  Significance of the study

Current research work in steganography often emphasize on complex coloured
images, audio and text media whereby all are mostly in digital formats. The
established steganography techniques tend to manipulate limitation in human hearing
and perception. Such algorithm may produce stego media (s) that appear to be
conspicuous to human. However, they can be easily detected through the use of
steganalysis techniques.

To the best of our knowledge, there has never been any attempt to hide the secret
message (m) using human signatures, neither in digital format nor drawn on the paper.
The ideas proposed in this study is novel. The objective is to use human signature by
talking advantages of the intra-user variability that is inherent in signature samples,



thereby, providing for a new approach to steganography as well. Further, the proposed
method is aimed at hiding the secret message (m) within an acceptable level of
variability in human signature, with hope of eliminating detection, by both human and
steganalysis techniques.

1.5  Research Scope

The scope of the research as follow:

The experimental dataset is limited to signature samples from SIGMA database

The intra-user variability within the genuine signature samples is used as the

imperceptibility measure.

3. Using computer numerical control (CNC) machine as a tool to draw the stego
signature (s) on the paper.

5. Testing and evaluating the result, can be based on the human vision as well as
machine learning classifier such as neural network (NN)

6. The stego key (k) of the proposed steganography technique is assumed to be

delivered to the recipient through a secure channel.

N —

1.6  Thesis organization

The organization of the rest of the dissertation is as follows. Chapter two presents
review of some of the theoretical and empirical literature on the information hiding,
steganography, embedding approaches within digital media and respective
steganalysis approaches, signature dataset, signature verification as well as signature
synthesis. Chapter three describes the research methodology, in term of exploring the
intra-user variability to hide the secret message (m) using human signature. In chapter
four, the results attained in this study are presented and discussed. Finally, chapter five
provides the conclusion as well as recommendations for the future works.
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