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Organizations define and enforce AC policies to protect sensitive information resources.

The policy imposes requirements to ensure that only authorized users have access to the

sensitive information resources. Normally, systems for various applications operate

with different access control requirements. Currently, there exist different AC models to

fulfill different requirements, such as mandatory access control (MAC) model,

discretionary access control (DAC) model, the Chinese Wall model, and Role-based

Access Control (RBAC) model. Consequently, a general AC service means that it

supports multiple AC models, hence satisfying different applications.

Moreover, access control presents itself as a crosscutting concern, that is, it spans

multiple object-oriented classes. However, implementing the access control

requirements with the conventional object-oriented technique does not fully fulfil the

modularization of crosscutting functionality. Because of different access control

requirements, access control services should be flexible and extensible.
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This thesis proposes a framework for role-based access control mechanism for RBAC

using an aspect-oriented technique at architectural level. An aspect-oriented technique

provides the explicit means to modularize crosscutting concerns in modularity units

called aspects. Aspect-oriented technique could encapsulate the access control services

as crosscutting concerns. RBAC is selected as the model since it is a well accepted AC

model. Instead of individually implementing the mechanism supporting individual AC

models, a more general AC service can be designed by supporting the RBAC model

only. Thus, the framework provides flexibility in designing a secure system using role-

based access control (RBAC) model. Moreover, an aspect-based role-based access

control framework for CORBA authentication services has also been developed and

formally verified. Two case studies have been implemented to verify the workability and

the security properties of the proposed framework.

In the case studies, the core RBAC mechanism in the framework was organized in an

object-oriented design, while each extension was captured as an aspect. This has

resulted in a flexible and modularized framework that supports modularization of

crosscutting functionality. This framework can be easily extended to fit any new access

control requirements.
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The thesis uses the Predicate/Transition Net (PrTN) to formally verify security

properties of the proposed framework. The formal specification written in PrTN was

translated into Promela, and verified using SPIN model checker. The security properties

of the case studies were correct as expressed in temporal logic formulas.
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai
memenuhi keperluan untuk ijazah Doktor Falsafah

SENI BINA PERISIAN SELAMAT UNTUK KAWALAN CAPAIAN
BERASASKAN PERANAN DENGAN MENGGUNAKAN REKA BENTUK

BERORIENTASI ASPEK

Oleh

MUNEER ABDULLAH SAEED HAZAA

September 2010

Pengerusi: Abdul Azim Abd Ghani, PhD

Fakulti: Sains Komputer dan Teknologi Maklumat

Organisasi mentakrif dan menguatkuasa polisi kawalan capaian (KC) untuk melindungi

sumber maklumat sensitif. Polisi tersebut mengenakan keperluan untuk menjamin hanya

pengguna berautoriti mempunyai capaian ke sumber maklumat sensitif. Kebiasaannya,

sistem untuk pelbagai aplikasi beroperasi dengan keperluan kawalan capaian yang

berbeza. Pada masa ini terdapat model KC yang berlainan untuk memenuhi keperluan

yang berbeza seperti model Kawalan Capaian Mandatori (KCM), model Kawalan

Capaian Budibicara (KCB), model Chinese Wall, dan model Kawalan Capaian

Berasaskan Peranan (KCBP). Akibatnya, perkhidmatan KC yang umum bermakna ianya

menyokong banyak model KC, dengan itu memenuhi aplikasi yang berlainan.

Tambahan pula, kawalan capaian merupakan urusan potong-memotong, iaitu ia

menjangkau banyak kelas berorientasi-objek, Walau bagaimanapun, mengimplemen

keperluan kawalan capaian dengan teknik berorientasikan objek konvensional tidak
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dapat secara sepenuhnya memenuhi pemodulan kefungsian potong-memotong.

Disebabkan oleh keperluan untuk kawalan capaian yang berlainan, perkhidmatan

kawalan capaian seharusnya fleksibel dan boleh diperluas.

Tesis ini mencadangkan satu rangka untuk mekanisma kawalan capaian berasaskan

peranan untuk KCBP dengan menggunakan teknik berorientasi-aspek di peringkat seni

bina. Teknik berorientasi-aspek menyediakan cara eksplisit untuk memodulkan urusan

potong-memotong dalam unit bermodul yang dipanggil aspek. Teknik berorientasi-

aspek dapat mengurung perkhidmatan kawalan capaian sebagai urusan potong-

memotong. KCBP dipilih sebagai model kerana ianya adalah model KC yang sudah

diterima baik. Daripada mengimplemen mekanisma suatu model KC secara individu,

lebih baik perkhidmatan KC yang lebih umum direka bentuk dengan hanya menyokong

model KCBP. Oleh itu, rangka tersebut menyediakan kefleksibelan dalam mereka

bentuk sistem selamat dengan menggunakan model kawalan capaian berasaskan peranan

(KCBP). Tambahan pula, rangka kawalan capaian berasaskan peranan untuk

perkhidmatan pengesahan CORBA juga dibina dan disahkan secara formal. Dua kajian

kes telah diimplemen untuk mengesah kebolehkerjaan dan sifat keselamatan rangka tang

dicadangkan.

Dalam kajian kes tersebut, mekanisma teras KCBP dalam rangka tersebut dibentuk

dalam reka bentuk berorientasi-objek, sementara setiap perluasan digambarkan sebagai

aspek. Ini telah menghasilkan rangka yang fleksibel dan bermodul yang menyokong

pemodulan fungsian potong-memotong. Rangka ini adalah senang untuk diperluas bagi

memenuhi sebarang keperluan kawalan capaian baharu.
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Tesis ini menggunakan Predicate/Transition Net (PrTN) untuk mengesah secara formal

sifat keselamatan rangka yang dicadangkan. Spesifikasi formal tertulis dalam PrTN

diterjemah ke Prome/a, dan disahkan dengan menggunakan model penyemak SPIN.

Sifat keselamatan kajian kes adalah betul seperti terungkap dalam formula logik

temporal.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

The Access Control (AC) decision making process is a function, which ensures

protection of a resource through granting or denying permission to access the resource.

Nowadays, information systems are increasingly interconnected and accessible in a

network environment (Samarati & De Capitani di Vimercati, 2001; Vimercati, 2006). As

a result, security issues like confidentiality, integrity and availability are of foremost

concern in the modem information enterprise. Having reliable AC service to protect

distributed resources has become a challenge for any organization. For instance, factors

like size of an enterprise; the subjects and objects involved in security polices; and the

special requirements of different applications have contributed to the complexity of

having a reliable AC services. It is therefore important to develop an extensible, well-

modularized, customizable and reliable role-based access control (RBAC) service to

alleviate some of the complexities in the design stage of any secure system.

Separation of concerns is a general principle in software engineering introduced to

control the complexity of ever-growing programs. Aspect-oriented programming (AOP)

has been proposed to improve separation of concerns in software to adapt with any

software extensions. AOP is based on the idea that computer systems are better

programmed by separately specifying the various concerns of a system and their
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relationships, and then relying on the mechanisms in the underlying AOP environment to

weave or compose them together into a coherent program.

The confluence of AOP and software architecture research was pointed out in (Georg,

Ray, & France, 2002), and security concerns such as authentication and access control,

were suggested to be placed in architectural connectors.

In this work, an AOP for designing secure software architectures is proposed. A secure

software architecture defines the structure of the software system and the interaction and

coordination among its components, which correctly enforces the security requirement.

An aspect-oriented software architecture design consists of a model of essential

functionality and a number of aspect models, each modularized around a specific

concern. We focus on the aspects that reflect security concerns, which is are mainly

RBAC concerns. The integrated model of the system is obtained by "weaving" the

model of essential functionality with the aspect models.

1.2 Problem Statement

The AC mechanism is often implemented as a part of operating systems, database

management systems or middleware systems. These systems work with various

applications with different access control requirements. Therefore, the AC mechanism

should be suitable to the system concerned. An AC mechanism should support at least

one AC model to perform its operation. In fact, the access requirements from different

organizations - military, governmental and business are not the same. As a result, there

1.2
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exist different AC models, such as mandatory access control (MAC) (Graham, 1972;

Harrison, Ruzzo, & Ullman, 1976) discretionary access control (DAC) model (Bell &

LaPadula, 1973; Biba, 1977; Denning, 1976; LaPadula & Bell, 1996) and the Chinese

wall model (Brewer & Nash, 1989). Consequently, a general AC service means that it

supports multiple AC models, hence satisfying different applications.

The RBAC model is another widely accepted AC model, besides MAC and DAC

models. Currently, RBAC does not support the extensible, customizable and

modularized design. With the advantage of being policy neutral, which means it can

simulate other AC models, through proper configuration that is instead of individually

implementing the mechanism supporting each AC model, a general AC service can

simulate the implementation processes of different AC models by supporting RBAC

model. This results in simplifying the development process. Moreover, designers will

focus on how to implement an RBAC service as a general AC model.

The implementation of a RBAC service is a complicated and tedious process task

(Samarati & De Capitani di Vimercati, 2001), so it is not wise to implement each RBAC

sub-model from zero. As Parnas indicated (Parnas, 1978); (Kiczales et al., 2001), the

software designer should be aware that he is not designing a single program but a

family of programs. By extensibility, it demands that the AC service keeps up with the

evolution of technology and new RBAC variants can be easily supported. By

customizability, it requires the AC service can be configured to support any RBAC sub-

model. By modularity, it actually represents a collection of design requirements

including comprehensibility, maintainability, and reusability. For example if RBACy is

1.3
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based on RBACx, then the implementation of RBACy should be able to reuse the

implementation of RBA ex.

Since the conventional object-oriented programming languages do not have appropriate

linguistic means and mechanisms to facilitate unplanned and non-invasive adaptation, so

some requirements such as extensibility, customizability and modularity are difficult to

be satisfied at the same time (Czarnecki et. aI, 2000). In other words, object-oriented

languages do not support modularization of crosscutting functionality. It is also apparent

that, these features have to be implemented at the structural level using advanced design

techniques such as Aspect-Oriented Design (AOD) techniques. Furthermore, an AC

service also requires high assurance. An authorized access should be granted, and any

unauthorized access must be denied. To find a potential defect, a common practice is to

test an AC implementation extensively. But it is impractical to test all data and all paths,

due to a combinatorial explosion (Collofello, 1988). So testing cannot guarantee that an

AC implementation is bug free. In addition, errors detected at the end of the

development are more costly to rectify. In contrast, formal verification can prove the

correctness of a system using mathematical methods. Formal verification can be

introduced early in the phase of development. In fact, at the design phase, formal

verification can be used to verify the correctness of an AC design.

However, a formal verification "is impossible without a formal specification (Wing,

1990). To ensure the correctness of an AC implementation, it is necessary to formally

specify the design of the AC implementation first. This thesis is concerned with

implementing of more general AC services by supporting RBAC services making AC

1.4
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services extensible and customizable. By adopting the techniques of the AOD such

difficulties can be resolved at the software architecture level.

In brief, the following requirements are faced by AC service designers:

• Different AC models should be supported in a more general Access Control service

and that can be achieved via proper configuration of the RBAC model.

• To support different AC models, the designed services should be extensible,

customizable, and well modularized.

• To provide high assurance, an AC design must be formally specified so that the design

can be formally analysed.

1.3 Objectives of the Research

The objective of this research is to propose an approach that leads to the design of well-

modularized, extensible, customizable and reliable role-based access control.

Complexities arising from the need to support applications with different RBAC

requirements can be handled at the design stage. The main objectives are:

(i) To propose an Aspect Oriented Programming-Role Base Access Control

framework for the RBAC at the architectural level, so that it can be easily

extended to fit new access control requirements.

(ii) To develop a Role Based Access Control framework using CORBA

authentication services based on aspect design.

l.5
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1.4 Scope of the Research

This research focuses on a particular area of AC security, namely, RBAC security, and

its suitability to be re-implemented using AOP attached to a general model, that can

adopt different AC models. In other words, it is custom able and extendable enough to be

used by different AC models.

CORBA authentication services are used since CORBA security interfaces provide

access control that separates the security concerns from the application concerns. This

separation makes it clear to be designed using AOD. In these interfaces, a domain is a

distinct scope over which one security policy is enforced. Each domain has one and only

one domain access policy object. There may be sub-domains for different aspects of a

policy. Each sub-domain also has a domain access policy object.

Formal analysis for an aspect-oriented design can help to determine whether two aspects

are orthogonal or not, and whether an aspect's quantification is correctly defined. But

that would be beyond the scope of this thesis. Although this research addresses the

problem dynamically, it does not mean that the modification should occur at run time. It

means that the modification in the aspect-oriented model can be done in a much easier

way than that in the object oriented (00) model. The advantage of this research is that

1.6
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the additional code for implementing new functionalities can always be kept in a

separate location rather than having it spread across the existing code like the 00 model

on its own.

1.5 The Research Approach

Given the above one work mentioned complexities and requirements, it is essential to

design an approach that implements RBAC services in a systematic way. The proposed

approach (Figure 1.1) combines both aspect-oriented design model and formal methods.

In this approach, base models are expressed in the Unified Modeling Language (UML),

where the Class diagrams specify static structure and sequence diagrams describe how

objects collaborate (interact) to accomplish tasks and the sequence diagram presents a

behavioral view that focuses on the interactions that take place between class objects

when they collaborate to accomplish a specific task. Aspect security models are

identified according to the UML class parameterized elements, such as, relationships

and classes that consist of attributes and operations.

Formal analysis and verification follow to check the reliability of the approach the AOP

to be employed in this research, allows the researcher to dynamically modify the static

object oriented (00) model, thus creating a system that grows to meet new

requirements. The aspect-oriented design (AOD) is a natural extension of AOP. The

success of AOP in many applications has motivated the researcher to apply it to the

design of extensible AC services.

1.7
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The proposed approach works at the design level has two benefits. First, it will achieve

the high assurance. The approach gives a process to formally model the AOD and formal

verification is applied to detect potential defects. Second, the product of the proposed

approach is an aspect-oriented design framework, the implementation of which is not

limited to any specific programming language. Developers may select the

implementation language based on their expertise and the customer's requirements. The

Predicate/Transition Nets (PrTN) comprises formal notations, selected to build formal

design models. The main components of the approach are: first, identifying and

analyzing the security points that can be driven from the UML class diagrams and the

weaving interfaces with the security mode. Second, the formal analyses which involve

the translating of the aspect models and then to PrTN. Third, Checker models are applied

for verifying the design.

1.8
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Design security parts using Aspect
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using SPIN LTL
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Figure 1.1. Research Approach
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1.6 Structure of Thesis

This thesis is organized into six chapters. Chapter 1 gives the background information of

current access control made operational in systems to protect distributed resources;

problems encountered and the objectives of this study specifically to address some

problematic issues using the object oriented approach. Chapter 2 introduces and explains

the main concepts that was introduced in Chapterl as in addition to the related works

and reviews of concerns underlying this study. Chapter 3 describes the research

methodology and its general architecture, which was adopted to develop a security

approach for an aspect-oriented design of an AC framework. Within this design, the

design guidelines and principles in the proposed approach are also illustrated. Chapter 4

presents and describes the designed model of the aspect-oriented specification notations

and modelling process of the RBAC. Chapter 5 provides the main results of the study

and discusses the process of the formal analysis. In chapter 6, we have the conclusions

and the recommendations for future work.
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