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NOOR SABEEH HUSSEIN

May 2016

Chair : Fazirulhisyam Hashim, PhD
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Recently, much more attention has been attracted in the wireless sensor networks.
It consists of a large number of small sensing self-powered nodes with resource
constraints such as limited computing capability, memory, and energy. Hence
sensor nodes generally are deployed in the remote and hostile environments; it
is challenging to provide security to the sensor nodes. Furthermore, the specific
constraints of the wireless sensor network make the problems even more critical.
These networks are susceptible to different kinds of attacks like denial of service
attacks, sybil attacks, jamming attacks, black/sink hole attacks (dropping and
absorbing of the packets), and slandering attacks. However, the sybil attacks
pose as a serious threat because it can be a gateway to other attacks like data
aggregation, distributed storage, voting, resource allocation, and misbehavior de-
tection. The attack occurs when a malicious node, called sybil node, illegitimately
claims multiple fake identities by either fabricating new identities or impersonat-
ing existing ones. Therefore, the detection of a sybil attack in the network is very
important. However, the existing sybil detection approaches have shortage to suf-
fice for the constraints of WSNs and the nature of sybil attacks. To address these
limitations, this thesis utilizes the concept of trust systems to protect the network
from sybil attacks by providing multi-level detection which could work in a hier-
archical wireless sensor network. For each level of detection, energy trust system
was applied. Specifically, 1st level detection in each cluster head and 2nd level
detection in the base station. Furthermore, a centralized management scheme was
employed. Aggregation was also applied to avoid communication overhead and
save energy. The proposed system was evaluated in terms of memory overhead,
communication overhead, and consumed energy. Furthermore, the performance
overhead and the detection accuracy were carried out through intensive simula-
tions, as well as extensive comparison with other trust approaches (LDTS and
GTMS). The results from the evaluation indicate that the proposed energy trust
system for the detection of sybil attacks can provide fast and effective detection as
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shown by the true and false positive rates. It showed more than 70% true positive
rate and less than 30% false positive rate at the 1st level of detection. For the
2nd level of detection it showed better performance reach to 100% true positive.
Moreover, the proposed system was introduced light overhead and storage.
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai
memenuhi keperluan untuk ijazah Master Sains

SISTEM KEPERCAYAAN TENAGA UNTUK MENGESAN
SERANGAN SYBIL DALAM RANGKAIAN SENSOR TANPA

WAYAR BERKELOMPOK

Oleh

NOOR SABEEH HUSSEIN

Mei 2016

Pengerusi: Fazirulhisyam Hashim, PhD
Fakulti : Kejuruteraan

Baru ini, rangkaian sensor tanpa wayar telah menarik banyak perhatian. Ia terdiri
daripada sejumlah besar nod sensor kecil kuasa diri dengan kekurangan seperti
memori, keupayaan pengkomputeran, dan tenaga yang terhad. Oleh itu nod
sensor secara amnya diletakkan pada sekitaran bahaya dan jauh. Situasi ini men-
jadikan misi untuk mewujudkan keselamatan nod sensor menjadi amat sukar. Se-
lain itu, kekurangan WSN tertentu telah membuat masalah lebih kritikal. WSNs
terdedah kepada pelbagai jenis serangan seperti serangan penyesakan, serangan
sybil, serangan DoS, serangan lubang hitam (menerap dan mengugurkan bingk-
isan), dan serangan fitnah. Walaubagaimanapun, serangan sybil menimbulkan
ancaman serius kerana ia boleh menjadi get laluan kepada serangan lain seperti
pengagregatan data, storan teragih, perundian, peruntukan sumber, dan penge-
sanan tindakan tidak wajar. Ia berlaku apabila nod berniat jahat, yang dipanggil
nod sybil, mendakwa pelbagai identiti palsu secara tidak sah sama ada dengan
mereka-reka identiti baru atau menyamar sebagai nod yang sedia ada. Oleh itu,
pengesanan serangan sybil adalah amat penting dalam WSN. Malangnya, skim
pengesanan serangan sybil yang sedia ada tidak berkemampuan untuk mengatasi
kekurangan WSN dan sifat serangan sybil. Bagi menangani batasan asas tersebut,
karya ini menggunakan konsep sistem kepercayaan untuk melindungi WSNs dari
serangan ini. Ia mencadangkan supaya menyediakan sistem pengesanan pelba-
gai peringkat, yang berkesan untuk WSN berhierarki, sistem kepercayaan tenaga
akan digunakan bagi setiap peringkat. Khususnya, pengesanan peringkat 1 di-
jalankan pada setiap kepala berkelompok, pengesanan peringkat 2 dijalankan
pada setiap tapak stesen. Tambahan pula, skim pengurusan terpusat telah di-
gunakan. Selain itu, pengagregatan digunakan untuk mengelakkan overhed ko-
munikasi dan menjimatkan tenaga. Skim yang dicadangkan telah dinilai dari
segi overhed memori, overhed komunikasi, dan penggunaan tenaga. Tambahan
pula, prestasi overhed dan ketepatan pengesanan telah dijalankan melalui simu-
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lasi intensif, dan juga perbandingan terperinci dengan skim-skim yang dipercayai
(LDTS dan GTMS). Hasil daripada penilaian ini menunjukkan bahawa penge-
sanan sybil yang berdasarkan sistem kepercayaan tenaga yang dicadangkan da-
pat mencapai pengesanan dengan cepat dan berkesan (kadar positif palsu dan
benar). Ia telah menunjukkan lebih daripada 70% kadar positif benar dan kurang
daripada 30% kadar positif palsu pada pengesanan peringkat 1. Bagi pengesanan
peringkat 2, pretasi kadar positif benar telah meningkat dan mencapai 100%.
Manakala, sistem yang dicadangkan telah memperkenalkan overhed dan storan
yang ringan.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Recently, wireless sensor networks (WSNs) have become promising research field
which can offer solutions to many monitoring and tracking applications due to
their low-date rate, low-energy consumption and short-range link network [1].
WSNs are used in many applications like environment monitoring, health, military
sensing, industrial and manufacturing remote control. WSN consists of hundreds
or thousands of tiny sensor nodes (SNs)equipped with sensing, computing and
communication abilities [2]. Typically, sensor nodes are deployed in remote and
hostile environment to monitor physical conditions or a certain phenomenon by
sending their readings to the central processing station where the access point
(AP) or base station (BS) is responsible for data fusion. However, these sensor
nodes have limited computing capability, memory, and energy [3]. A sensor node
is a device that translates parameters or events in the physical world into signals
that can be measured and analyzed [4]. It consists of four components: sensing
unit, processing unit, communication unit, and power unit. The sensing unit
is a sensor responsible for measuring a certain data such as natural phenomena
or environmental changes. The processing unit collects and processes the signal
collected by the sensors. The wireless communication unit transmits the signals
from the sensors to the external receiver like a user through the BS. The power
unit, usually a battery, is responsible for supplying other units with the required
energy to perform their tasks [5].

As WSNs are increasingly implemented in the real world and typically deployed in
unattended and hostile regions, they are susceptible to different kinds of attacks
such as routing attacks, denial of service (DoS) attacks, and sybil attacks that
can reduce the performance of the whole network [6]. Therefore, it is important
to give more attention to the security of such kind of networks. However, the
scalability and the limited resources make implementing the security solutions
challenging. The sybil attack is considered as one of the most aggressive and
evasive attacks in sensor networks as it can affect many vital WSN functions,
such as voting, routing, data aggregation, fair resource allocation, misbehavior
detection, and distributed storage. It succeeds when a malicious node, called the
sybil node, illegitimately claims to have multiple IDs and/or location of a legal
node [7][8]. Figure 1.1 shows the scenario of sybil attacks in WSN.
In WSN, many methods have been proposed for detecting sybil attack such as
resource testing, location/position verification, Registration of the node identities
at a central base station, and random key predistribution [9].

Conventional security approaches have been proven to be insufficient to tackle
sybil attacks. Recently, a promising mechanism called trust system has come into
existence [7][10][11]. Based on past interaction experiences, trust system has been
used for assessing the reliability, availability, or security property of a sensor node
[3]. In this thesis, the main focus is to initiate a new concept of trust system
based on energy for sybil attack detection in WSNs.



© C
OPYRIG

HT U
PM

Figure 1.1: Sybil attacks in WSN.

This study focuses on capturing and resolving sybil attack in an effective and
timely manner. It considers not only ID and location/position verification, but
also the trust detection system by applying multilevel of detection. Unlike most
existing trust detection system which is based on past interaction experiences,
energy is a metric parameter in this detecting trust system. The proposed multi-
level detection framework has two levels of detection. The first level of detection
is at the cluster heads level whereas the second level of detection is at the base
station. This approach highlights sybil attacks in a dedicated SN or part of the
network, instead of involving the whole network by clustering the network and
deploying the detection approach.

1.2 Problem Statement and Motivation

The security of a WSN is more important nowadays. However, the constraints in
a WSN such as power and memory make it more difficult to apply security solu-
tions for a WSN. Furthermore, high communication overhead and poor scalability
increase the difficulty in providing the security for a flat network topology [12].
Therefore, hierarchical clustering is an effective topology in which providing scal-
ability and reducing energy consumption and communication overhead [13][14].
Thus, increasing the network’s lifetime [15]. A sybil node impersonates the IDs
or/and locations of other legitimate nodes [8] so that it is hard to be detected
from a legal node. Therefore, verification the identity and position is important
to prevent sybil attacks. For the different sybil detection strategies, the major-
ity of them do not consider the resource constraints in SNs on the ground when
searching for new approaches which consider the nature of sybil attacks in WSNs.
Depending on the concerns, a trust system is an effective security mechanism to
detect sybil attacks which can combine a high security performance with a low
operational cost [11]. By observing various trust systems, it has been noted that

2
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recommendation and feedback are essential to build the majority of the trust sys-
tem such as LDTS [16] and GTMS [17]. Consequently, a lightweight approach
is required to counter attacks in WSNs. Therefore, this thesis aims to develop a
lightweight trust system to cope with sybil attacks in WSNs with elimination of
the recommendation and feedback between nodes.

1.3 Aims and Objectives

The aim of this study is to propose a lightweight energy trust system (ETS) to
protect WSNs from sybil attacks. To achieve this goal, the fulfillment of the
following objectives is the crucial part of this thesis:

• To design, implement and simulate a clustered WSN. The network is a
platform to apply multi-level detection mechanism in which the verification
of (ID and position) for each sensor node, aggregation, and trust algorithms
are applied.

• To address and analysis the security performance evaluation (i.e., detection
accuracy) in terms of true positive, false positive and false negative rates.

1.4 Thesis Scope

The detection of sybil attacks has improved in WSNs. In this thesis, the proposed
method focuses on protecting the network from different security attacks not only
sybil attack. To provide security in WSNs, many techniques have been proposed
such as radio resource testing, position verification, registration of the nodes iden-
tity at a central base station, and random key pre-distribution [9]. However, the
trust systems are more practical solution in terms of providing security and sav-
ing resources like memory and energy [11]. Generally, all current trust systems
are based on time as a threshold parameter. Hence, the focus of this thesis is on
proposing a trust detecting system based on energy as a threshold vector. The
proposed energy trust system for detecting sybil attacks can provide significant
memory and energy saving for a clustered WSN. Furthermore, a special empha-
sis is placed on protecting the network from dangerous security attacks besides
sybil attacks by using multilevel detection mechanism in which the applicability
is emphasized by using security metrics of true positive and false positive rate.

The summary of the proposed approach in this thesis is illustrated in Figure
1.2. The solid lines along with the colored boxes denote the direction to achieve
the determined objectives. The dashed lines with the white boxes illustrate the
research fields in WSNs which are not covered in this thesis.

1.5 Thesis Organization

The thesis structure proceeds as follows:

3
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Figure 1.2: Research module.

Chapter 1 presents an introduction and brief overview on sybil attacks in WSNs.
This chapter also covers the problem statement, objectives, and scope of the study.

Chapter 2 provides the details about traditional security measures in WSNs. The
main focus of chapter 2 is to present the literature review on detecting sybil attacks
in WSNs. This chapter highlights the effects of security goals on sybil attacks.
It also discusses the challenges that are faced by the designers of the security
mechanism to detect sybil attacks. Furthermore, it explains the importance of
the trust system as a security solution for WSNs.

In chapter 3, the selected research methodology and processes applied to fulfill the

4
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research objectives described in detail. This chapter also illustrates the two main
levels applied to detect sybil attacks in WSNs. Furthermore, OMNeT++ was used
to validate the energy detecting system model and the system’s components.

Chapter 4 illustrates the simulation results. The outcomes were utilized to eval-
uate the effectiveness of the multilevel detection system. Respective graphs were
used to demonstrate the efficiency in detecting sybil attacks.

Finally, Chapter 5 is the conclusion of the this thesis with the contributions
highlighted. Future research directions also were recommended.

5
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