
 
 

UNIVERSITI PUTRA MALAYSIA 
 

ACCESS CONTROL FRAMEWORK IN A BRING YOUR OWN DEVICE 
ENVIRONMENT 

 

 
 
 
 
 
 
 
 
 

OLALERE MORUFU 
 
 
 
 
 
 
 
 
 
 
 

FSKTM 2016 43 
 

 
 
 
 
 
 
 



© C
OPYRIG

HT U
PM

 

ACCESS CONTROL FRAMEWORK IN A BRING YOUR OWN DEVICE 

ENVIRONMENT 

 

 

 

 

 

 

 

 

 

 

 

 

 

By  

 

 

OLALERE MORUFU  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Thesis Submitted to the School of Graduate Studies, Universiti Putra Malaysia, 

in Fulfilment of the Requirements for the Degree of Doctor of Philosophy 

 

 

November 2016 



© C
OPYRIG

HT U
PM

i 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



© C
OPYRIG

HT U
PM

ii 

 

COPYRIGHT 

 

 

All material contained within the thesis, including without limitation text, logos, 

icons, photographs  and  all  other  artwork,  is  copyright  material  of  Universiti 

Putra Malaysia unless otherwise stated. Use may be made of any material contained 

within the thesis for non-commercial purposes from the copyright holder. 

Commercial use of material may only be made with the express, prior, written 

permission of Universiti Putra Malaysia.  

 

 

Copyright © Universiti Putra Malaysia 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



© C
OPYRIG

HT U
PM

iii 

 

DEDICATIONS 

 

 

 

 

 

To my late daughter (Muzeenat Apeke Olalere) 

 

 

 

 

 

 

 

 

 

 



© C
OPYRIG

HT U
PM

i 
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As a result of several attractive features of mobile devices (portability and access to 

voice and data services), people have started to take their mobile devices to their 

work place and connect to the company network to do their daily job. This has given 

rise to a policy called "Bring Your Own Devices" or BYOD. However, to determine 

who is allowed to access enterprise resources poses a serious security concern as 

both the knowledge and ownership means of authentication in a traditional enterprise 

network are insufficient in a BYOD environment. Unauthorised access to sensitive 

information of an enterprise through a lost mobile device of an employee, by 

shoulder surfing password attacks and password guessing attacks can all lead to data 

leakage. Also, unmonitored employee mobile devices when connected to enterprise 

resources can inadvertently causes malware infection into the enterprise network. In 

a traditional enterprise network, Uniform Resource Locators (URLs) blacklisting is a 

common approach many enterprises employ to address this problem. Apart from the 

fact that the blacklisting approach is faced with different challenges (such as wrong 

classification due to human error and unavailability of newly created malware 

URLs), employing the blacklisting approach in a BYOD environment is not 

sufficient to monitor employee mobile devices. 

 

 

For proper implementation of BYOD policy, the security challenges confronting 

BYOD need to be addressed. The need for addressing these challenges make this 

study significant. Consequently, this study proposes access control framework for 

authenticating and monitoring employee mobile devices in a BYOD environment. 

The proposed framework will not only authenticate employee mobile devices at the 

point of login to enterprise resources, but also monitor the interaction of the 

employee mobile device when connected to the enterprise resources. Consequently, 

the proposed access control framework consists of a two-factor authentication 

framework and monitoring framework. The proposition of these two novel 

frameworks for access control in a BYOD environment form the major contributions 

of the study.  
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The first framework which serves as the first layer of the proposed access control 

framework is a two-factor authentication framework that combines both knowledge-

based and biometric-based authentication techniques to form an unobtrusive 

authentication technique for an employee’s mobile device in a BYOD environment. 

This framework addresses the data leakage problem that may arise as a result of the 

present authentication technique being too weak. The second novel framework 

which serves as the second layer of the proposed access control framework is a real-

time employee’s mobile device monitoring framework. This framework addresses 

the possibility of a malware infection that may occur as a result of unmonitored 

interaction of an employee’s mobile device with third party cloud applications. 

 

 

Based on the second layer, another main contribution of this study is the proposition 

of a predictive trust model for computation of the trust value of a third party cloud 

application. For proper monitoring of the employee’s mobile device against malware 

infection on the enterprise network, this study proposes classification of third party 

cloud application URLs that relies on a predictive trust model. The purpose of the 

trust value computation is to determine whether a trusted cloud application in terms 

of malware infection. Another major contribution under this layer is proposition of 

the novel discriminative lexical features that distinguish malware URL from benign 

URL. 

 

 

To validate and test the performance of the model, a dataset comprising of benign 

and malware URLs was built. The dataset was trained and labelled. Application of 

the WEKA data mining tool on the trained dataset gave rise to computation of the 

performance evaluation parameters of the predictive trust model. Prediction 

performance was evaluated based on True Positive (TP), True Negative (TN), False 

Positive (FP), False Negative (FN), accuracy, True Positive Rate (TPR), True 

Negative Rate (TNR), False Positive Rate (FPR), False Negative Rate (FNR), and 

the time to build the model. With a very short time to build the predictive trust 

model, the model achieved 97.31 % accuracy with a moderate FPR of 0.04 and a 

FNR of 0.018. The overall output of this study is the proposition of an 

implementable access control framework for a BYOD environment thereby serving 

as a potential application for authenticating and monitoring employee mobile devices 

in a BYOD environment. 
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Hasil daripada beberapa ciri menarik peranti mudah alih (kemudahalihan dan 

capaian kepada perkhidmatan suara dan data), orang telah mula membawa peranti 

mudah alih mereka ke tempat kerja dan disambung kepada rangkaian syarikat untuk 

melakukan kerja harian mereka. Ini telah menerbitkan dasar yang dipanggil "Bawa 

Peranti Anda Sendiri" atau BPAS. Namun begitu, untuk menentukan siapa yang 

dibenarkan untuk mencapai sumber syarikat menimbulkan kebimbangan 

keselamatan yang serius kerana cara pengesahan kedua-dua pengetahuan dan 

pemilikan dalam jaringan perniagaan tradisional tidak mencukupi dalam persekitaran 

BPAS. Capaian tanpa kebenaran kepada maklumat perniagaan yang sensitif melalui 

peranti mudah alih seorang pekerja yang  hilang, melalui serangan kata laluan intip 

bahu dan serangan penekaan kata laluan semuanya boleh membawa kepada 

kebocoran data. Juga, peranti mudah alih pekerja yang tidak diawasi apabila 

disambung kepada sumber perniagaan boleh menyebabkan jangkitan perisian hasad 

secara tidak sengaja ke dalam rangkaian perniagaan. Dalam rangkaian perniagaan 

tradisional, senarai hitam Pelokasi Sumber Seragam (PSS) adalah pendekatan 

kebiasaannya digunakan oleh kebanyakan syarikat untuk menangani masalah ini. 

Selain daripada fakta yang pendekatan senarai hitam hadapi berbagai cabaran 

(seperti pengelasan yang salah kerana kesilapan manusia dan tidak terdapatnya PSS 

perisian hasad yang terbaharu), menggunakan pendekatan senarai hitam dalam 

persekitaran BPAS tidak cukup untuk memantau peranti mudah alih pekerja. 

 

 

Untuk pelaksanaan yang betul dasar BPAS, cabaran keselamatan yang dihadapi 

BPAS perlu ditangani. Keperluan untuk menangani cabaran-cabaran ini membuat 

kajian ini penting. Oleh itu, kajian ini mencadangkan rangka kerja kawalan capaian 

untuk mengesah dan memantau peranti mudah alih pekerja dalam persekitaran 

BPAS. Rangka kerja yang dicadangkan tidak hanya akan mengesahkan peranti 

mudah alih pekerja semasa log masuk ke dalam sumber perniagaan, tetapi juga 

memantau interaksi peranti mudah alih pekerja apabila disambung kepada sumber 

perniagaan. Oleh itu, rangka kerja kawalan capaian yang dicadangkan terdiri 

daripada rangka kerja pengesahan dua faktor dan rangka kerja pemantauan. 
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Cadangan kedua-dua rangka kerja baharu untuk kawalan capaian dalam persekitaran 

BPAS membentuk sumbangan utama kajian. 

 

 

Rangka kerja pertama berperanan sebagai lapisan pertama rangka kerja kawalan 

capaian yang dicadangkan adalah rangka kerja pengesahan dua faktor yang 

menggabungkan kedua-dua teknik pengesahan berasaskan pengetahuan dan 

berasaskan biometrik untuk membentuk satu teknik pengesahan tanpa ganggu 

peranti mudah alih pekerja dalam persekitaran BPAS. Rangka kerja ini menangani 

masalah kebocoran data yang mungkin timbul akibat daripada teknik pengesahan 

yang terlalu lemah. Rangka kerja baharu kedua berfungsi sebagai lapisan kedua 

rangka kerja kawalan capaian yang dicadangkan adalah rangka kerja pemantauan 

peranti mudah alih pekerja pada masa nyata. Rangka kerja ini menangani 

kemungkinan jangkitan perisian hasad berlaku akibat daripada interaksi peranti 

mudah alih pekerja yang tidak diawasi dengan aplikasi awan pihak ketiga. 

 

 

Berdasarkan lapisan kedua, satu lagi sumbangan utama kajian ini adalah cadangan 

model kepercayaan ramalan untuk pengiraan nilai kepercayaan aplikasi awan pihak 

ketiga. Untuk pemantauan peranti mudah alih pekerja daripada jangkitan perisian 

hasad pada rangkaian perniagaan, kajian ini mencadangkan pengelasan PSS aplikasi 

awan pihak ketiga yang berdasarkan model kepercayaan ramalan. Tujuan pengiraan 

nilai kepercayaan adalah untuk menentukan sama ada aplikasi awan dipercayai dari 

segi jangkitan perisian hasad. Satu lagi sumbangan utama yang terdapat di lapisan ini 

adalah cadangan ciri leksikal diskriminatif baharu yang membezakan PSS perisian 

hasad dengan PSS tidak berbahaya. 

 

 

Untuk mengesahkan dan menguji prestasi model, satu set data yang terdiri daripada 

PSS tidak merbahaya dan PSS perisian hasad telah dibina. Set data telah dilatih dan 

dilabel. Pemakaian alatan perlombongan data WEKA pada set data terlatih 

menentukan pengiraan parameter penilaian prestasi model kepercayaan ramalan. 

Prestasi ramalan dinilai berdasarkan Positif Benar (PB), Negatif Benar (NB), Positif 

Palsu (PP), Negatif Palsu (NP), ketepatan, Kadar Positif Benar (KPB), Kadar Negatif 

Benar (KNB), Kadar Positif Palsu (KPP), Kadar Negatif Palsu (KNP) dan masa di 

ambil untuk membina model. Dengan masa yang singkat untuk membina model 

kepercayaan ramalan, ketepatan model adalah 97.31% sederhana dengan KPP iaitu 

0.04 manakala KNP adalah 0.018. Output keseluruhan kajian ini adalah cadangan 

rangka kerja kawalan capaian yang dilaksanakan untuk persekitaran BPAS dan 

dengan itu dapat menjadi satu aplikasi yang berpotensi bagi mengesah dan 

memantau peranti mudah alih pekerja dalam persekitaran BPAS.  
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CHAPTER 1 

1 INTRODUCTION 

1.1 Background 

 

Electronic computing has undergone several notable transitions since its birth in the 

1940s. The journey started with mainframe computing followed by minicomputers 

then to client-server driven personal computing (PC). The PC era lead the information 

technology (IT) world to Internet computing. Mobile computing has classically 

supplanted Internet computing because of cloud based applications and the 

proliferation of mobile devices (such as smartphones, laptops, palmtops and tablets). 

People can experience high quality computing in their palm through cloud based 

applications and mobile devices. Mobile devices like smartphones and tablets 

combine several attractive features as they are easy to carry and provide access to 

voice and data services, thereby opening up a wide variety of potential mobile 

applications, “anytime and anywhere” (Disterer and Kleiner, 2013). People started 

going to their work place with mobile devices and getting connected to their company 

network so as to get their daily job done and to connect to their various social 

network platforms such as Facebook, WhatsApp, and Black Berry Messenger (BBM).  

 

 

Using personal mobile devices for work gave rise to a trend called “bring your own 

device” or BYOD (Gheorghe and Neuhaus, 2013). Bring Your Own Device is an 

enterprise IT policy that encourages employees to use their own devices to access 

sensitive corporate data at work through an enterprise IT infrastructure (Li et al., 

2013). The BYOD policy does not only allow employees to gain access to enterprise 

data when at the work place but also allows them to gain access to enterprise data 

outside the enterprise environment. This implies that employees can obtain access to 

the database of the enterprise remotely. Meanwhile, there are many security 

challenges associated with this advantage of BYOD. When employee’s access 

enterprise resources without appropriate control, there will be room for many possible 

information breaches such as data leakage that can lead to data theft. Moreover, 

employee mobile devices can be infected with malware, due to unmonitored 

interaction with cloud based applications. Many mobile device users rely on security 

measures offered by mobile device manufacturers. Security measures such as a four 

digit password for authentication and antivirus that maybe too weak are common 

forms of protection offered by most mobile device manufacturers.  

 

 

Meanwhile, the security mechanisms offered by most popular mobile operating 

systems offer only limited protection to the threats posed by malicious applications 

that may be inadvertently installed by the users and therefore they do not meet the 

security standards required in corporate environments (Armando et al., 2013). There 

is need for organisations to make security a top priority when deploying BYOD. 

Organisations must compartmentalise access to sensitive information, employ better 

audit logging and log analysis, and deploy security solutions that are designed to 
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support current BYOD strategies (Morrow, 2012). Therefore, the BYOD 

environment needs a new comprehensive security framework to address the problem 

of data leakage that may occur as a result of unauthorised access to the enterprise 

resources and the problem of malware infection that may occur as a result of 

unmonitored interactions of mobile devices with third party web based applications 

when connected to the enterprise resources.  

 

 

1.2 Motivation 

 

Growing pressures to enable and support the use of smartphones, tablets and other 

personal devices in the workplace means that ignoring the need to put in place some 

form of BYOD policy is no longer an option for today’s businesses (Millard, 2013). 

A survey by Cisco (2012) to determine whether BYOD is growing only in United 

States or in large enterprises revealed that BYOD is a global phenomenon. Cisco 

carried out this survey across eight countries in three regions (Latin America, Asia, 

and Europe) including both enterprises (1000 or more employees) and midsize 

companies (500-999 employees). This survey was an expansion of an earlier survey 

conducted in the United States with 600 IT leaders from 18 industries.  

 

 

A survey by Ovum (2012) of 3796 consumers in 17 countries in both emerging 

economies and developed economies, revealed that 75% of users in countries with 

emerging high-growth economies such as Malaysia, Singapore, Brazil, India and 

Russia use their own mobile devices at work, while 40% of workers in countries with 

developed economies such as the US, UK, Sweden, Italy and Japan use their own 

mobile devices at work. Gartner (2012) predicts that by 2018 seventy percent of 

mobile users will conduct all their work on personal smart devices. These surveys 

reports show that BYOD has come to stay in both emerging economies and 

developed countries. With this level of BYOD policy deployment and with future 

prediction of increasing deployment, the security challenges confronting BYOD need 

to be addressed. Consequently, this study is taking a step in addressing the top most 

security challenges confronting the BYOD policy. The need to address these 

challenges motivated this study. 

 

 

1.3 Problem Statement 

 

As both the organisations and their employees are reaping the benefits of BYOD, they 

are also worried about the challenges of the BYOD policy. The real security 

challenge of the BYOD environment is not actually about the devices, it is about 

controlling access from the device to the corporate data (Thielens, 2013) and the 

increased exposure of the enterprise network to malware due to the lack of control 

and visibility of the mobile devices of the employees (Pao, 2016). Throne (2016) 

pointed out that the enterprise must make sure that an employee mobile device 

connected to the sensitive data of the enterprise meets some standard of 

authentication as well as prevention and protection against viruses, malware and 

spyware.  
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Alharthy and Shawkat (2013), Camejo (2016), Liu (2016) claimed that the loss or 

theft of mobile devices is the biggest risk that businesses could face by implementing 

BYOD, because it leads to loss of data to unknown users. This implies that when an 

employee’s mobile device is in the hands of an unauthorised user or attacker, 

enterprise resources can be accessed through the mobile device if a strong 

authentication mechanism is not in place. A 2014 Verizon study revealed that 76% of 

breaches of corporate networks were due to weak employee passwords (Guccione, 

2016). Perhaps, some authentication techniques are too restrictive that staff prefer to 

rely on a password or Personal Identity Number (PIN) which suffers from shoulder 

surfing attacks, brute force, and password guessing attacks to gain unauthorised 

access to enterprise resources through the lost mobile device. Therefore, a secure and 

scalable BYOD strategy is required to manage the risks introduced by employee 

owned devices as a result of the loss of a mobile device or the device being stolen by 

an attacker (Thielens, 2013). There should be a way in which the employee unique 

identity can be linked to the mobile device of the employee, such that when an 

attacker possesses the employee’s mobile device as a result of loss or theft, it will be 

difficult for the attacker to access enterprise resources through the misappropriated 

mobile device. Linking employee identity with the employee mobile device will 

result in strong authentication required for a BYOD environment. 

 

 

Gone are the days when malware infection on an enterprise network only occurred 

through external storage devices such as an external hard disk or flash drive. With the 

rapid proliferation of Internet technologies and web applications, attackers can now 

use the web as a means of introducing malware into an enterprise network. In a 

traditional enterprise network (a desktop setting), this change in attack vector has 

forced many enterprises to subscribe to services that provide blacklisting of malware 

URLs which are provided by a range of techniques including manual submission of 

suspected malware URL and honeypots. The malware URL blacklist is used to 

monitor the interaction of members of an enterprise network with third party cloud 

applications. With 571 new websites available on the Internet per minute (CoNet, 

2016), the blacklist approach to detect malware URLs is inadequate as many new 

malware URLs are not blacklisted immediately they are launched on the Internet. 

Moreover, since the blacklist is created by volunteer experts, human error in 

classification is unavoidable. Exact matching in blacklisting also renders it easy to be 

evaded (Choi, Zhu and Lee, 2011). Apart from the fact that this approach is faced 

with many challenges, the blacklist approach is not practically possible for the BYOD 

environment.  

 

 

In a BYOD environment, the employee mobile device is used to access the enterprise 

network and interact with third party cloud applications through the Internet either by 

typing a URL on the web browser or by clicking a URL link to the web application. 

In any case, the URL serves as a means of getting access to third party cloud 

applications. Thus, this makes the URL an exploitable tool for attackers to infect 

malware into their victims’ devices. Meanwhile, the security mechanisms offered by 

most popular mobile operating system offer only limited protection against the threats 

posed by malicious applications that may be inadvertently installed by the users and 

they do not meet the security standards required in corporate environments (Armando 

et al., 2013). Also, many mobile devices do not have the resources to accommodate 
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strong anti-malware. Meanwhile, malware infection of an employee mobile device 

through interaction with third party cloud applications can lead to malware infection 

of the enterprise network if the required security measures to prevent this are not in 

place.  

 

 

Employee mobile device authentication and monitoring are among the key security 

concerns described by (Zahadat et al., 2015). Though their study does not offer any 

solution to this security issues, the need to address this security issues was 

emphasized. In essence, the two problems highlighted above can result in data 

leakage that may occur as a result of an authentication technique that is too weak 

which can lead to unauthorised access to enterprise resources and malware infection 

on the enterprise network due to a lack of proper monitoring of the interaction of the 

employee mobile device with third party applications. For better security, 

implementation, and management of the BYOD policy, strong authentication and 

proper monitoring of the employee’s mobile device with third party cloud 

applications when connected to an enterprise network becomes necessary.  

 

 

Consequently, this study proposes an access control framework for prevention of data 

leakage (that may occur as a result of an unauthorised user gaining access to an 

enterprise network) and for real-time malware detection (that may occur as a result of 

an employee mobile device interaction with third party application). The proposed 

access control does not only authenticate legitimate users of an employee mobile 

device at the point of login to the enterprise network, but also monitors the  

interaction of the employee mobile device when connected to enterprise resources 

with a view to detect third party web applications that can cause malware infection. 

 

 

1.4 Objectives of the Research  

 

The general objective of this study is to propose an access control framework for data 

leakage and malware detection for mobile devices in a BYOD environment, thereby 

offering potential future applications for better security, implementation, and 

management of the BYOD policy. To achieve this objective, the study will be guided 

by the following specific objectives: 

 

1. To propose a two-factor authentication technique that maps the unique 

identity of employees with their mobile devices in order to prevent data 

leakage that may occur as a result of unauthorised access to enterprise 

resources. 

2. To propose a novel framework for monitoring the interaction of the 

employee’s mobile device with third party cloud applications for malware 

detection when connected to the enterprise network. 

3. To propose a predictive trust model for computation of the trustworthiness of 

third party cloud applications for real-time malware URL detection that can 

lead to malware infection on an enterprise network through the employee’s 

mobile device. 
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4. To propose novel discriminative features of malware URL for the proposed 

predictive trust model.  

 

 

1.5 Scope of Research  

 

The BYOD policy is faced with different challenges (see Chapter 2). However, the 

security challenge has been identified as the topmost challenge facing BYOD. 

According to the literature, data leakage and malware are the most challenging 

security threats to the BYOD policy (Morrow, 2012). The security issue in a BYOD 

environment has been of major concern of academic researchers, although not many 

contributions have been made in addressing these security challenges. In fact, very 

little has been done by researchers in addressing these challenges (both security 

challenges and others) facing BYOD. Niehaves et al. (2012) claimed that from the 

information system research perspective, a rigorous application of methods and 

theory to help practitioners understand the phenomenon of BYOD in general, and its 

implications for employee performance in particular, remains lacking.  

 

 

However, this study does not address all the challenges confronting the BYOD 

policy. The study is focused on addressing the problem of access control that is 

lacking in both the literature and industries, which aims to prevent data leakage and 

malware infection of an enterprise network. The data leakage problem is addressed in 

this study by proposing a two-factor authentication technique that combines the 

unique identity of an employee with the traditional password system user 

authentication. It is important to note that only the theoretical details of the proposed 

two-factor authentication is within the scope of this study. Hence, the proposed two-

factor authentication technique is not validated by any means. Also, this study 

addresses the BYOD malware challenge by proposing a monitoring framework that 

prevents the mobile device of the employee from introducing malware into an 

enterprise network through interaction with third party cloud applications. This 

framework can only monitor the employee mobile device when connected to the 

enterprise network. It is important to state clearly here that the monitor framework 

does not monitor the employee’s mobile device when outside the enterprise network 

as this constitutes an infringement of employee privacy. However, for the case of an 

employee mobile device that might have been infected before establishing connection 

with the enterprise network, scanning before connection as proposed by (Beyondtrust, 

2013) and (Chung, Chung, Escrig, Bai, and Endicott-Popovsky, 2012) becomes 

necessary.  

 

 

1.6 Contributions of the Research 

 

The main contribution of this thesis is the provision of an implementable access 

control framework for authenticating and monitoring the mobile devices of 

employees in a BYOD environment. The first part of the proposed access control 

framework authenticates the employee’s mobile device at the point of connection to 

enterprise resources while the second part monitors the interaction of the employee’s 

mobile device with third party cloud applications with a view to detect suspicious 
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malware URL that can introduce malware into the enterprise network. The proposed 

access control has led to the following contributions:  

 

a. Proposition of a two-factor authentication technique that combines two 

methods of authentication to form a strong authentication technique. This is to 

prevent an attacker who maybe is in possession of an employee’s mobile 

device from gaining illegal access to the enterprise data as a result of a weak 

password that can suffer a series of attacks, including guessing.  

b. Proposition of a monitoring framework that monitors the interaction of an 

employee’s mobile device with third party cloud applications. This framework 

does not only monitor the employee’s mobile device against interaction with 

malware URL but also creates a malware URL blacklist that can serve as a 

tool for security decisions or policy making. This framework is novel in the 

arena of BYOD. 

c. Proposing a predictive trust model that computes trustworthiness of third 

party cloud applications. The essence of this model is to compute the 

trustworthiness of third party cloud applications that the employee may 

attempt to visit using his/her mobile device. If a third party cloud application 

is not trusted based on the value of computed trustworthiness, then the 

employee’s mobile device will not be allowed to visit such web applications. 

The proposed predictive trust model was validated and evaluated accordingly. 

d. Proposition of novel discriminative features of malware URL for the proposed 

predictive trust model. The predictive trust model uses discriminative features 

of malware URL to compute the trustworthiness of third party cloud 

applications. This study has identified a new set of discriminative features of 

malware URL. Experimentation with these sets of discriminative features 

shows good performance in terms of accuracy and effectiveness. 

 

 

1.7 Organisation of Thesis  

 

This chapter has provided a general overview of the entire thesis. The remainder of 

the thesis is structured as follows: 

 

Chapter 2: Literature Review. This chapter reviews related work on BYOD. The 

chapter starts a with general discussion of BYOD including the BYOD environment 

network architecture, BYOD deployment level, BYOD benefits, BYOD challenges, 

security threats to BYOD, and BYOD and Mobile Device Management Applications. 

This chapter also reviews existing works concerning BYOD. The last part of this 

chapter presents an overview of different types of authentication techniques vis-à-vis 

the way each type of authentication technique works. The strengths and weaknesses 

of each type of authentication technique are also presented. 

 

Chapter 3: Research Methodology. In this chapter, the Research Methodology is 

presented and this gives an overview of the whole process involved in this study. The 

chapter begins with a presentation of the input and output of this study. Also 

presented in this chapter are the components of the proposed access control 

framework. Also discussed in this chapter are the design, data collection, and 
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experimentation processes. The last part of the chapter discusses the performance 

evaluation parameters used for this study. 

 

Chapter 4: Proposed two-factor authentication: This chapter presents the 

proposed two-factor authentication technique. The proposed two-factor authentication 

technique framework is also described in this chapter. How each of the components 

of the framework works is also detailed. Finally, the chapter is concluded by a review 

of previous studies on keystroke dynamics. 

 

Chapter 5: Proposed monitoring framework. The proposed monitoring framework 

is presented in this chapter. The chapter begins with an overview of the proposed 

framework. This is followed by a description of the proposed monitoring framework. 

The components of the proposed monitoring framework are also discussed in this 

chapter. A description of the predictive trust model is presented in this chapter. A 

description is given of how a whitelist and blacklist are created. Further discussion 

focuses on the proposed discriminative lexical features. Categories of the proposed 

features are also presented in this chapter.  

 

Chapter 6: Results and Discussion. This chapter focuses on the results of all the 

experiments performed in this study. The chapter starts with the results of the 

preliminary experiments for validating the predictive trust model. Performance 

evaluation of the results of the experiments with different categories of the proposed 

discriminative lexicon are also presented in this chapter. A performance evaluation 

comparing the categories of the proposed discriminative lexical features is given. This 

chapter is concluded with a comparison of this study with previous studies.  

 

Chapter 7: Conclusion. Chapter 7 is the final chapter of the thesis. The chapter 

presents the conclusion of the study. The chapter discusses the contributions of this 

study and future works that can improve or serve as extension to this study.  
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