
© C
OPYRIG

HT U
PM 

 

UNIVERSITI PUTRA MALAYSIA 
 

A GENERIC SMARTPHONE FORENSIC INVESTIGATION PROCESS 
MODEL 

 

 
 
 
 
 
 
 
 
 

ANAHITA FARJAMFAR 
 
 
 
 
 
 
 
 
 
 
 
 

FSKTM 2016 33 



© C
OPYRIG

HT U
PM

i 

 

 
 

 

A GENERIC SMARTPHONE FORENSIC INVESTIGATION PROCESS 

MODEL 

 

 

 

 

 

 

 

 

 

 

 

 

 

By 

 

ANAHITA FARJAMFAR 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Thesis Submitted to the School of Graduate Studies, Universiti Putra Malaysia, 

in Fulfilment of the Requirements for the Degree of Doctor of Philosophy 

 

 

December 2016 

 



© C
OPYRIG

HT U
PM

iii 

 

COPYRIGHT 

 

 

All material contained within the thesis, including without limitation text, logos, 

icons, photographs and all other artwork, is copyright material of Universiti Putra 

Malaysia unless otherwise stated. Use may be made of any material contained within 

the thesis for non-commercial purposes from the copyright holder. Commercial use 

of material may only be made with the express, prior, written permission of Universiti 

Putra Malaysia. 

 

 

Copyright © Universiti Putra Malaysia   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



© C
OPYRIG

HT U
PM

iv 

 

DEDICATION 

 

 

This thesis is dedicated to my beloved husband and family. To my husband because 

his love, acceptance, patience and encouragement has accompanied us through the 

years of this project. I am truly thankful for having you in my life. A special feeling 

of gratitude to my loving parents, whose faithful prayers, support, love and words of 

encouragement carried and inspired me through ‘thick and thin’. The support from all 

of you kept me to work hard for the things that I aspire to achieve.  

 

 

 

 



© C
OPYRIG

HT U
PM

i 

 

Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment 

of the requirement for the degree of Doctor of Philosophy 

 

 

A GENERIC SMARTPHONE FORENSIC INVESTIGATION PROCESS 

MODEL 

 

 

By 

 

 

ANAHITA FARJAMFAR 

 

 

December 2016 

 

 

Chairman :   Mohd Taufik Abdullah, PhD 

Faculty :   Computer Science and Information Technology 

 

 

Smartphones are sources of digital evidence and repository for considerable amount 

of personal and work-related information about the phone users, their network of 

contacts and activities. Investigations involving various such devices have been 

identified as growing challenges to digital forensic researchers and practitioners. 

Similar to other areas of digital forensic practice, the process models developed for 

smartphones do not consider satisfying any scientific requirement of a digital 

investigation process models to make such models reliable and admissible in court. 

They have also been criticized for their tendency to focus on one particular type of 

devices and failure to embrace the level of practicality and generality needed to be 

applied in the investigation of all smartphones, independent of their platforms. In 

addition, the common challenge associated with these models is that they tried to 

encompass all aspects of digital forensic activities in a single-tier, high level process 

models. This makes such models too unwieldy, impractical and unlikely to be adopted. 

 

 

This research proposes a new forensic process model for digital investigation of 

smartphones, called Generic Smartphone Forensic Investigation Process Model 

(GSFIPM), which addresses both the practical needs of practitioners and the 

expectations of legal domain for a reliable and structured process model to be 

followed. The proposed model is a multi-tier, objective-based, iterative process model 

that is generically applicable in investigation of any type of smartphones. GSFIPM is 

integrated with Encompassing Proceedings as principles that have a wider scope than 

a single process in the course of an investigation. The second tier of the GSFIPM 

focuses on the evidence collection and preservation process since this process is 

arguably the most critical process in the course of a digital investigation. Any doubt 

cast upon this process makes the output of other processes moot. A two-stage formal 

model called Formal Evidence Collection Model for Smartphones (FECMS) is 

designed, comprising of two UML Activity Diagrams, two Implementation Guidelines 

and the Overarching Principles. 
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This research employed the Design Science Research Process (DSRP) methodology 

on the basis that it is an ‘ideal approach’ in the problem domain of digital forensic and 

especially appropriate for creating a new process model. The effectiveness of the 

GSFIPM and FECMS to satisfy the intended requirements are independently 

evaluated by a group of digital forensic experts. Feedbacks from these experts are 

taken into account and amendments are applied as appropriately as possible. The 

feedbacks received from experts, regarding the GSFIPM, are generally positive in 

fulfilling the scientific requirements. GSFIPM is also believed to hold new features in 

the design, namely being multi-tier and iterative, and containing overarching 

principles and stratification in roles and responsibilities. The feedbacks are also 

optimist for FECMS, in terms of utility and usability. This research demonstrates how 

GSFIPM and FECMS can be practically applicable in smartphone investigations and 

beneficial to the digital forensic practitioners in various environments. 
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Telefon pintar merupakan sumber bagi bukti digital dan repositori bagi sejumlah besar 

maklumat peribadi dan maklumat berkaitan kerja tentang pengguna telefon, rangkaian 

kenalan dan aktiviti mereka. Penyiasatan melibatkan pelbagai peranti sedemikian 

telah dikenal pasti sebagai cabaran yang sentiasa berkembang bagi penyelidik dan 

pengamal forensik digital. Sebagaimana amalan sesetengah bidang forensik digital, 

model proses forensik yang telah dibangunkan untuk telefon pintar tidak memenuhi 

keperluan saintifik model proses penyiasatan digital untuk menjadikan model tersebut 

boleh percaya dan boleh diterima di mahkamah. Model-model ini telah dikritik kerana 

kecenderungannya untuk tertumpu kepada satu jenis peranti dan ianya tidak meliputi 

tahap praktikal dan sifat umum yang diperlukan untuk membolehkannya digunakan 

dalam penyiasatan ke atas semua jenis telefon pintar tanpa bersandar kepada platfom 

masing-masing. Tambahan pula, cabaran biasa yang dikaitkan dengan model-model 

ini adalah mereka cuba untuk merangkumi semua aspek aktiviti forensik digital dalam 

satu model proses tingkat-tunggal bertahap tinggi. Ini menjadikan model itu sukar 

dikawal, tidak praktikal dan mungkin tidak diguna pakai.   

 

 

Kajian ini mencadangkan satu model proses forensik baharu bagi penyiasatan digital 

telefon pintar, yang dipanggil Model Generik Proses Penyiasatan Forensik Telefon 

Pintar (GSFIPM), yang menumpukan kepada kedua-dua keperluan praktikal bagi 

pengamal forensik digital dan juga memenuhi keperluan dalam domain undang-

undang yang mengharapkan model proses yang boleh dipercayai dan berstruktur 

untuk diikuti.   

 

 

Model Generik Proses Penyiasatan Forensik Telefon Pintar (GSFIPM) ini 

dicadangkan untuk mengatasi kelemahan yang telah dinyatakan sebelum ini. Model 

yang dicadangkan ini adalah pelbagai-tingkat, berasaskan objektif dan model proses 

berlelar yang bersifat umum dan boleh digunakan dalam penyiasatan sebarang jenis 
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telefon pintar. GSFIPM disepadukan dengan Prosedur Perangkuman sebagai prinsip 

yang mempunyai skop yang lebih luas berbanding proses tunggal dalam aliran sesuatu 

penyiasatan. Tingkat kedua GSFIPM memberi tumpuan kepada pengumpulan bukti 

dan proses pemuliharaan, memandangkan proses ini boleh dikatakan proses yang 

paling kritikal dalam proses penyiasatan digital.  Sebarang keraguan di peringkat 

proses ini akan mengakibatkan hasil output bagi proses lain dipertikaikan. Satu model 

formal dua peringkat yang dipanggil Model Pengumpulan Bukti Formal Telefon 

Pintar (FECMS) telah direka bentuk, yang terdiri daripada dua Rajah Aktiviti UML, 

dua Garis Panduan Pelaksanaan dan Prinsip Perlengkungan.   

 

 

Kajian ini mengguna pakai metodologi Proses Penyelidikan Sains Reka Bentuk 

(DSRP) atas dasar bahawa ia adalah satu pendekatan yang ideal dalam masalah 

domain digital forensik dan khususnya sesuai untuk mencipta satu model proses 

baharu. Keberkesanan GSFIPM dan FECMS bagi memenuhi keperluan yang 

dihasratkan telah dinilai secara bebas oleh sekumpulan pakar forensik digital.  

Maklum balas daripada pakar ini telah diambil kira dan pindaan telah dilaksanakan ke 

atas kedua-dua model sewajar yang mungkin. Maklum balas yang diterima daripada 

pakar mengenai GSFIPM, secara umumnya adalah positif dalam memenuhi keperluan 

saintifik. GSFIPM juga dipercayai mempunyai ciri-ciri baharu dalam rekabentuknya, 

seperti bersifat pelbagai-tingkat dan berlelar, dan mengandungi prinsip perlengkungan 

serta perlapisan dalam peranan dan tanggungjawab. Maklum balas juga optimis 

terhadap FECMS, dari segi utiliti dan kebolehgunaan. Kajian ini menunjukkan 

bagaimana GSFIPM dan FECMS boleh digunakan secara praktikal dalam penyiasatan 

telefon pintar dan memberi manfaat kepada pengamal forensik digital dalam pelbagai 

persekitaran.   
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CHAPTER 1 

 

 

1 INTRODUCTION 

 

 

This chapter presents the introduction and the overall structure of the thesis. The aim 

of this chapter is to define the main objectives of the research into the smartphone 

forensics and to describe the particular research problem and explain the value of a 

solution. 

 

 

1.1 Background 

 

A smartphone can be defined as a mobile phone which is equipped with an operating 

system. Smartphones typically include all of the features included in a normal mobile 

phone with those of another popular consumer device like personal digital assistants, 

media players, digital cameras and/or GPS navigation units. Later, smartphones were 

equipped with all of those plus the features of a touch screen computer (can come with 

QWERTY keypad also), including web browsing, Wi-Fi, 3rd-party applications, 

motion sensor, mobile payment, 3G/4G and so on. Mobile phones can be utilized by 

criminals as a tool for assistance in daily operations as well as for controlling the 

organized crimes. Practitioners of law have been attempting continually to act against 

criminals active in regard to the application of digital technologies. Nowadays, the 

increase in the utilization of smartphones resulted in considering these devices as 

sources of digital evidence. While the amount of data retained in such devices is to a 

great extent less in comparison to the amount of data that can be stored in computers, 

still this small volume of data can be greatly valuable in the process of revealing 

information about its user. Nevertheless, unfortunately, in the case of digital forensics 

practitioners as well as law enforcement agents there is still a huge gap in regard to 

handling the digital evidence obtained from smartphones. Digital forensic science was 

defined by The First Digital Forensic Research Workshop (DFRWS) as: 

 

The use of scientifically derived and proven methods toward the 

preservation, collection, validation, identification, analysis, 

interpretation, documentation and presentation of digital evidence 

derived from digital sources for the purpose of facilitating or 

furthering the reconstruction of events found to be criminal, or 

helping to anticipate unauthorized actions shown to be disruptive 

to planned operations,(Palmer, 2001, p. 16). 

 

There are a number of challenges in the course of presenting the digital evidence to 

the involved courts. Such challenges are related to the evidence reliability which is in 

fact the requirement of the application of reliable principles and methods. Edmond 

(2010) believes that although the real and proper meaning of “demonstrable 

reliability” (or “sufficiently reliable”) is still a debatable issue, assessments of 

reliability must be concentrated on the techniques applied and the accuracy of them 

(in addition to the proficiency of the operator and/or the analyst) (Edmond, 2010). A 

number of digital forensic process models for smartphones have been developed 

worldwide with the purpose of defining the vital steps that should be followed to make 

http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Personal_digital_assistant
http://en.wikipedia.org/wiki/Portable_media_player
http://en.wikipedia.org/wiki/Digital_camera
http://en.wikipedia.org/wiki/GPS_Phone
http://en.wikipedia.org/wiki/Touchscreen
http://en.wikipedia.org/wiki/Web_browser
http://en.wikipedia.org/wiki/Wi-Fi
http://en.wikipedia.org/wiki/Mobile_app
http://en.wikipedia.org/wiki/Motion_sensor
http://en.wikipedia.org/wiki/Mobile_payment
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sure that the investigation is being performed in a reliable way and forensically sound 

manner. (Forensically sound is a common term in the field of digital forensics when 

trying to qualify or justify the application of a specific technology or a relevant 

method. A great number of practitioners utilize this term in description of the 

capabilities of a piece of software or forensic analysis approach (McKemmish, 2008)). 

These process models are developed with the perspective to work well with one 

particular type of devices. Also despite the presence of basic principles relevant to the 

process of handling the digital evidence, different jurisdictional as well as 

technological nature of the involved cases encourages a different application of these 

principles by courts in different ways. Thus, the processes utilized by the digital 

forensic practitioners are always under meticulous scrutiny.  

 

 

1.2 Research Motivation 

 

Users of mobile phones are switching to smartphones in a high rate as these devices 

have become more affordable and equipped with 3G and 4G networks facilities. Data 

from eMarketer1 show that over one-quarter of the world’s total population have used 

smartphones in 2015. eMarketer’s latest mobile user forecast estimates more than half, 

i.e. 51.7%, of all mobile phone users will use smartphones in 2018. It means that 

eventually, feature phones will have become the minority in the world of 

telecommunications. According to a forecast by Statista.com2, number of smartphones 

users will surpass 2.2 billion in 2017, and the number is expected to increase over 2.6 

billion by 2019. Figure 1.1 depicts the statistics anticipating the usage of smartphones 

from 2014 to 2019. 

 

 

Figure 1.1: 2Number of Smartphone Users Worldwide, 2014 to 2019  

(in millions) 

 

 

 

 

                                                           
1http://www.emarketer.com/Article/2-Billion-Consumers-Worldwide-Smartphones-by-

2016/1011694. 
2 http://www.statista.com/statistics/330695/number-of-smartphone-users-worldwide/ 
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Based on a survey of more than 800 IT security decision makers and practitioners 

across North America and Europe, the CyberEdge Group3 report that 71% of surveyed 

organizations were victims of successful cyber-attacks in 2015. The report 

(“Cyberthreat Defense Report,” 2015) highlights that “mobile devices (smartphones 

and tablets) are perceived as IT security’s weakest link, closely followed by social 

media applications” (p. 5) as it is shown in Figure 1.2. 

 

 

 
Figure 1.2: 3Surveyed Organization's Overall Security Posture (Ability to 

Defend Cyber Threats) on a scale of 1 to 5 

 

 

It is worth mentioning that the BYOD (Bring Your Own Device) policy trend in 

companies and firms only adds to the security and privacy problem for corporations. 

Security breaches and failed perimeter controls are followed immediately by digital 

forensics. In using a smartphone, surprisingly large amount of personal or corporate 

data is supplied and transmitted by the user. Digital evidence is defined by the 

SWGDE, Scientific Working Group on Digital Evidence as “information of probative 

value that is stored or transmitted in binary form” (SWGDE and SWGIT Digital and 

Multimedia Evidence Glossary, 2011, p. 6). Accordingly, any piece of useful 

information transferred or stored in digital mode is evidence irrespective of the devices 

or interfaces used to transfer or store it. Thus smartphones can be seen as a “promising 

site” for collecting such evidence (Goel, Tyagi, and Agarwal, 2012). 

 

 

Electronic devices could be either as objects of crime, instruments used to commit a 

crime or repositories of evidence relevant to a crime, while smartphones can be 

involved in all these cases; they are anyhow repository for considerable amount of 

personal information about the phone user and their network of contacts. In this case, 

it is critical to obtain evidence reliably and in a forensically sound manner by applying 

a proven digital forensic method and following a trustworthy process model. The need 

for a proper guidance and reliable process model for digital forensic practitioners to 

be used in unfamiliar areas of technology, such as smartphones, is the motivation for 

this research. 

                                                           
3CyberEdge Group is an award-winning research, marketing, and publishing firm which serves the 

needs of information security service providers and vendors. 
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1.3 Research Problems 

 

In Daubert, which is named after Daubert v Merrell Dow Pharmaceuticals (U.S.) 

(1993), court charged trial judges with the responsibility to scrutinise evidence in order 

to make sure that the requirements set by the Federal Rules of Evidence rule 702 are 

all met. In accordance to these rules, determination of the admissibility of an involved 

evidence depends on the fact that (1) expert testimony has been produced based on 

reliable methods and procedures; and (2) the fact that the expert has reliably utilized 

the principles and methods in dealing with the facts included and involved in the case 

at hand. 

 

 

To comply with second condition, reliably application of the principles and methods, 

some researchers in the field of digital forensics realized the lack of reliable process 

models and admissible procedures for mobile phones and proposed forensic 

investigation process models specifically intended for smartphones. However, rather 

than being general, these models have often been intended for specific types of mobile 

phones such as Windows phones (Goel et al., 2012;Ramabhadran, 2007), Symbian 

smartphones (Yu, Jiang, Shu, Yin, and Liu, 2009) or Android smartphones (Simão, 

Sícoli, Melo, Deus, and Sousa Júnior, 2011).In addition, the common weakness 

associated with these models is that in designing the models they did not consider 

requirements of any scientific discipline. While scientific disciplines aid the courts in 

the assessment of the reliability of digital evidence produced using such models. 

Besides, previous models tried to encompass all aspects of digital forensic activities 

in a single-tier, high level process model that focus on the abstract level rather than 

the more details needed by various model users, models such as those proposed 

by(Lutui, 2016;Cusack and Lutui, 2014;Goel et al., 2012; Ramabhadran, 2007).As 

(Rogers, 2004) states, this feature has made such models too unwieldy and 

complicated and therefore make these models impractical and unlikely to be adopted. 

 

 

Whereas some of the mentioned models include descriptions in a high level that in 

fact provide no applicable guidance,(Reith, Carr, and Gunsch, 2002)criticises other 

models for being involved with a focus on the details of the technology and without 

consideration for a generalized and technology independent process, models such as 

the one proposed by (Yu et al., 2009). A list of low-level prescriptive actions might 

entangle forensic practitioners in complex legal challenges since there is a possibility 

that they have to provide explanation for the reason why they hadn’t followed every 

individual item from the list in which a lot of items may be inappropriate in specific 

situations. There are weaknesses in most of the previously developed models in terms 

of target audience on the basis that these models are overwhelmed by tasks that are 

mostly concerned with those working in physical crime investigation units, as well as 

in terms of stratification of roles and responsibilities.  

 

 

Moreover, of particular concern regarding the evidence reliability and expert 

testimony is the manner in which digital evidence has been acquired. The general 

principle that courts implement for copies of documents offered as evidence is to 

consider the copy of the involved document as equivalent to the original version of 

the document. This principle is applied to the case of digital records too. Same as other 
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kinds of evidence, the presented evidence of this type is not presumed as reliable by 

courts, unless some proof is provided that indicates the empirical testing in regard to 

the techniques, theories and procedures which are associated with the process of 

producing the presented copy (Mason, 2007). The matter of reliability entails that a 

court pays a great deal of attention to the manner in which digital evidence was 

obtained and especially the process of capturing and storing the data. As Rogers 

(2004)points out “If doubt is cast on the initial collection and management of evidence, 

output from the other phases is moot” (p.12), which indicates that the evidence 

collection process is arguably the most critical process in the course of digital 

investigation. However, few researchers or practitioners have focused on it while they 

were developing prior models. Consequently, it is extremely important to develop a 

comprehensive description for the process of evidence collection during smartphones 

investigation which formally describes the processes adopted to collect digital and 

physical evidence. 

 

 

This research addresses the fundamental issue that practitioners operating in the field 

of digital forensic need to claim in the court that during an investigation involving 

smartphones a reliable process model and admissible procedure has been used. 

Specifically, this thesis addresses the following issues: 

 

1. A number of efforts have developed digital forensics process models against 

the need of practitioners to follow a reliable procedure and admissible 

approach in dealing with smartphones. The major drawback of these models is 

that they do not consider satisfying any scientific requirement of a digital 

investigation process models. The requirements that make such models 

reliable and admissible. They have also been criticized for their representations 

in a single tier, linear approach which lack overarching principles and 

stratification of roles and responsibilities. Overwhelming the models with 

unrelated activities and the biased towards incident response has made them 

unwieldy and impractical.  

 

2. Evidence collection as the most critical phases of the digital investigation 

process model may come under scrutiny. Thus, digital forensic practitioners 

may need a formal model of a process to describe the employed procedures in 

such a way that it can be understood by courts and juries or management team 

whose knowledge and understanding is different. Currently, there is no formal 

description of the processes adopted for the collection of physical and digital 

evidence in the investigation of smartphones. The current processes are 

described rather informal and intuitive that overlook understanding of those 

who need to act upon thus hinder corresponding audience to determine the 

reliability of the collection process employed to collect potential evidence 

from smartphones. 
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1.4 Research Objectives 

 

The main objective of this research is to propose a generic smartphone forensic 

investigation process model which expands upon significant contributions of earlier 

models, increases practicality and applicability and meets scientific requirements. 

What this study intends to propose is a process model that is in line with the ACPO 

guidelines and contains appropriate instructions to help practitioners in successfully 

implementing the proposed model and properly and consistently applying digital 

forensic principles. 

 

To achieve the goals of the research to bridge the gap faced by forensics investigators, 

the specific objectives are to:  

 

1. Propose a generic multi-tier digital forensics investigation process model that 

meets the scientific requirements for a digital investigation process model and 

it is generic in that it can be applied in the investigation of all smartphones. 

Such process model should be iterative and includes overarching principles 

and stratification of roles and responsibilities in the design. 

 

2. Propose a formal model of a process, to describe the evidence collection and 

preservation process in an investigation involving smartphones, in a way that 

it is cross-platform and capable of helping practitioners properly follow and 

formally describe the employed processes to various audience whose 

knowledge and understanding is different. Such model should have a 

straightforward process flow and be comprehensive of all processes in 

evidence collection. 

 

 

1.5 Research Scopes 

 

 Mobile device forensics: generally, digital forensics can be classified into six 

different branches that are network forensics, software forensics, computer 

forensics, data forensics, cloud forensics and mobile device forensics. The 

scope of this research is mainly narrowed down to the subdivision of mobile 

device forensics which covers investigation of a smartphone, using accepted 

methods in forensically sound manner and following reliable process model. 

As regular phones can be seen as the subset of smartphones in terms of 

features and capabilities, the developed process model and the data acquisition 

model can also be employed in cases involving these types of phones. 

Nonetheless we focus on smartphones with wider range of features and 

capabilities.  

 

 Although all processes of Generic Smartphones Forensics Investigation 

Process Model (GSFIPM) may or should consist of sub-processes, in the case 

of the present research, at the second tier we focus on the context of evidence 

collection and preservation. The introduction of this limitation was based on 

the fact that reviewing the relevant literature demonstrated the process of 

incorporating other major elements, especially the phase of analysis, is beyond 

the limitations of a research thesis, specifically in the light of the criticism 
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presented for the case of many other models. The criticism is that they 

attempted to embrace a huge task which has made their model complex and 

unwieldy (Rogers, 2004). 

 

 In terms of the ‘target audience’, this process model applies to both corporate 

investigators (third- parties that provide digital forensic services and perform 

their task on behalf of external clients, usually lawyers) and law enforcement 

investigators who already have enough backgrounds and experience for 

undertaking digital investigation. However the model is designed with 

sufficient guidelines and details to be practical even for novice digital 

investigator with proper knowledge and expertise in the field. Furthermore, 

despite incorporating the physical crime scene standard theories in the process 

of designing our model to be consistence with other models such as (Carrier 

and Spafford, 2003) and despite presenting the principle of Interaction with 

the Case Coordinator (including physical investigator of the actual crime 

scene), this model’s concentration is at the unit’s operating in the field of 

digital investigation as their roles and responsibilities are defined. Thus, some 

activities such as securing the physical crime scene from unauthorized access 

or surveying witnesses at the physical crime scene are excluded from the 

scope of our proposed process model since digital investigator can obtain 

necessary information through interactions with physical crime scene 

investigator. 

 

 The development of new technology, constantly changes the field of digital 

forensics either as the focus of activities of digital forensic practitioners or in 

regard to the tools which are available during the process of undertaking such 

activities. As the result, NIST, the U.S. National Institute of Standards and 

Technology faces some difficulties in progressing at the same speed as new 

digital forensic software which are released or even the updates made to the 

current software. However, this study doesn’t intend to deal with the 

reliability of the wide range of tools and computer systems available to the 

digital forensic practitioners in order to apply in the process of their work. In 

addition, the new model for evidence collection and preservation is meant to 

assist in structuring current processes formally (in a way that can be described 

and presented to the court or respective audience), instead of totally replacing 

them. 

 

 

1.6 Research Contributions 

 

The major contribution of this research is the creation of a Generic Smartphones 

Forensic Investigation Process Model (GSFIP) that will assist investigators, law 

enforcements, examiners and researchers to follow a reliable procedure and apply a 

consistent and admissible process model for the investigation of a smartphone. As 

such, Formal Evidence Collection Model for Smartphones (FECMS) is designed to 

address both the real needs of the involved practitioners in the area of digital forensics 

and the expectation of law courts for a formal description of the process adopted to 

collect digital and physical evidence.  
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The following are the contributions of this research: 

 

1. Developing a multi-tier, objective based, iterative Generic Smartphones 

Forensics Investigation Process Model that is generically applicable in 

investigation of any type of smartphone. The model is supported by 

Encompassing Proceedings as Principles that span across several processes 

and sub processes, usually during the entire timeline related to the process 

model. This process model has shown to be satisfactory in fulfilling the 

scientific requirements for a digital forensics process model. 

 

2. Developing a Formal Evidence Collection Model for Smartphones which is 

generic in the sense that it is capable of being employed by the practitioners of 

digital forensic for all smartphones regardless of the platform. The model 

comprises of two UML (Unified Modelling Language) Activity diagrams and 

two Implementation Guidelines. Feedbacks from experts of the field 

recommend that the FECMS is successful in furthering adoption of the Unified 

Modelling Language in the digital forensic field which brings scientific merit 

to the process of evidence collection and preservation. 

 

 

1.7 Thesis Organization 

 

This section presents an outline of the entire thesis which is organized as follows: 

 

Chapter 1 presents the introduction and includes, among other contents, the 

motivation, problem statement, research objectives and scopes, and contributions 

of the thesis. 

 

Chapter 2 reviews digital forensics and digital evidence definitions, relevant 

standards and guidelines for smartphones forensics, related studies of the subject 

matter which includes conventional computer-based digital forensics models, 

smartphone-based digital forensics models, and the unified modelling language.  

 

Chapter 3 provides a brief explanation of the research methodologies adopted in this 

research, the Design Science Research Process, DSRP. Each specific activity 

involved in the research process is detailed out. This chapter also describes how 

the proposed models are demonstrated and evaluated. The evaluation criteria used 

to evaluate the models are also highlighted.  

 

Chapter 4 describes the proposed Generic Smartphone Forensic Investigation Process 

Model (GSFIPM). An inclusive discussion is provided on the components of 

GSFIPM which includes vital processes and Encompassing Proceedings 

governing implementation of the model. Implementation guidelines for each 

specific process are briefly explained in this chapter. The Design activity for the 

FECMS is also described along with its Principles, two UML Activity diagrams 

and two Implementation Guidelines.  

 

Chapter 5 describes the composition of the Experts who incorporated in the survey, 

the tasks they were set to and the results of their feedbacks including detailed 

amendments to the FECMS.  
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Chapter 6 summarizes the entire thesis together with the recommendations on 

possible extensions of this research as future works. The research is also 

summarised with respect to the research contributions to the field of digital 

forensics. 
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