Il
UNIVERSITI PUTRA MALAYSIA

EFFICIENT AND SECURED COMPRESSION AND STEGANOGRAPHY
TECHNIQUE IN WIRELESS SENSOR NETWORK

AMMAR YASEEN TUAMA

FSKTM 2016 24




U[P|M

| UNIVERSITI PUTRA MALAYSIA

EFFICIENT AND SECURED COMPRESSION AND STEGANOGRAPHY
TECHNIQUE IN WIRELESS SENSOR NETWORK

By

AMMAR YASEEN TUAMA

Thesis Submitted to the School of Graduate Studies, Universiti Putra
Malaysia, in Fulfillment of the Requirements for the Degree of Master of
Science

April 2016






All material contained within the thesis, including without limitation text,logos,
icons, photographs and all other artwork, is copyright material of Universiti Putra
Malaysia unless otherwise stated. Use may be made of any material contained within
the thesis for non-commercial purposes from the copyright holder. Commercial use
of material may only be made with the express, prior, written permission of Univer-
siti Putra Malaysia.

Copyright ©Universiti Putra Malaysia



DEDICATIONS

I dedicate my thesis to my parents and wife. A special feeling of gratitude to my
loving parents. I also dedicate this work to my supervisory comittee, Dr. Mohamad
Afendee who guide me throughout the study period, Dr. Abdullah and Dr. Zurina
for their advices and guidance. I will always appreciate all they have done.

1 dedicate this work and give special thanks to all my friends who support and help
me to improve and complete this work.



Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment
of the requirement for the degree of Master of Science

EFFICIENT AND SECURED COMPRESSION AND STEGANOGRAPHY
TECHNIQUE IN WIRELESS SENSOR NETWORK

By

AMMAR YASEEN TUAMA

April 2016

Chairman: Mohamad Afendee Bin Mohamed, PhD
Faculty : Computer Science And Information Technology

Wireless Sensor Networks (WSNs) have emerged as one of the most promising so-
lutions for wireless communication. They can be used in a wide variety of appli-
cations ranging from military tasking, healthcare servicing, disaster prediction and
indoor positioning. However, the need to use less complex and low-cost sensor de-
vice results in constraints in computational power, communication bandwidth, and
operational energy. In fact, the growing demands for new and much complex WSN
applications require optimising both efficiency and security of data communication
archetype in order to counterbalance their intrinsic limitations. In this study, to ad-
dress these issues, we propose two techniques, one for minimising the transmitted
data size in order to improve the efficiency of the WSN and the other for securing
the sensed data transmission. First, the new data compression algorithm is proposed
for compressing sensed data before it gets transmitted to the sink. The proposed
solution is designed to be less complicated, low energy consumption and resource
efficient with the ability to provide a lossless compression for a variety of data size.
We analyse the solution and compare with a range of well-known algorithms in terms
of compression ratio, memory usage, the number of instructions, compression speed
and energy consumption. Two datasets have been used in the experiment, generated
data set and Harvard Sensor Lab data set, in order to validate the performance of the
proposed solution. The result shows that the proposed solution can compress both
small and large data efficiently with up to 60% compression rate, 10 times faster
compression speed and 4 times lower energy consumption compared to existing al-
gorithms. Second, an improved steganographic algorithm based on the infamous
Least Significant Bit (LSB) is proposed for hiding the sensed data scheduled for
transmission. The proposed solution comes with low complexity and is used to en-
hance the security of the standard LSB algorithm by replacing an originally less
secured sequential data hiding with a random pixel selection. This random pixel se-
lection is achieved via the use of an Elliptic Curve equation. In terms of security,



the proposed solution is studied against brute-force attacks and the analysis shows
that the new algorithm can withstand this type of attack with an ample amount of
hiding possibilities that make the process of retrieving the message extremely diffi-
cult. Furthermore, some analyses on hiding quality show that our algorithm retains
the cover image quality as high as that of standard LSB algorithm. Apart from being
able to work with various limitations of the sensor node, both techniques can pre-
serve the resource without sacrificing the performance of the nodes, security level
of the data and lifetimes of the WSN, and therefore are good candidates for future
implementation into the sensor node.
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Rangkaian Pengesan Tanpa Wayar (RPT) telah muncul sebagai salah satu penyele-
saian yang paling menakjubkan untuk komunikasi tanpa wayar. Mereka boleh di-
gunakan dalam pelbagai aplikasi termasuk tugasan ketenteraan, khidmat kesihatan,
ramalan bencana dan kedudukan tertutup. Walau bagaimanapun, keperluan kepada
penggunaan peranti pengesan yang mudah dan murah telah menyebabkan kekan-
gan kepada kuasa pengiraan, lebar jalur komunikasi, dan tenaga operasi. Malahan,
permintaan yang semakin meningkat kepada aplikasi RPT yang baru dan lebih kom-
pleks memerlukan pengoptimuman dalam kecekapan dan keselamatan asas komu-
nikasi data dalam usaha untuk mengimbangi batasan dalaman mereka. Dalam ka-
jian ini, kami mencadangkan dua teknik baru, satu untuk mengurangkan saiz data
yang dihantar dan satu lagi untuk keselamatan penghantaran data yang terkumpul.
Pertama, satu algoritma baru pemampatan data dicadangkan bagi tujuan memam-
patkan data yang dikesan sebelum ia dihantar ke stesen penerima. Penyelesaian
yang dicadangkan direka supaya kurang kompleks, menggunaan tenaga yang rendah
dan sumber yang cekap dengan keupayaan untuk menyediakan pemampatan tanpa-
hilang untuk pelbagai saiz data. Kami menganalisa penyelesaian tersebut dan mem-
bandingkan dengan pelbagai algoritma terkenal yang lain dari segi nisbah mampatan,
kelajuan mampatan, dan penggunaan tenaga. Hasil kajian menunjukkan bahawa
penyelesaian yang dicadangkan boleh memampatkan sebarang saiz data secara cekap
sehingga mencapai kadar mampatan sebanyak 60%, kelajuan mampatan sebanyak
10 kali ganda dan penggunaan tenaga sebanyak 4 kali lebih rendah berbanding al-
goritma yang sedia ada. Seterusnya, satu algoritma steganografi baru berasaskan Bit
Kurang Penting (BKP) yang terkenal dicadangkan untuk penyembunyian data yang
dikesan, yang dijadualkan untuk penghantaran. Penyelesaian yang dicadangkan di-
reka dengan kerumitan yang rendah, dan digunakan untuk meningkatkan tahap ke-
selamatan algoritma piawaian BKP dengan menggantikan kaedah penyembunyian
data berjujukan asal yang kurang selamat dengan pemilihan piksel rawak. Pemili-
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han piksel rawak ini dapat dicapai melalui penggunaan suatu persamaan lekuk elip-
tik. Dari segi keselamatan, penyelesaian yang dicadangkan dikaji terhadap serangan
kuasa-kasar dan analisis menunjukkan bahawa algoritma baru boleh menahan jenis
serangan ini dengan jumlah kemungkinan penyembunyian yang besar di mana proses
mendapatkan mesej menjadi amat sukar. Tambahan pula, beberapa analisa ke atas
kualiti penyembunyian menunjukkan bahawa algoritma kami dapat mengekalkan
kualiti imej penutup setinggi algoritma piawaian BKP. Selain daripada kebolehan
bekerja dengan pelbagai batasan alatan pengesan, kedua-dua teknik tersebut dapat
memelihara sumber sedia ada tanpa mengorbankan prestasi alatan, tahap kesela-
matan data dan hayat RPT, dan oleh itu ia adalah calon yang sesuai untuk dilak-
sanakan dalam alat pengesan masa depan.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

In the last half a decade, the technologies of the hardware, software, and communi-
cation have been advanced in such a way that leads to the ability to build tiny wire-
less embedded devices loaded with unique characteristics which are called sensors.
These microcomputers can organise themselves and communicate with each other
wirelessly in a multi-hop network system to create a Wireless Sensor Network (WSN),
whose purposes are to sense, collect, and forward the sensed data to the users. How-
ever, to keep the sensor node small and low-cost, the sensors manufacturers have
built it with a limited battery capacity and system specifications. With these limits,
there are many challenges encountered with the WSN in both efficiency and security.

Working in uncensored and severe physical environment with a limited battery ca-
pacity is one of the major issues because it is difficult to recharge or change the en-
ergy resource. Furthermore, in many applications such as surveillance application,
it is difficult and undesirable to replace the battery of the nodes. Hence, the sensor
node may suffer from fast rate energy depletion when it runs many computing and
communications operations causing sensor nodes failure. Failure of one node may
cause an interruption or failure in the entire system.

The sensor nodes can get much detailed and reliable information; thus, they are
widely used in critical applications such as military defence, public safety, and
biomedical applications. The sensitivity of sensed data in such applications puts
the WSN against various security challenges. Also, the limitation of the sensor
nodes capability augments a vulnerability of the WSN to attacks. Therefore, the
need increases to use a secure and efficient technique to protect the sensed data from
intruders and provide confidentiality and authentication features. Designing or con-
summating any algorithm or protocol in the WSN should achieve many factors such
as energy circumspection and security with an acceptable level of performance.

In this research work, We focus on two primary problems in WSN: the effect of
message size that transmitted by the sensor nodes, and the security of those mes-
sages. The problems are tackled on two different solutions in this research. First,
minimising the data size by using a suitable, efficient, and simple data compres-
sion algorithms that could accommodate the sensor node’s limited resources. Next,
ameliorating the security of the messages with a secure steganography solution that
proposed based on one of the simplest steganography techniques.

1.2 Security and Efficiency in The WSN

Substantial attention has been acquired by the WSN in a wireless research commu-
nity as envisioned solutions for many applications. Two main areas have been ame-



liorated in the WSN, which are the sensor efficiency and the security of the messages
that are exchanged between sensors. The sensor nodes are restricted with limited
battery capacity, memory size and low bandwidth (Zhang and Varadharajan, 2010).
The lack of energy efficiency is the major challenge in the WSN because the lifetime
of the network. Figure 1.1 illustrates an architecture of the major components that
associated with energy consumption.

— Transceiver Antenna “‘——‘_j__ﬂ
Erx Eoa Emx Eamp(r)

A

Receiver Data Transmitter Transmit
electronics > processor > electronics hat amplifier

Micro Senson T

[0 Power supply

Figure 1.1: Major Components And Associated Energy Cost Parameters Of Sensor
Node

The communication between sensor nodes is the most energy consuming compo-
nents followed by computational operations (Hill et al., 2000). Therefore, improving
the routeing algorithms or minimising the packet size has the biggest influence on
the energy-efficiency amongst all ameliorative technique such as OS, access method,
and network protocols improvement.

When the communication cost (energy consumption and bandwidth usage) depends
mainly on the size of transmitted data, the computational effort is influenced by the
security requirements (e.g. encryption, decryption, signing and data verification).
Hence, to prolong the sensor node’s lifetime and a whole network lifetime, these two
factors have to be sustained. The amount of energy that requires for sending and
receiving the messages depends mainly on the message size. The larger the message
size, the more energy requires to broadcast it. Therefore, minimising the message
size can significantly extend the sensor lifetime. Furthermore, it also can improve
the efficiency of the data processing and decrease the computational efforts that are
influenced by the input data size.

On the other hand, the security mechanism also affects the energy consumption.
Securing the messages requires performing a significant amount of complex mathe-
matical operations which consume much energy. Table 1.1 shows the main security
and efficiency requirements that have to be maintained when to build a secure and
efficient scheme for the WSN.



Table 1.1: Requirements of Secure and Efficient Scheme for The WSN

Requirement Type Requirements
Minimum Memory Usage
Efficiency Requirement Low Computational Overhead

Energy Efficiency
Minimum Bandwidth Usage
Authentication
Integrity
Security Requirement Fresh node addition
Secrecy
Resilience Against Node Capture

1.3 Problem Statement

In this thesis, several problems of interest, related to the efficiency of the sensor node,
and security of the messages that are transmitted within the network is investigated.
The efficiency in the WSN can be defined as the optimal resources usage for prolong-
ing the sensor node life without affecting the performance of sensor tasks. Therefore,
the research has been using two main solutions to tackle this issue either by improv-
ing the routeing protocols or minimising the transmitted data size (Lee et al., 2015;
Modares et al., 2011). However, improving the routeing protocol will only affect the
energy consumption during data transmission. Yet, there are other tasks also needs
to be take in minds such as data processing and bandwidth usage. For that, this thesis
focuses on improving efficiency of the WSN through data compression.

The problem of data size and its effects on the sensor node efficiency is studied to
verify the data size effects on sensor node efficiency. The effectiveness of the sensor
node is mainly associated with the size of data that is processed or transmitted. Each
bit of sensed data affects the usage of system memory, computational adequacy,
energy, and network bandwidth. Therefore, dealing with a raw sensed data is not an
ideal solution. Decreasing the number of bits in the sensed data requires applying a
compression technique, but the limitation of the sensor node limit in utilising such a
technique.

The sensor network requires a practical algorithm that is not only able to compress
the sensed data, but also compress a minuscule sensed information and run efficiently
in the sensor node. Using current algorithms or modified lightweight algorithm,
which has been proposed by (Medeiros et al., 2014), has three principal issues. First,
they required a significant amount of memory space and processing power and that
resulting in consuming more battery energy. Second, they are not capable of dealing
with a minuscule sensed information that the sensor node generated, therefore, they
cause an expansion in data size when they are used. Last, they cannot produce a
high compression and decompression rate on such a limited processing power of the
sensor node. These issues occur because the current algorithms are not designed
specifically to work with the limitation of the sensor node and all of them are a
modified variant of the traditional algorithms. Because the aforementioned reasons,
we propose a new compression solution that can solve the current algorithms issues.

3



Secondly, we investigate the issue of transmitting messages’ security when they are
captured by an adversary. In many WSN applications, the sensed data is very sen-
sitive and they are easy to be captured because of the nature and architecture of the
WSN (Kaushal and Kaur, 2015). Using the invisible or secure channel to transfer the
messages is practically impossible. Therefore, the messages have to be secured even
if they are captured by an adversary or the network loss the main security require-
ments in critical applications and be insecure. Current security models are either
using cryptography technique or steganography technique. Cryptography technique
has been designed with a high complexity of mathematical operations to produce a
high-security level. The security of the cryptographic models depends on this com-
plex nature. Hence, these models cause many issues for the sensor node related to
the efficiency and resource usage. The steganography technique has a benefit of sim-
plicity that makes it very suitable for embedded device. However, this technique
suffers from a very low-security level compared with cryptography. Therefore, in
this thesis, we propose a solution to improve the security of the messages using an
enhanced steganography technique without affecting the simplicity advantage.

A semi-oblivious energy aware adaptive watermarking scheme was suggested by
(Imran et al., 2014) for wireless image sensor network (WISN) to secure the trans-
mitted sensitive information. The solution is an enhancement of the original non-
oblivious that was presented in (Wang et al., 2008). A low-complexity public key
cryptography is used to encrypt some essential information to be transmitted with the
watermarked image. The proposed solution takes into consideration the key charac-
teristics of steganography technique such as capacity, security and imperceptibility
with the WSN evaluation metrics such as computation and communication energy
requirements. The number of embedding locations is evaluated with respect to two
channel adaptive parameters and the impact of compression of the cover image on
the correctness of extracted watermark information. The robustness of the proposed
solution was investigated by statistical analysis. Furthermore, the results show that
the solution can be considered relatively robust against middleman and collusion at-
tacks. However, the solution requires minimising the additional information which
is transmitted with each frame for watermarking extraction. Furthermore, the robust-
ness of the scheme needs to be improved because the data has a very low-security
level against many attacks such as brute-force attack. Therefore, we have proposed
an enhanced steganography solution to improve the security of the transmitted data
based on the Least Significant Bit (LSB) algorithm to preserve hiding quality and
improving security against brute-force attack.

1.4 Research Objectives

The main objectives of this project are improving the efficiency and security of the
WSN; therefore, we are going:

* to propose a new and efficient data compression for small data communication
in the WSN. The solution can compress both small and large sensed data with
the least amount of resources and energy consumption. The solution is also
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fast enough to cope with the real-time applications of the WSN. Furthermore,
it is simple to apply with varying types of the sensor node.

* to propose a new image-based steganographic algorithm for the WSN. The
security solution is proposed based on one of the simplest steganography al-
gorithm, which is the Least Significant Bit (LSB) algorithm. The solution is
robust enough against both statistical and brute-force attacks to be able to pro-
tect the sensitive data with such attacks. Furthermore, it is suitable to work
with the limited energy capacity and system resources of the sensor node.

1.5 Contributions
The following solutions are the main contributions of this thesis.

1. a novel data compression algorithm is proposed to work specifically with the
sensor node and increase the efficiency of the WSN by minimising the ex-
changed data size. The algorithm can compress the small data as well as the
large data starting from 8 bytes data size. The new compression technique is
evaluated to be simple to implement, efficient in resource usage, and provide
a high-performance compression so that it can be used with any sensor node
platform.

2. a solution for protecting the messages that are exchanged within the network
by improving the security of the LSB embedding algorithm. The solution
protects the embedded messages against brute-force attack as well as the stego-
analysis attacks. The steganography solution does not only can be used with
the WSN but also with any computer network and applications to achieve a
high-security level for the sensitive data.

1.6 Thesis Organization
The remainder of this thesis is organised as follows.

In Chapter 2, first, we discuss the WSN architecture, obstacles, and evaluation met-
rics. Then, evaluation of the current compression techniques with a review of the
related work on the data compression solutions is discussed. We review the main
threats and requirements of WSN security. In addition, the steganography technique
is discussed with its applications, evaluation criteria, and statistical measurements.
We go with further details to the LSB algorithm types, limitations and advantages.
At the end of the chapter, we review the main applications of steganography tech-
niques in the WSN with the recent solution that proposed to improve the security of
the WSN by using those technologies.

In Chapter 3, the general research methodology that used in this thesis is explained.
It presents the research framework with the exploration of each stage in details. Fur-
thermore, it covers algorithm implementation, experiments device and data, and per-

5



formance metrics.

In Chapter 4, we introduce the new compression algorithm with a complete eluci-
dation. Next, we provide the results of comparing the new solution with existing
algorithms include the complexity, compression ratio, memory usage, number of
instructions, and energy consumption.

In Chapter 5, we present the steganography solution with a review of an Elliptic
Curve equation. After that, an examination for brute-force attack and stego-analysis
is discussed.

In Chapter 6, we conclude the thesis and identify further directions for advancing
this research.
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