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The importance of cloud computing is the users can accomplish an effective and economical
approach for data sharing among group members in the cloud with the characteristics of low
maintenance and little management cost. Cloud security is a part of computer security. Data
confidentiality requires that unauthorized users including the cloud are incapable of learning the
content of the stored data. Maintenance of the availability of data confidentiality for dynamic groups
is still an important and challenging issue. The cloud provider cannot be treated as a trusted third

party (cloud storage services) because of its semi-trust nature, and thus the traditional security



models cannot be straight forwardly generalized into cloud based group sharing frameworks. We
propose a crime group of information sharing framework for cloud, which can effectively take
advantage of the cloud servers' help but have no sensitive data being exposed to attackers and the
cloud provider. By applying the proxy signature technique, the group leader can effectively grant
the privilege of group management to one or more chosen group members. By adopting proxy re-
encryption, most computationally intensive operations can be delegated to cloud servers without
disclosing any private information. Extensive security and performance analysis shows that our
proposed scheme is of high efficiency and satisfies the security requirements for public cloud-based

secure groups.
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Kepentingan pengkomputeran awan ialah pengguna dapat mencapai pendekatan yang berkesan dan
ekonomi untuk perkongsian data di kalangan ahli kumpulan dalam awan tersebut dengan ciri-
ciri penyelenggaraan yang rendah dan kos pengurusan yang kecil. Keselamatan awan adalah
sebahagian daripada keselamatan komputer. Kerahsiaan data memerlukan agar pengguna yang tidak
dibenarkan termasuk awan tidak berupaya mengetahui kandungan data yang disimpan. Pengekalan

kerahsiaan data untuk kumpulan dinamik masih menjadi isu penting dan mencabar. Penyedia awan

\%



tidak boleh dianggap sebagai pihak ketiga yang dipercayai (perkhidmatan penyimpanan
awan) kerana sifat separa-amanahnya, dan oleh itu model keselamatan tradisional tidak boleh
diambil secara terus menerus sebagai anggapan umum ke dalam rangka kerja perkongsian kumpulan
berasaskan awan. Kami mencadangkan kumpulan rangka kerja perkongsian maklumat jenayah
untuk awan, yang dapat secara berkesan memanfaatkan bantuan pelayan awan tetapi tidak
menyebabkan data sensitif terdedah kepada penyerang dan penyedia awan. Dengan menggunakan
teknik tandatangan proksi, ketua kumpulan dapat dengan berkesan memberi keistimewaan
pengurusan kumpulan kepada satu atau lebih ahli kumpulan yang terpilih. Dengan mengguna pakai
penyulitan-semula proksi, kebanyakan pengendalian komputasi yang intensif boleh ditugaskan
kepada pelayan awan tanpa mendedahkan apa-apa maklumat peribadi. Analisis keselamatan dan
prestasi yang menyeluruh menunjukkan bahawa skim cadangan kami berciri kecekapan tinggi dan

memenuhi keperluan keselamatan untuk kumpulan berasaskan-awan yang selamat.
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CHAPTER 1

INTRODUCTION

1.1. Overview

In this Chapter, We Introduce a review of cloud computing, a brief background about the scope of
this thesis, an idea about our research problem and how it has been addressed our objective, and the

outline of the thesis chapters.

1.2. Cloud Computing

Cloud computing is a general term used to describe a new class of network based computing that
takes place over the Internet, basically a step on from utility computing a collection/group of
integrated and networked hardware, software and Internet infrastructure (called a platform).Using
the Internet for communication and transport provides hardware, software and networking Services
to clients these platforms hide the complexity and details of the underlying infrastructure from users
and applications by providing very simple graphical interface or Applications Programming
Interface (API).In addition, the platform provides on demand services that are always on, anywhere,
anytime and anyplace. Pay for use and as needed, elastic, scale up And down in capacity and
functionalities. The hardware and software services are available to general public, enterprises,

corporations and businesses markets [40].

The cloud computing provides on demand services over the Internet with the help of a large amount
of virtual storage. The main features of cloud computing is that the user does not have any setup of
expensive computing infrastructure and the cost of its services is less. In the recent years, cloud
computing integrates with the industry and many other areas, which has been encouraging the

researcher to research on new related technologies. Due to the availability of its services &



scalability for computing processes individual users and organizations transfer their application, data
and services to the cloud storage server. Regardless of its advantages, the transformation of local
computing to remote computing has brought many security issues and challenges for both consumer

and provider [41].

Cloud offers massive opportunity for new innovation, and even disruption of entire industries. Cloud
computing is the long dreamed vision of computing as a utility, where data owners can remotely
store their data in the cloud to enjoy on demand high-quality applications and services from a shared
pool of configurable computing resources. Identity privacy is one of the most significant obstacles
for the wide deployment of cloud computing. Cloud systems can be used to enable data sharing
capabilities and this can provide several benefits to the user and organization when the data shared
in cloud. Since many users from various company contribute their data to the Cloud, the time and
cost will be less compared to manually exchange of data. By migrating the local data management
systems into cloud servers, users can enjoy high-quality services and save significant investments

on their local infrastructures [33] [39].

Due to the benefits of cloud computing, increasingly more users have been using public cloud
storage for data storing and sharing. However, for the widespread adoption of public cloud storage
services, public cloud storage should solve the critical issue of data confidentiality. That is, the
sensitive data must be secured from the unauthorized accesses. To protect the confidentiality of the
sensitive data, a common approach is to encrypt the data before uploading them to the cloud. Since
the Cloud Service Provider (CSP) does not know the keys used to decrypt the encrypted data, the
confidentiality of the data is assured. However, traditional encryption technique brings many
inconveniences for data sharing between different users. To share the encrypted data with a friend,

a data owner has to download his data from the storage server, decrypt them, re-encrypt them using



his friend’s public key and then send the re-encrypted data to his friend or re-upload the re-encrypted
data to the cloud. Obviously, this strategy is extremely inefficient due to the heavy overhead at the
data owner. In addition, it loses the merit of the public cloud storage. Therefore, how to flexibly
share the encrypted data stored in clouds becomes a challenge [4].

Cloud computing refers to both the applications delivered as services over the Internet and the
hardware and systems software in the datacenters that provide those services. The services
themselves have long been referred to as Software as a Service (SaaS). The datacenter hardware and
software is what we will call a Cloud. When a cloud is made available in a pay-as-you-go manner
to the general public, we call it a public cloud; the service being sold is utility computing. We use
the term private cloud to refer to internal datacenters of a business or other organization, not made
available to the general public. Thus, cloud computing is the sum of SaaS and utility computing, but
does not include private clouds. People can be users or providers of SaaS, or users or providers of

utility computing [43].

The importance of Cloud Computing is the users can accomplish an effective and economical
approach for data sharing among group members in the cloud with the characters of low maintenance
and little management cost. Cloud security is a part of computer security. It describes set of policies,
technology, and control that is helpful to protect the data and services .The threats and attacks
directly or indirectly affect the cloud system. Integrity, availability and confidentiality of the cloud
resources as well as service of different layers are breach that may be raised new security concern.
Cloud Computing means more than simply saving on Information Technology (IT) implementation
costs. One of the most fundamental services offered by cloud providers is data storage. A company
allows its staffs in the same group or department to store and share files in the cloud. By utilizing

the cloud, the staffs can Cloud Computing, Data Sharing, Dynamic Groups, Integrity, Privacy-



preserving, Reliability, Scalability be completely released from the troublesome local data storage

and maintenance. However, it also poses a significant risk to the confidentiality of those stored files

[7] [10].

1.3. Cloud Computing Applications

There are various applications of cloud computing in today’s network world. Many search engines
and social websites are using the concept of cloud computing like www.amazon.com, hotmail.com,
facebook.com, linkedIn.com etc. the advantages of cloud computing in context to scalability is like
reduced risk , low cost testing ,ability to segment the customer base and auto-scaling based on

application load [46].

The applications of cloud computing are practically limitless. With the right middleware, a cloud
computing system could execute all the programs a normal computer could run. Potentially,
everything from generic word processing software to customized computer programs designed for a
specific company could work on a cloud computing system. Clients would be able to access, their
applications and data from anywhere at any time. They could access the cloud computing System
using any computer linked to the Internet. Data wouldn’t be confined to a hard drive on one user’s

computer or even a corporation’s internal network. It could bring hardware costs down [16].

Cloud computing systems would reduce the need for advanced hardware on the client side. You
wouldn’t need to buy the fastest computer with the most memory, because the cloud system would
take care of those needs for you. Instead, you could buy an inexpensive computer terminal. The
terminal could include a monitor; input devices like a keyboard and mouse adjust enough processing
power to run the middleware necessary to connect to the cloud system. You wouldn’t need a large

hard drive because you’d store all your information on a remote computer. Corporations that rely on



computers have to make sure they have the right software in Place to achieve goals. Cloud computing
systems give these organizations company-wide access to computer applications. The companies
don’t have to buy a set of software or software Licenses for every employee. Instead, the company

could pay a metered fee to a cloud computing company [45].

Servers and digital storage devices take up space. Some companies rent Physical space to store
servers and databases because they don’t have it available on site. Cloud Computing gives these
companies the option of storing data on someone else’s hardware, removing the Need for physical
space on the front end. Corporations might save money on IT Support. Streamlined hardware would,
in theory, have fewer problems than a network of Heterogeneous machines and Operating System.
If the cloud computing system’s back end is a grid computing system, then the client could take
advantage of the entire networks processing power. Often, scientists and researchers work with
calculations so complex that it would take years for individual computers to complete them. On a
grid computing system, the client could send the calculation to the cloud for processing. The cloud
system would tap into the processing power of all available computers on the back end, significantly

speeding up the calculation [43].

1.4. Cloud storage

Cloud storage is a typical service model of online outsourcing storage where data is stored
virtualized pools which are generally hosted by third parties. Companies need only pay for the
storage they actually use. But when data is stored into cloud, user simultaneously loses the control
of his data. It makes that the unauthorized accesses from hackers even cloud service providers is
inevitable. Security is one of the most important problems that should be addressed in cloud storage
applications. In recent years, many scholars have proposed the use of encryption methods to protect

users' privacy in cloud storage applications.



In cryptographic cloud storage application framework data owner encrypts files before outsourcing
to protect his privacy. Because the authorized users have the key, they could decrypt the files after
downloading. Obviously, unauthorized users, attackers, even the cloud service provider can’t breach
user’s privacy without authentication. In cryptographic cloud storage, data owner need not only store
files on the cloud but also shares these files to some group users. Therefore, group key management
IS an important in cloud storage [42].

Cloud computing of storage is a modern and unprecedented service that store resources such as data
and applications, and share them between various devices via a network by using the concepts of
virtualization, storage, connectivity, and processing power .the benefits of cloud computing, such as
unlimited storage, automatic software integration, quick deployment and being the most cost

efficient method to use, maintain and upgrade resources [1].

1.5. Cloud Deployment Models

There are four deployment models of cloud computing: public, private, community and hybrid as
shown in Fig. 1. Each of these models has different characteristics and implications for the customers

[16].

Pupblic Cloud Hybrid Cloud

Cloud Deployment Models

Community Cloud
Private Cloud

Fig. 1.1. Deployment Models for Cloud Computing.



o Public Cloud

The cloud infrastructure is made available to the general public or a large industry group and is
owned by an organization selling cloud services [16].

Basic Characteristics:
*Homogeneous infrastructure
*Common policies
*Shared resources and multi-tenant
*Leased or rented infrastructure

*Economies of scale

Compute

Services

P ——

Database Storage
Services Services

s,
\\Enterprise
Compute
Services

Database Storage
Services Services

Fig. 1.2. Public Cloud of Computing.

< Private Cloud

The cloud infrastructure is operated solely for an organization. It may be managed by the
organization or a third party and may exist on premise or off premise [16].

Basic Characteristics:

*Heterogeneous infrastructure

*Customized and tailored policies

*Dedicated resources

In-house infrastructure

*End-to-end control
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Compute
Services

(r—
Database Storage

Services Services

Compute

Services
Database Storage
Services Services |

Fig. 1.3. Private Cloud of Computing.

X Community Cloud

The cloud infrastructure is shared by several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements, policy and compliance considerations)
[16].

Compute B ——
Services Compute
Services B e
Senie
3 Qorvice: - &
Services Services Database Storage Services

Services Services R .
Database Storage

Services Services

Compute
Services
Database Storage
Services Services

Fig. 1.4. Community Cloud of Computing.



X Hybrid Cloud

The cloud infrastructure is a composition of two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized or proprietary technology that enables

data and application portability (e.g., cloud bursting for load-balancing between clouds) [16].
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Fig. 1.5. Hybrid Cloud of Computing.

1.6. CloudSim Architecture

CloudSim is simulation software which enables to work on cloud computing experiments. It is a
Simulation application which enables seamless modeling, simulation, and experimentation of cloud
computing and application services .Due to the problem that existing distributed system Simulators
were not applicable to the cloud computing environment. Evaluating the performance of cloud
provisioning policies, services, application workload, models and resources Performance models
under varying system, user configurations and requirements is difficult to achieve. To overcome this

challenge, cloudSim can be used [23].



Motivation: provides a generalized and extensible simulation framework that enables modeling,
simulation and experimentation of emerging cloud computing infrastructure application services
[44].

User Interface Structure:

Cloudlet: This class models the cloud based application services.

VM: This class models a virtual machine, which is managed and hosted by cloud host component
[44].

VM Services:

Cloudlet Execution: Used to support modeling of other performance and composition metrics for

applications such as transactions in data base oriented applications.

VM Management: The VM management stands for the Operations control policies related to VM
life cycle such as provisioning a host to VM, VM creation, VM destruction & VM Migration [44].

Cloud Services:

VM provisioning: The process of creating VM instances on hosts.
CPU Allocation: CPU is allocated to each of the services.
Memory Allocation: Memory is allocated to the host.

Storage Allocation: Storing of data or service is managed.

Bandwidth Allocation: This is an abstract class that models the policy for provisioning of bandwidth
to VMs [44].

Cloud Resources:

Event Handling: This is an abstract class represents the provisioning policy for allocating primary

memory (RAM) to the VMs.

10



Cloud Coordinator: This abstract class extends a cloud based datacenters to the federation .It is
responsible for periodically monitoring the internal state of datacenter resources and based on that

it undertakes dynamic load-shredding decisions [44].

Sensor: This interface must be implemented to instantiate a sensor component that can be used by a

cloud Coordinator for monitoring specific performance parameters.

Applications of Cloudsim:
The growing popularity and importance of cloud computing, several external researchers around the

world have started using cloudsim.

Cloudsim Feature: Support for modeling and simulation of large scale cloud computing datacenters.
Energy aware computational resources. Support for data center network datacenter topologies and
message passing applications. Support for dynamic insertion of simulation elements, stop and
resume of simulation. Support for user defined policies for allocation of host to virtual machines and

policies for allocation of host resources to virtual machines [44].

Cloud
Datacenter A

(VMs, Apps)

Information
Service(CIS)

Cloud
Datacenter C

v
.
~
[
\ By ’
“ \ ] ’
d \ ¥ ’
" N ’
50 ~ ’
- . -
| ~ -
. 18 e el

Is Registered all
Datacenters and
their
characteristics

Fig. 1.6. General Overview of CloudSim Process.
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User Code

Cloud Scenario User Application
Requirements Configuration

User (or) Datacenter Broker

Cloudlet Virtual Machine

Cloudlet Execution VM Management

VM Provisioning CPU Allocation Memory Allocation

Storage Allocation Bandwidth Allocation

Events Handling Cloud Coordinator

Network Topology Message Delay Calculation

Fig. 1.7. Cloudsim Core Simulation Engine.
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1.7. Problem Definition

Cloud registering is being received at a fast rate in light of the fact that it has an expansive number
of upsides for a wide range of organizations and builds effectiveness. Ventures are diminishing
stockpiling expenses by utilizing online stockpiling arrangement suppliers. This permits the
endeavor to store enormous measures of information on outsider servers. One of the real points of
interest is that the stockpiling limit is versatile and therefore, the undertaking pays for the measure
of capacity that it needs. Moreover, access to the information is accessible through any Internet

association [20].

The isolation and reliability group of apportion information have become two major issues of cloud
Computing. [22] The cloud provider cannot be considered as a consign third-party because of its
semi-trust nature, and thus the standard reliability models cannot be understood to make a general
into cloud based group allocate frameworks. [1] The reliability of the satisfied information increases
the encryption charge for the owner. Cryptography is the important to achieving reliability by
encrypting/encoding result to make them non understanding information, the Actions of encoding
plain text messages into cipher text messages is known as encryption, there are multiple methods to

encrypt the data.

Encryption of the data is the method to save the data from harmful and unapproved users, encryption
of the record could be more than one layer, many layer of the encryption. Private information needs
that unapproved users including the clouds are incapable of learning the contents of the stored data.
To keep up the obtained of data private for dynamic groups is still a major and testing issue. [6]Cloud
computing, users can reach a powerful and energy saving approach for information sharing among
group members in the cloud with the characters requiring little work to keep in good condition and

little management cost. Meanwhile, we must provide privacy assurance for the sharing information

14



files since they are outsourced.[8][12] regrettably, because of the continual make different
membership, sharing information while providing isolation-preserving is still a demanding concern,
mainly for a untrusted cloud due to the scheming attack? [13]Moreover, conventional privacy
sharing framework schemes, the reliability of key distribution is based on the safe communication

channel, however, to have such channel is a strong notion and is difficult for practice [5].

1.8. Objective

The data owners want to prevent the server and unauthorized users from learning the contents of
their sensitive files. Each of them owns a privacy policy. In particular, the proposed scheme has

the following objectives:

Fine grained access control: Dissimilar users can be approval to read different sets of files. This
schemes are commonly used in cloud computing. In this type of schemes, each data item is given its
own access control policy. The entity that wants to entrance the data item needs to give its quality
to a policy obligation. In a cloud environment, normally, the policy obligation is not the admin of
the data. The access control policies and the quality might disclose some information that the policy
obligation is not entitled to know. This is proposes a fine-grained entry control method. It stops the
policy obligation from understand the access control policies and the quality by using cryptographic

methods. Compared with the existing schemes, the proposed scheme gives higher level isolation.

Flexible policy specification: The complex data access policies can be specified in a flexible manner.
Multiple-owner manner is more workable than single owner manner as multiple owners manners
allow every member in the group should be capable to alter their own information. Each part will be
ready to examine the information as well as adjust the piece of information in whole information

document, though single owner way allow just group admin to store and alter information in the

15



cloud and individuals can just read the information. The combination of new staff and revocation of
current member of staff makes the group active in nature. The common variations of membership
make capable and secure data sharing in cloud very complex and hard due to the next two primary
reasons: We can decide users not receive to learn the satisfied of data files stored before their present
by the unstated system, since it not possible for new accept users to openly contact with data owners
and get the complement decryption keys. Second, to reduce the difficulty of key management, it is
required to get a methodical membership revocation mechanism without updating the private keys
of the present users. There are more than a few security methods that have been planned up-to-date
for capable and secure data sharing on untrusted servers. In all of these the encrypted data files are
stored in untrusted storage and allocate the complement decryption keys only to approved users by
the data owners. But, the concerns of user decision and multiple-owner manner have not been

inscribing very expense.

Scalability: To carry a large and random number of users, the system should be highly scalable, in
terms of complexity in key management, user management, and computation and storage. We
provide a secure way for key distribution without any secure communication channels. The users
can securely obtain their private keys from group manager without any certificate authorities due to

the verification for the public key of the user.

Our method can reach fine-grained ingress control, with the help of the group user list, any user in
the group can use the source in the cloud and revoked users cannot access the cloud furthermore
after they are revoked. The proposed method using secure information sharing scheme which can be
secure from complicity attack. The rescinded users can not be able to get the original data
information once they are rescinded even if they conspire with the untrusted cloud. Our Proposed

method can achieve secure user revocation with the help of polynomial function. Our scheme is able
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to support dynamic groups’ expense when a new user joins in the group or a user is rescinded from
the group; the private keys of the other users do not need to be recomputed and updated. We provide
security dissection to prove the security of our scheme. In addition, we also perform simulations to

demonstrate the efficiency of our scheme.

1.9. Project Scope

Cloud computing, users can achieve an effective and economical approach for data sharing among
group members in the cloud with the characters of low maintenance and little management cost.
Meanwhile, we must provide security guarantees for the sharing data files since they are outsourced.
Unfortunately, because of the frequent change of the membership, sharing data while providing
privacy-preserving is still a challenging issue, especially for an untrusted cloud due to the collusion
attack. Moreover, for existing schemes, the security of key distribution is based on the secure
communication channel, however, to have such channel is a strong assumption and is difficult for
practice. We propose an efficient crime secure data sharing scheme for dynamic members. Firstly,
we propose a secure way for key distribution without any secure communication channels, and the
users can securely obtain their private keys from group manager. Secondly, our scheme can achieve
fine-grained access control; any user in the group can use the source in the cloud. Thirdly, we can
protect the scheme from collusion attack, which means that revoked users cannot get the original
data file even if they conspire with the untrusted cloud. In our approach, by leveraging polynomial
function, we can achieve a secure user revocation scheme. Finally, our scheme can achieve fine
efficiency, which means previous users need not to update their private keys for the situation either
a new user joins in the group or a user is revoked from the group. Our scheme is able to support
dynamic groups efficiently, when a new user joins in group or a user is revoked from the group; the
private keys of the other users do not need to be.
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1.10. Motivation

Proxy Re-Encryption (PRE) schemes are cryptosystems which allow a proxy who has a re-
encryption key to convert a ciphertext originally encrypted for one party into a ciphertext which can
be decrypted by another party [19].

Proxy signature schemes allow a proxy signer to generate a proxy signature on behalf of an original
signer. However, since in previous proxy signature schemes a proxy signature is created on behalf
of only one original signer, these schemes are referred to as proxy mono-signature schemes [25].
Diffie-Hellman (DH) schemes for authenticated key exchange are designed to provide a pool of
players communicating over an open network or over a public channel with a shared secret key

which may later be used to achieve some cryptographic goals [26].

Our motivation is to combine Proxy Signature, Diffie-Hellman (DH) and Proxy Re-Encryption
together into a protocol to effectively grant the privilege of group management to negotiate and

update the group key pairs to find optimize solution to overcome the limitations.

1.11. Organization of Thesis

The first chapter presents the background of the subject, explains the problem and the purpose of the
thesis, and defines the research methodology applied. The second chapter starts with presenting
Literature Review (LR) in the cloud and evaluating their features and security approaches. The third
chapter starts with presenting methodology for file sharing in the cloud and evaluating their features
and security approaches. The fourth chapter presents the results of evaluation and analysis of the
proposed system in terms of two measurements; Number of Data and Execution Time. The fifth

chapter presents the Conclusion and Future work.
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