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Online social networks (OSNs) have become the new vector for cybercrime, and hackers are
finding new ways to propagate spam and malware on these platforms, which we refer to as social
malware. As we show here, social malware cannot be identified with existing security
mechanisms (e.g., URL blacklists), because it exploits different weaknesses and often has
different intentions. In this dissertation, we show that social malware is prevalent in Facebook,
the largest OSN to date with more then a billion users and develop an efficient and scalable
social malware detection system that takes advantage of the social context of posts. We deploy
this detection system to detect malicious in order protect Facebook users from social malware.
We find that our detection method is both accurate and efficient. Furthermore, we show that,
social malware significantly differs from traditional email spam or web-based malware. One of
the major factors for enabling social malware is malicious third-party apps. We show that such
malicious apps are also widespread in Facebook. Therefore, to identify malicious apps, we ask
the question: given a Facebook application, can we determine if it is malicious? Our key
contribution in this part is in developing malware detection in Facebook third party application
by using Naive Bayes algorithm technique .We identify a set of features that help us distinguish

malicious apps from benign ones. For example, we find that malicious apps often share names



with other apps, and they typically request fewer permissions than benign apps. Then, leveraging
these distinguishing features, we show that can detect malicious apps with 99.5% accuracy, with
no false positives and a low false negative rate (4.1%). Finally, we explore the ecosystem of
malicious Facebook apps. We identify mechanisms these apps use to propagate and find that

many apps collude and support each other.
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Rangkaian sosial dalam talian (OSN) telah menjadi vektor baru untuk jenayah siber, dan
penggodam mencari cara baru untuk menyebarkan spam dan malware pada platform ini, yang
kami merujuk sebagai malware sosial. Seperti yang ditunjukkan di sini, malware sosial tidak
boleh dikenalpasti dengan mekanisme keselamatan sedia ada (cth., Senarai hitam URL), kerana
ia mengeksploitasi kelemahan yang berbeza dan sering mempunyai niat yang berbeza. Dalam
disertasi ini, kami menunjukkan bahawa malware sosial lazim di Facebook, OSN yang terbesar
setakat ini dengan lebih dari satu bilion pengguna dan membangunkan sistem pengesanan
malware sosial yang cekap dan berskala yang mengambil kesempatan daripada konteks sosial
siaran. Kami menggunakan sistem pengesanan ini sebagai aplikasi Facebook bernama
MyPageKeeper untuk melindungi pengguna Facebook dari malware sosial. Kami mendapati
bahawa kaedah pengesanan kami adalah tepat dan cekap. Tambahan pula, kami menunjukkan
bahawa malware sosial jauh berbeza dengan spam e-mel tradisional atau malware berasaskan
web. Salah satu faktor utama yang membolehkan malware sosial adalah aplikasi pihak ketiga
yang berniat jahat. Kami menunjukkan bahawa aplikasi berniat jahat itu juga tersebar luas di
Facebook. Oleh itu, untuk mengenal pasti aplikasi berniat jahat, kami bertanya: diberikan

aplikasi Facebook, bolehkah kita menentukan sama ada berbahaya? Sumbangan utama kami



dalam bahagian ini adalah untuk membangunkan Penguji Aplikasi Rapi Facebook (FRAP) -
dasarnya alat pertama yang memberi tumpuan kepada mengesan aplikasi berniat jahat di
Facebook. Kami mengenal pasti satu set ciri yang membantu kita membezakan aplikasi berniat
jahat dari orang-orang yang tidak bermaya. Sebagai contoh, kami mendapati bahawa aplikasi
berniat jahat sering berkongsi nama dengan aplikasi lain, dan mereka biasanya meminta lebih
sedikit kebenaran daripada aplikasi yang tidak selamat. Kemudian, memanfaatkan ciri-ciri yang
membezakan ini, kami menunjukkan bahawa boleh mengesan aplikasi berniat jahat dengan
ketepatan 99.5%, tanpa positif palsu dan kadar negatif palsu yang rendah (4.1%). Akhir sekali,
kami meneroka ekosistem aplikasi Facebook yang berniat jahat. Kami mengenal pasti
mekanisme aplikasi ini digunakan untuk menyebarkan dan mendapati bahawa banyak aplikasi

bersatu dan menyokong satu sama lain.
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CHAPTER 1

INTRODUCTION

1.0 Introduction

As for introduction, this chapter will briefly explain about the research background, highlight the
problem statement, research objective, research scope, research schedule and brief description of

thesis structure.

In this background research, there is a brief description about related field of study for this
project. Background research is mainly to collect information to have understanding in-depth
about related subject. For this project, understanding about malware especially behaviours nature
is a foundation to have overall overview about this project. Besides, study about malware
detection system is also important to know how malware analysis is being done. Lastly, as this
project are using memory analysis to gather information, knowing what is memory analysis and

how can it be used in this project is very helpful.

Most online social network even Facebook and Twitter become medium to human
communicated with others in world. Some use for their personal usage, entertainment, business
and etc. Regular users make pervasive use of social networks too, to stay in touch with their
friends or colleagues and share content that they find interesting. The trust relationships that
build by online social network for user make them use the account with undoubtful. There are
many reasons how the trust was developed within user. For example, the user might know the

owner of the trusted account in person or the account might be operated by an entity commonly



considered as trustworthy, such as a popular news agency. But if the account fall to hackers or

enemy they might misuse and can exploit form their own purpose.

Most of research which discuss on compromised account to spread the content which is fake
become advantages to criminal because most of OSN user are not aware on this and mostly will
reach to any post or message posted from trusted account [1]. These favorable probabilities of
success exceedingly attract the attention of cyber criminals. If attacker successfully compromised
the account from trusted OSN, they can misuse that account for own benefit by spread spam
message, link, phishing or adware in website link [2]. This attack considers as traditional and
mostly focus on large population. Most of these accounts has large circle in social media and
their popularity become most suggested in many social network users. Recent attacks show that
compromising these high-profile accounts can be leveraged to disseminate fake news alerts, or

messages that tarnish a company’s reputation [3], [4], [5], [6].

Malicious software or malware is any malicious code in software that can be used to
compromise computer operations, gather sensitive information, gain access to private computer
resources and do any illegitimate action on data, host or networks. Malware can infect and
exploit resource from various system platforms. There are various classes of malware such as
virus, worms, Trojans, bots, back doors, rootkits and etc. Malware are considered as dangerous

as it can attack main security goals which is confidentiality, integrity and availability.

In this modern technology, malware also rapidly evolve through various stealth
techniques to avoid detection. By only depends on the signatures and anomaly-based techniques
is not reliable. Therefore, as a researcher, we need to focus more on finding the generalized and

scalable features of malware. Nowadays, malware creator also works on anti-antivirus



techniques to give a complex challenge for anti-malware researcher to detect malware. This is
because most of anti-antivirus is aims to bypass existing antivirus system. This is a few examples

of methodologies use by malware creators to avoid anti-virus detection [1].

a) Code Obfuscation: Malware code try to look tangled and causing the signature based
approach failed by includes some unnecessary jumps, replacing unused registers, no-op
instructions and others.

b) Encryption: Encrypted malware consists of encrypted part that able to beat easily signature
based approach

c) Polymorphism & Metamorphism:  Polymorphism makes use of payload while
metamorphism can change itself or do self-mutating. These two methodologies are powerful
and difficult to be detected.

Figure 1: Malware Detection System
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Malware detection technique needs to be periodically updated and must always one step

further than those entire anti-antimalware products. As shown in Figure 1, Malware Detection



System consists of three main parts which is analysis technique or as known as malware analysis,
detection approach and deployment approach [4]. Malware analysis is the important part need to
be considered to achieve an effective technique and approach. Malware analysis is a process to
perform analysis and study the components on malware’s code and identify the characteristic of
their behavior. Besides, as shown in Figure 2, in malware analysis there are three main
techniques can be used which is static technique, dynamic technique and hybrid. Static technique
is being done without running the malware while dynamic technique will execute malware.

Hybrid is the combination of Static and dynamic technique [5].

Figure 2: Malware Analysis Method
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This project will use dynamic technique. There are two type of dynamic technique which
is basic dynamic analysis and advanced dynamic analysis. Basic dynamic will used virtual

machine to do malware analysis and monitor the process and the behavior of malware, while the



advanced dynamic will further analyze in depth about the malware. Second part of malware
detection system is detection approach. Detection approach can be used are anomaly, signature

or hybrid.

In this paper, we propose new detection method where to use user profile to analyses
their content in OSN. By using user activity history and their pattern, we can get the behavior act
of compromised account by using light manner method. The existing OSN give a high-quality
service like message, upload post or photo, check friend list, share the feeling etc. However, how
a user involves in each activity is completely driven by personal interests and social habits. Thus,
the interaction patterns with several OSN activities tend to be divergent across a large set of
users. While a user tends to conform to its social patterns, a hacker of the user account who

knows little about the user’s behavior habit is likely to diverge from the patterns.

As we discuss in previous paragraph, we conduct a study on online user social behaviors
by collecting and analyzing user clickstreams [7], [8], [9], [10] of a well-known OSN website.
Based on our observation of user interaction with different OSN services, we propose several
new behavioral features that can effectively quantify user differences in online social activities.
For each behavioral feature, we deduce a behavioral metric by obtaining a statistical distribution
of the value ranges, observed from each user’s clickstreams. Moreover, we combine the
respective behavioral metrics of each user into a social behavioral profile, which represents a
user’s social behavior patterns. To validate the effectiveness of social behavioral profile in
detecting account activity anomaly, we apply the social behavioral profile of each user to
differentiate clickstreams of its respective user from all other users. We conduct multiple cross-

validation experiments, each with varying amount of input data for building social behavioral



profiles. Our evaluation results show that social behavioral profile can effectively differentiate

individual OSN users.

As described in previous paragraph, the malware is a large group of software. Some of the
malware is used just to distract people from work, some for fun, however there is some malware

which is very harmful. Sometimes it tries to steal your bank account or even ruin your computer.

1.2 Problem Statement

Modern malwares tend to become tricky and confusing the malware scanner as they able to
combine several characteristics of undesirable program from different classes [2]. Besides, they
are also evolved rapidly in every aspect especially on advancing their attack strategies [8]. To
avoid detection, there are some malware that use obfuscating techniques such as reuse a legal
code, capable to modify their structure (polymorphism) and able to replace some routine of
targeted resource (stealth virus) [9]. Those evolvement and advanced trick cause code-centric

approach becomes ineffective.

Online social networks are widely use these days for communication. Users can share
more type of information among friends. But there exist some social network users who misuse
the features of these social networks and promote the spreading of malicious content. They do
this by uploading the malicious post in other user page. These contents spread at a fast rate.
There is no proper mechanism to detect these malicious posts immediately and remove it

effectively.

There is various attack been address by researchers but compromised accounts in OSN are
more popular among hackers. The comprising account in online social network one of profitable

for criminal earns money. Most of this activity mainly targeting the big organizational, fan page



and business account. Unfortunately, should the control over an account fall into the hands of a
cyber-criminal, he can easily exploit this trust to further his own malicious agenda. Previous
research showed that using compromised accounts to spread malicious content is advantageous
to cyber criminals because social network users are more likely to react to messages coming
from accounts they trust. The impact on this issue and attacks can cause reputation damage or
financial loss. The detection of compromised accounts is quite challenging due to the well-

established trust relationship between the service providers, account owners, and their friends.

1.3 Research Objective
The objective of this project generally is to develop a model based on data-centric approach
that can detect OSN third party applications based on trace pattern found in memory dump. The

objective is specifically defining as below;

a) To propose a set of social behavioral features that can effectively characterize the user
social activities on OSN.
By using online dataset proposed by research, we extract benign and malware features to run
the analysis. The dataset been placed by previous who work on malware detection on
Facebook application. This dataset proven increase the rate of detection as they include few

combination of APK module.

b) To develop framework to evaluate and provide accurate analysis to detect malicious
application in Facebook
The main goal of this research are to develop framework to evaluate and provide more
accurate result on detect malicious third party application in Facebook. As the scope focus on

APK format application, we include android module in order the system synchronize with it.



1.4 Research Scope

Our approach considers both extroversive and introversively behaviours. Based on the
characterized social behavioural profiles, we can distinguish a user from others, which can be
easily employed for compromised account detection [11]. Specifically, we introduce eight
behavioural features to portray a user’s social behaviours, which include both its extroversive
posting and introversively browsing activities. A user’s statistical distributions of those feature
values comprise its behavioural profile. While users’ behaviour profiles diverge, individual
user’s activities are highly likely to conform to its behavioural profile. This fact is thus employed
to detect a compromised account, since impostors’ social behaviours can hardly conform to the
authentic user’s behavioural profile. Our evaluation on sample Facebook users indicate that we
can achieve high detection accuracy when behavioural profiles are built in a complete and

accurate fashion.

1.5 Research Schedule

This project is one year period which start in June 2017 and expected to finish in June
2018. Generally, this project has six activities which are project implementation plan, knowledge
gathering, experimentation design, implementation and development, testing and evaluation and
lastly report write up. Each project activities have their own milestones that need to be achieved.

The details for project activities and time take can be refer in Gantt chart in Appendix section.

1.6 Thesis Structure
The structure of this thesis consists of six chapters including Introduction, Literature
Review, Methodology, Project Implementation, Result and Discussion and last chapter is

Conclusion.



Chapter 1 is briefly explaining introduction of background study of the related subject
towards this project. Besides, this chapter also consist problem statement, research objective,
research scope, research result expectation and thesis structure. Research objective are derived
from problem statement and expected to be achieved at the end of this project. Research scope
and research schedule is to highlight the scope of this project and to ensure this project is on the

right track per schedule stated.

Chapter 2 is a list of literature review for this project. Literature review is a source of
research article and journal that being used to give more understanding about related topic. This
chapter is important as it is to ensure this project is possible to be done and to avoid any
duplication of previous work (research gap). Besides, this chapter act as knowledge resource
that help to do improvement, tips, proof of concept based on previous research. This is able to

help to increase success rate for this project.

Chapter 3 is the chapter that explained methodology that being used to develop this project.
Methodology are one of essential element in every project as it to ensure the project is properly
plan and can be execute smoothly. In this chapter also explained the framework that being used

in this project.

Chapter 4 is project implementation and development. In this chapter, the approach used is
being explained in detail. Besides, the design and the functionalities of the approach also are
highlighted. This chapter provides overall and process flow chart for this project. All the detail

per the implementation of the approach also can be found in this chapter.



Chapter 5 is an explaining the result. In this chapter, all the result and finding related to this
project will be provided here. An evaluation of the result and the discussion are explained in this

chapter.

Chapter 6 is the chapter of conclusion for this project. It consists the advantage and
limitation for this project. Besides, there are also suggested future enhancements that can be
done. This chapter also concludes the whole project, result and the achievement while doing this

project.
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