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ABSTRACT

Implementing of Forking After Withholding FAW Attack on Bitcoin
System

Nowadays many applications have employed the blockchain technology from sam-

ple cryptocurrency to smart contracts applications. Bitcoin is one of the cryp-

tocurrency application and digital payment system. It is considered as the first

decentralized digital currency system. It was invented by unidentified person or

group under the name of Satoshi Nakamoto in 2009 (Nakamoto, 2008). The most

three features should be achieved by Bitcoin are decentralized, users anonymity,

and consensus. In order to achieve these vital features the Bitcoin system should be

provably secure against the attacks. Many attacks have been proposed to change

unfairly the reward system of the mining pool and allow the malicious miners to

earn undue wage. Selfish Attack, Block Withholding (BWH) Attack and Fork-

ing After Withholding (FAW) Attack are three attacks which abusing the reward

system and letting the infiltration miners to receive un unearned profits and as

a sequence this will affect the decentralized feature of the Bitcoin system. Some

studies proposed a solution for Selfish Attack and Block Withholding attack such

(Eyal and Sirer, 2014b) and (Bag et al., 2017). FAW attack is first introduced

by (Kwon et al., 2017) where this attack combines two attacks: Selfish and BWH

attacks. In order to come up with a solution for FAW attack (Kwon et al., 2017)

propose partial countermeasures for preventing their FAW attack. However, their

solution is neither perfect nor practical. Therefore this study addresses this attack

and analyzes its strategy then come up with a prevention solution. The result of

this study shows that our prevention solution is practical and more efficient.
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CHAPTER 1

INTRODUCTION

This chapter introduces the overview of the dissertation and explains the motiva-

tion for this work. Then it presents the problem statement, dissertation objectives

and dissertation scope. At the end of this chapter dissertation report structure is

provided.

1.1 Overview and Motivation

Blockchain technology plays a vital rule in the implementation of many applica-

tion such as Bitcoin system (Narayanan et al., 2016). Bitcoin system attracts a lot

of attention where the system can provide the users with decentralized payment

system which does not depend on third party to manipulate and control the fi-

nancial transactions. The security of Bitcoin system is very essential prospective.

There are many attacks and vulnerabilities which threats the consensus and secu-

rity of this system such as Double spending or Race attack, Finney attack, Brute

force attack, Vector 76 or one-confirmation attack, ¿ 50% hashpower or Goldfinger,

Block discarding or Selfish mining, Block withholding BWH attack, and fork after

withholding (FAW) attack. Almost of them have been countermeasured. Unfor-

tunately, Fork After Withholding FAW attack still open challenge. FAW attack

was proposed by (Kwon et al., 2017) which originally combines two attacks (Self-

ish attack and Block Withholding BWH attack). Kwon et al. (2017) also present

some countermeasures for their attack. One of these solutions is come up with

a new reward system. However their proposed solution are not practical. As a

sequence FAW attack is still an open challenge. Therefor we motivated to conduct

this study to address FAW attack and come up with a prevention solution without

enforcing to change within the Bitcoin protocol itself which is good to maintain

the security of the Bitcoin system.
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1.2 Problem Statement

The abusing of the forking mechanism leads to appear a type of attack called

Selfish attack which proposed by (Eyal and Sirer, 2014b). Selfish attack allows

the infiltration miner to generate intentional forks in order to receive reward more

than their fair profit. This attack can have significant consequences for Bitcoin:

Rational miners will prefer to join the selfish miners, and the infiltration group will

increase in size until it becomes a majority. At this point, the decentralized feature

of the Bitcoin will be affected (Eyal and Sirer, 2014b) and (Eyal and Sirer, 2014a).

Another attack called Block Withholding BWH (Rosenfeld, 2011) which also let

the malicious miner to earn undeserved wage by submitting Partial Proof-of-Works

(PPoWs) instead of Full Proof-of-Works (FPoWs) pretending contribute work. By

employing the strategy of these two attack Selfish Mining and BWH attacks (Kwon

et al., 2017) propose a novel attack called a Fork After Withholding (FAW) attack

(this attack which is always profitable (unlike selfish mining) regardless of the

attackers network capability and computational power. The FAW attack allows

the malicious miner (attacker) to earn undue wage four times more than Block

Withholding (BWH) attack makes. In order to come up with a solution for this

attack (Kwon et al., 2017) propose partial countermeasures for preventing FAW

attack which combines both Selfish and Block Withholding attacks. They come

up with a new reward system using a bonus system where the miner who submits

FPoWs will get more reward than who submits PPoWs. However their high reward

variance system makes miners hesitate to join the mining pool. Therefore, their

solution is not piratical and the FAW attack mitigation is still an open challenge.

1.3 Objectives

The objective of this dissertation is to propose a tool for achieving the following

objectives:

2
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i. To propose a model for Forking After Withholding (FAW) attack on Bitcoin

system and implement it.

ii. To propose a prevention solution which resists the Forking After Withholding

(FAW) attack over Bitcoin.

iii. To evaluate the prevention solution to insure that the blockchain can detect

the Forking After Withholding (FAW) attacker and prevent the attack.

1.4 Scope

The dissertation scope is shown in figure 1.1. We notice that this dissertation will

concentrate on FAW attack which threats the security of the blocks of the Bitcoin

system on the blockchain. This dissertation address this attack in order to prevent

the Bitcoin miners and users form abusing or lost their reward and investments. In

addition, it is important to notify that the dissertation will cover two other attacks

namely Selfish Mining attack and Block Withholding BWH attack because FAW

attack combines of these two attacks strategies together.

Figure 1.1: Scope of Dissertation

3
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1.5 Organization of the Dissertation

This dissertation includes six chapters. Chapter 1 is an Introduction. Chapter 2

presents the literature review by discussing the Blockchain Technology and its ap-

plication on Bitcoin and concentrates on the Bitcoin’s attack called Forking After

Withholding (FAW) attack . The dissertation methodology is explained in chapter

3. Chapter 4 elaborates the modeling of the FAW attack and implementation of

the proposed prevention solution. Chapter 5 presents the results and discussions.

Finally the conclusion and some suggestions for future work are covered in chapter

6.

4
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