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Abstract:

The way netizens communicate with each other deeper with the advent of Instant Messaging
applications (IM apps). Thus, its flexibility and quick response on the IM apps has attracted the
attentions of cybercriminal operations on the apps such as identity theft and phishing. The forensic
investigation of instant messaging apps for the newest Windows 10 OS has been largely
uninvestigated. Previous research dealt with dead analysis of the IM apps which did not guaranty
accurate result for evidence. But, this research seeks to utilize the four stages of forensic
investigation evidence: identification, collection, analysing and reporting. Furthermore, the study
figured out data remnants from the top 1% Windows stores application software known as
Facebook Instant Messaging apps on Windows 10 OS client machine. The research have focused
on the volatile and nonvolatile artefacts with the aid of VM workstation version (VM) 9.0.0 build
812388 running Windows 10 (professional server packl,64 bit, build 9600) while setting 2GB of
physical memory and 20GB of hard disk. The research was be able to detect the kinds of terrestrial

artefacts that are obtained after the use of Instant messaging services and software on the



contemporary Windows 10 OS. The findings from this research will contribute to the forensic
community’s understanding of types of terrestrial artefacts (login details, Installations, friend list,
contacts, username, passwords, conversions etc.) which can be used on the establishment of

evidence against the suspect on the court of law by forensic examiner.
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Cara netizens berkomunikasi dengan satu sama lain lebih mendalam dengan kedatangan aplikasi
Pesanan Segera (aplikasi IM). Oleh itu, kelenturan dan tindak balas pantas terhadap aplikasi IM
telah menangkap perhatian operasi jenayah siber di aplikasi seperti pencurian identiti dan
pancingan data. Siasatan forensik aplikasi pemesejan segera untuk Windows 10 OS terbaru telah
sebahagian besarnya tidak diperiksa. Penyelidikan sebelumnya menangani analisis mati aplikasi
IM yang tidak menjamin hasil yang tepat untuk keterangan. Tetapi, kajian ini bertujuan untuk
menggunakan empat peringkat bukti penyiasatan forensik: pengenalpastian, pengumpulan, analisa
dan pelaporan. Tambahan pula, kajian ini menggambarkan sisa-sisa data dari perisian aplikasi
Windows atas 1% yang dikenali sebagai aplikasi Instant Messaging Facebook pada mesin klien
Windows 10 OS. kami akan memberi tumpuan kepada artifak yang tidak menentu dan tanpa voltan
dengan bantuan versi workstation VM (VM) 9.0.0 membina 812388 yang menjalankan Windows
10 (pelayan profesional pack 1,64 bit, membina 9600) sambil menetapkan memori fizikal 2GB
dan 20GB cakera. Penyelidikan ini akan dapat mengesan jenis artifak daratan yang diperolehi

selepas penggunaan perkhidmatan dan perisian Pemesejan segera pada Windows 10 OS

Vi



kontemporari. Penemuan dari penyelidikan ini akan menyumbang kepada pemahaman masyarakat
forensik mengenai jenis artifak terestrial (butiran log masuk, pemasangan, senarai rakan, kenalan,
nama pengguna, kata laluan, penukaran ) Yang boleh digunakan untuk penubuhan bukti terhadap

suspek mahkamah undang-undang oleh pemeriksa forensik.
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CHAPTER 1

INTRODUCTION

1.1 Background

The popularity of Instant messaging (IM) for both mobile device users and novice computer
users (i.e. personal computer and laptops) permit the exchange of information with peers in
real time using text messaging, voice messaging and file sharing (Kabakus & Kara, 2015;
Yang, Dehghantanha, Choo, & Muda, 2016). The wider range of IM users world-wide keep

yielding from 5.8 billion to 8.3 billion between 2017 and 2021 (Pacific, 2017).

Contemporary to other client’s technology, the IM services have been manipulated by
cybercriminals in spreading malware, virus, committing scams and frauds and  trap under
18 children’s online to access adult contents. Moreover, unknown to the  cybercriminals
most of the activities on the machine can be traced and the conversion logs can be of great
help to forensic examiner (Ochrymowicz, 2014; Yusoff, Mahmod, Dehghantanha, & Abdullah,
2014) on extracting the suspect’s crime location, true identity, conversions, login details, and
even online banking transactions details i.e. account number, username and passwords (Zhang

& Choo, 2017) .

1.2 Problem Statement

It becomes an extensive challenge when to collect evidential data from IM Internet service
provider (ISP) due to the increased-on user privacy requirements and demands for data
redundancy (Barghuthi & Said, 2013; Kabakus & Kara, 2015). The protection of the data by
encryption, protocols, Data protection Leakage (DLP) etc. make it harder to extract information

from external network by forensic practitioners (Phillips & Steuart, 2016 ). Furthermore, the



ISP data privacy policies might be comprised, if forensic practitioner insist on collecting data
from the Multi-Tenancy Environment. Moreover, even if the artefacts could be identified
(Yang et al., 2016) the challenges still persist in terms of cross jurisdictional investigations
which outlaw cross-border transfer of information (Dickson, 2006; Yusoff et al., 2014). Thus,
its unacceptable for ISP to log on to their server to extract Suspect conversions due to increase
on high traffic to the server(Joseph & Sunny, 2014). Alternatively, the user device can provide
significant recovery methods of the IM artefacts which depends on IM application on action
(Malik, Shashidhar, & Chen, n.d.; Stormo, 2013). Furthermore, in order to address the problem
of evidence acquisition from ISP (Yang et al., 2016) the terrestrial artefacts could be significant
on constructing whether a suspect has a direct connection to a crime, as the suspect may be a
victim of phishing or identity theft. Thus, it’s crucial for forensic investigator to be familiar
with different techniques and what kinds of artefacts could be recoverable on the latest different
types of IM apps(Quick, Choo, & Tassone, 2014; Yang et al., 2016). Based on this context,
we seek to identify potential artefacts that may remain after the use of the Facebook windows
store application software on Windows 10 user Machine. The research approach will follow
that of (Quick & Choo, 2014; Quick etal., 2014; Yang et al., 2016) in order to establish accurate

evidence.

1.3 Research Objectives
The research proposes to identify potential artefacts that may remain after the use of the
Facebook windows store application software on Windows 10 user machine. The objectives

of the research are provided as follows:

1. To determine what data remains in Random Access Memory (RAM) of the
facebook application on a Windows 10 device.

2. To determine what data can be seen in the network traffic.



1.4 Research Questions
This section introduces the research questions to achieve the planned objectives of the research,
for the purposes, a suitable methodology will be pursued to form the research, upon which the

experiments will be based on. The research questions are defined as follows:

1.4.1 Research Questions 1.

To determine what data remains in Random Access Memory (RAM) of the facebook

application on a Windows 10 device?

1.4.2 Research Question 2

To determine what data can be seen in the Network traffic?

1.5 Research Contributions

The finding from this research will contribute to the forensic community’s understanding of
types of terrestrial artefacts that are likely to remain after the use of Instant Messaging (IM)
services and apps running on the latest Windows 10 operating system. Thus, to even the newest

version to be released.

1.6 Research Scope

The scope of this research is to determine the data remnants on windows 10 PC for the use

of facebook apps such as installation, logins, and conversions on transferred files, the research



aim at locating the network traffic on the RAM for better investigating and effective analysis

in order to provide a guide to forensic examiners.

1.7 Thesis Structure

The organization of this thesis stated with abstract which indicate the summary of the research
and advances with acknowledgement, approval page, declaration, list of figures, list of tables

and list of abbreviations used in the thesis.

Chapter 1 Introduction: this gives the overview of Instant Messaging Application (IM)
forensic investigations to widen the view on the topic to the reader. Background of the research
is stated, as well as problem statement which shows the gap and reason of conducting the
research. The objectives of the research is outlined. Concludely, the research scope and thesis

organization are explained.

Chapter 2 Literature Review: This provide the latest literature review on this research. The
chapter enclosed an outlined on windows 10 forensic, Digital forensic Investigation, Instant
messaging windows forensics, facebook Instant Messaging apps forensic and Summary of the

chapter is highlighted.

Chapter 3 Research Methodology This explained the research process, experimental design
base on each research objectives. The Datasets of the research, research equipment’s, forensic
tools used on the forensic acquisitions and analysis are stated. Summary of the chapter is

provided.



Chapter 4 Design and Analysis of Method: this chapter explained the forensic analysis carry
out on the Designed method of the research in order to obtained accurate artifacts on both

Victim and suspect machines for forensic analysis.

Chapter 5 Result and Discussions: In this chapter the results of Facebook Instant messaging
applications forensics within windows 10 utilized the proposed method. The artifacts of data
remnants found on the RAM and the Network traffic where documented with explanation for

forensic examination reference. The chapter ends with findings of the forensic evidence.

Chapter 6 Conclusion: this showcase the summary of the research and thesis the detailed, the
results, outcome of the results and Integrity of the evidence is presented. The implications and

future enhancement of the research is highlighted.
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