[l
UNIVERSITI PUTRA MALAYSIA

SECURE COMMUNICATION IN VEHICULAR AD HOC NETWORK
USING MODIFIED AD HOC ON DEMAND DISTANCE VECTOR

ZAID A. ABDULKADER

FSKTM 2018 15




uPIM

UNIVERSITI PUTRA MALAYSIA

SECURE COMMUNICATION IN VEHICULAR AD HOC NETWORK
USING MODIFIED AD HOC ON DEMAND DISTANCE VECTOR

By

ZAID A. ABDULKADER

Thesis Submitted to the School of Graduate Studies, Universiti
Putra Malaysia, in Fulfillment of the Requirement for the Degree of
Doctor of Philosophy

January 2018



COPYRIGHT

All material contained within the thesis, including without limitation, texts,
logos, icons, photographs, and all other artwork, is copyright material of
Universiti Putra Malaysia unless otherwise stated. Use may be made of any
material contained within the thesis for non-commercial purposes from
copyright holder. Commercial use of material may only be made with express,
prior, written permission of Universiti Putra Malaysia.

Copyright © Universiti Putra Malaysia



DEDICATION

Dedicated this work to my father, my mother and my brother, to my beloved
wife and my daughter for their supplication, patience and understanding.

Also, I dedicate this work to everyone who helped me in my life and gave me
advice.



Abstract of thesis presented to the Senate of Universiti Putra Malaysia in
fulfilment of the requirement for the degree of Doctor of philosophy

SECURE COMMUNICATION IN VEHICULAR AD HOC NETWORK
USING MODIFIED AD HOC ON DEMAND DISTANCE VECTOR

By

ZAID A. ABDULKADER

January 2018
Chairman : Azizol bin Hj Abdullah, PhD
Faculty : Computer Science and Information Technology

Vehicular ad hoc networks (VANETS) can potentially increase road safety
dramatically by providing drivers with more time to adequately respond to
dangerous situations. To safeguard VANETSs from abuse, they need a security
infrastructure to ensure security requirements like authentication,
confidentiality, and availability. First threat is on VANET availability: The
network has to always be available even if it undergoes attack. To do this, it
must use alternative mechanisms while making sure that it does not affect its
performance. A Blackhole attack is considered one of the most harmful and
active attacks example on the availability of VANETs. Second threat is on
confidentiality: Confidentiality ensures that the data is only accessible to the
designated recipient and that other users cannot access the data. It therefore
ensures that the data remains untouched until it is received by the designated
recipient. Wormhole attack is the most sophisticated and hostile attack
example against VANET confidentiality. Third threat is on authentication:
Vehicles must only respond to messages that are sent by legitimate network
members. Thus, authenticating the sender of a message is vital. One of the
most especially dangerous attacks example on authority in VANET is referred
to as the Sybil attack. These kind of threats can impact on the VANET's
applications like safety application and road congestion management
application, so that, it will increase the road accidents. They can hide
emergency massages like collision warning and traffic jam warning massages.
This study suggests a framework that can be used for secure VANET
communication in city scenario. In our framework we use Ad hoc On demand
Distance Vector (AODV) because it is the most suitable routing protocol for
VANET and the current routing protocols have mostly been designed for



MANETs. AODV can be applied in VANETs because it is able to deal with
continually evolving topology and high mobility speed of VANET. Since AODV
has no security mechanisms, malicious nodes can perform many attacks just
by not behaving according to the AODV rules, so that our framework can
provide secure communication in VANET via modifying AODV. Our framework
categorises the requirements for the VANET protection design via modifying
AODV into three: Insure the Availability of VANET and its Services Algorithm
(IAVSA), Protect Data Dissemination Algorithm (PDDA), and Secure Vehicles
Authentication Algorithm (SVAA). The OMNET++ simulation program is used
to justify the proposed algorithms. This is done based on the specific
parameters such as (number of malicious nodes, number of normal nodes,
and maximum speed). In instances when Blackhole and wormhole attacks take
place in IAVSA and PDDA, a high detection rate that is close to 99% is
observed. Furthermore, when a Sybil attack takes place, SVAA can identify
97% of the Sybil attacks. The simulation also illustrates that it had a high
packet delivery ratio and low end-to-end delay.
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Rangkaian ad hoc kenderaan (VANET) berpotensi meningkatkan keselamatan
jalanraya secara dramatik dengan menyediakan pemandu dengan lebih
banyak masa untuk memberi respons yang memadai terhadap situasi
berbahaya. Untuk melindungi VANET daripada penyalahgunaan, mereka
memerlukan infrastruktur keselamatan bagi memastikan keperluan
keselamatan seperti pengesahan, kerahsiaan, dan ketersediaan. Ancaman
pertama adalah mengenai ketersediaan VANET: Rangkaian harus selalu
tersedia walaupun ia mengalami serangan. Bagi melakukan ini, ia mesti
menggunakan mekanisme alternatif sambil memastikan ia tidak
mempengaruhi prestasinya. Serangan ‘Blackhole’ dianggap salah satu contoh
serangan yang paling berbahaya dan aktif terhadap ketersediaan VANET.
Ancaman kedua adalah kerahsiaan: Kerahsiaan memastikan bahawa data
hanya boleh diakses oleh penerima yang ditetapkan dan pengguna lain tidak
boleh mengakses data. Oleh itu, pastikan data tidak disentuh sehingga
diterima oleh penerima yang ditetapkan. Serangan ‘Wormhole” adalah contoh
serangan yang paling canggih dan bermusuhan terhadap kerahsiaan VANET.
Ancaman ketiga adalah pada pengesahan: Kenderaan hanya perlu memberi
respons kepada mesej yang dihantar oleh ahli rangkaian yang sah. Oleh itu,
mengesahkan penghantar mesej adalah penting. Salah satu contoh serangan
paling berbahaya mengenai kuasa di VANET disebut sebagai serangan Sybil.
Ancaman seperti ini boleh memberi kesan kepada aplikasi VANET seperti
keselamatan aplikasi dan aplikasi pengurusan kesesakan jalan raya, supaya ia
akan meningkatkan kemalangan jalan raya. Mereka boleh menyembunyikan
mesej kecemasan seperti amaran perlanggaran dan mesej amaran kesesakan



jalan raya. Kajian ini mencadangkan satu rangka kerja yang boleh digunakan
untuk komunikasi VANET yang selamat dalam senario bandar. Dalam rangka
kerja kami, kami menggunakan Vektor Jarak atas Permintaan Ad hoc (AODV)
kerana ia adalah protokol penghalaan yang paling sesuai untuk VANET dan
protokol penghalaan semasa kebanyakannya direka untuk MANET. AODV
boleh digunakan di VANET kerana ia mampu menangani topologi yang terus
berkembang dan kelajuan mobiliti tinggi VANET. Oleh kerana AODV tidak
mempunyai mekanisme keselamatan, nod jahat boleh melakukan banyak
serangan hanya dengan tidak bertindak menurut peraturan AODV, supaya
rangka kerja kami dapat memberikan komunikasi yang aman di VANET melalui
mengubah AODV. Rangka kerja kami mengkategorikan keperluan untuk reka
bentuk perlindungan VANET melalui mengubah AODV menjadi tiga:
Menginsuranskan Ketersediaan VANET dan Algoritma Perkhidmatannya
(IAVSA), Melindungi Data Penyebaran Algoritma (PDDA), dan Algoritma
Pengesahan Kenderaan Selamat (SVAA). Program simulasi OMNET ++
digunakan untuk membenarkan algoritma yang dicadangkan. Ini dilakukan
berdasarkan parameter tertentu seperti (bilangan nod jahat, bilangan nod
biasa, dan kelajuan maksimum). Dalam keadaan apabila serangan 'Blackhole'
dan 'Wormhole' berlaku di TAVSA dan PDDA, kadar pengesanan tinggi yang
hampir 99% diperhatikan. Tambahan pula, apabila serangan Sybil berlaku,
SVAA dapat mengenal pasti 97% serangan Sybil. Simulasi juga
menggambarkan bahawa ia mempunyai nisbah penghantaran paket yang
tinggi dan kelewatan hujung ke hujung yang rendah.
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CHAPTER 1

INTRODUCTION

Each day, the lives of numerous people around the world are taken and so
much more become injured due to traffic accidents. According to the World
Health Organisation (WHO), about 1.24 million people die each year due to
road accidents, and around 20 to 50 million people suffer from nonfatal injuries
because of road traffic crashes (Organization, 2013). Over the next two
decades, it is expected that these figures will rise by 65% unless a mechanism
to prevent this is implemented. Vehicular communication networks were
mainly developed because of the need to spread information about road safety
among vehicles so that accidents can be prevented and road safety can be
improved (Eiza et al., 2013). The industry and the academic society have
widely accepted that when vehicles and road transportation systems
cooperate, the road efficiency and driver’s safety can be improved and the
environmental impact can be reduced. As a result, more attention and
research efforts have been dedicated to the development of vehicular ad hoc
networks (VANETS). Several studies have been conducted with the aim of
providing a common platform to enable inter-vehicle communications (IVCs).
IVCs are important in dynamic route scheduling, traffic condition monitoring,
emergency-message dissemination, and safe driving (Yang et al., 2007). The
assumption is that every vehicle is equipped with wireless communication
equipment that will offer connectivity to the ad hoc network. VANETs are
categorised as a special type of mobile ad hoc networks (MANETS).

However, they are made distinct by their several key features as well. VANETs
have highly mobile network nodes, which mean that their network topology is
continually changing. Consequently, the condition of the communication link
between two vehicles is affected by this fast variation. This link is also
susceptible to disconnection due to the movements of the vehicles and the
drivers’ unpredictable behaviours. Fortunately, one can predict their mobility
along the road because they still have to adhere to the traffic networks and
its rules and regulations. Compared to MANETs, VANETs typically possess
higher transmission power and higher computational capability. The VANETS’
distinct characteristics give rise to several routing issues that have to be
addressed before these networks can be deployed effectively. The most
challenging problem is possibly the high mobility of the network and the
frequent variations in the topology of the network (Blum et al., 2004). The
vehicular networks’ topology can change the vehicles change lanes or
velocities. Current routing protocols have mostly been designed for MANETS.
AODV routing protocol can be applied in VANETs because it is able to deal



with continually evolving topology and high mobility speed of VANET (Altayeb
and Mahgoub, 2013).

In VANETS, the different nodes like the vehicles and roadside units (RSUs) are
typically furnished with processing, sensing, and wireless communication
capabilities. Both Vehicle-to-Infrastructure (V2I) and Vehicle-to-Vehicle (V2V)
communications make it possible to have safety applications that can send out
warnings about road accidents, traffic conditions (e.g. emergency braking,
congestion, icy road), and other related transportation scenarios. Because
AODV has no security mechanisms, malicious nodes can perform many attacks
on the availability, confidentiality, and authentication of VANET and its
applications (Li and Song, 2016).

1.1 Problem Statement

There are certain advantages to VANET technology, such as reduced amounts
of road accidents and a more pleasant driving and travelling experience due
to the simplification of payment processes for parking, tolls, fuel, etc.
(Engoulou et al., 2014). Road users use different applications for traffic
management, safety and efficiency, infotainment, comfort, warning,
maintenance, network gaming, and music sharing. An exchange of messages,
such as the distribution of emergency messages, traffic incidents and warnings
about road condition that improve driving efficiency and traffic safety, is
involved in these applications.

In VANETSs, there are dangerous and critical consequences to a security
breach. Moreover, given its highly dynamic environment that is characterised
by the frequent and instantaneous arrival and departure of vehicles and the
short duration for the connection periods, it is practically difficult to deploy a
complete security solution. It also has to handle specific configurations and
constraints.

An accurate and efficient collaborative intrusion detection framework to secure
vehicular networks (AECFV) is the current existing framework for sensing and
removing malicious nodes from VANET (Sedjelmaci and Senouci, 2015).
AECFV is well-suited to the characteristics of VANET, such as the rapid
topology change and the high mobility of the node. This is attained by using
the proposed secured clustering algorithm. This algorithm takes into account
both the network’s vulnerability and node’s mobility during the formation of a
cluster. Clusters are created with good connectivity and high stability. Election
of cluster heads (CHs) is based on the vehicle’s trust-level and the node's
mobility. However, this approach has the following weaknesses (Kerrache et



al., 2016): (i) it requires a large amount of time to form a cluster and elect a
cluster head; (ii) it does not have realistic assumptions about stable clusters
in urban environments; and (iii) there is no trust in the absence of RSUs, and
thus intruder nodes are not punished even if intrusions are detected by the
IDS. However, to sense the malicious nodes in VANET, AECFV relies on
vehicular GPS. Thus, the system will fail to function properly in a tunnel or a
location with no GPS signal (Paul and Islam, 2012).

The Ad hoc On demand Distance Vector (AODV) is the most suitable routing
protocol for VANET (Altayeb and Mahgoub, 2013). The AODV routing protocol
does not need any central administrative system to control the routing process
(Maurya et al., 2012). It tend to reduce the control traffic messages overhead
at the cost of increased latency in finding new routes. AODV reacts relatively
fast to the topological changes in the network and updates only the nodes
affected by these changes. In AODV, if a node has to choose between two
routes, the up-to-date route is always chosen. Whereas AODV can be applied
to large scale ad hoc network, it suit the urban environment (Paul and Islam,
2012). Position determining services is not required for AODV, for this reason
it works in tunnel and under grand parking.

Since AODV has no security mechanisms, malicious nodes can perform many
attacks just by not behaving according to the AODV rules (Jamali and Fotohi,
2016). Thus, it could threaten VANET security requirements like
authentication, confidentiality and availability (Leinmuller et al., 2008).

Availability is most important factor which needs to be taken care in VANET
(Kumar and Shakar, 2017). It assures that the network is efficient and useful
data is available at any operational time. As most interchanged messages in
VANET affect the road traffic safety, this requirement is critical in this
environment. This precarious security prerequisite for VANET which serve to
save the users life is an important target for most of the attackers.

Confidentiality is an important security requirement for VANET as it ensures
that data are only accessed by intended user (Al-Sultan et al., 2014). In
absence of confidentiality the exchange of data between nodes in vehicular
network are susceptible to attack. In such cases, the attacker collects the
information by exploiting user's privacy on the location of the vehicle and its
routes. It therefore ensures that the data remains inaccessible until it is
received by the designated recipient.

Authenticity is one of foremost challenge in VANETs security (Kumar and
Shakar, 2017). Due to this all the existing nodes in the network must



authenticate before the available services are accessed. Hence any
desecration or attack during the process of identification and authentication
creates serious concern for the network. So to ensure the authenticity in the
VANET it is necessary to secure the authentic node from intruders those are
using fabricated identity. The importance of identification authentication
process arises from the facts that it is frequently and continuously used
whenever vehicle needs to interact with the network services.

1.2 Objectives

In order to address the research problem that was described in the preceding
section, the main objective is producing secure Vehicle Ad hoc Network
(VANET) via modified Ad hoc On Demand Distance Vector (AODV) to protect
VANET security perquisites, the focus of this research will be on the following
sub-objectives:

1. To propose an algorithm that will ensure the availability of VANET and
its services on city roads.

2. To propose an algorithm that will protect the confidentiality and validity
of VANET on city roads.

3. To propose an algorithm that will secure the authentication of vehicles
on city roads.

1.3 Scope of Research

The studies focus on the security of a vehicular ad hoc network (VANET).
VANETS are wireless networks that have nodes that are either the fixed road
units or the highly mobile vehicles. Nodes communicate in infrastructure mode
with the fixed equipment on the roads and they communicate in ad hoc mode
with each other. Thus, the VANETS' characteristics are essentially a
combination of the characteristics of the wireless medium and the
characteristics of the various topologies in the infrastructure and ad hoc
modes. Like the other systems for communication and data processing, there
are different kinds of threats and attacks that threaten VANETSs. The lack of
an energy problem and the capacity of an on board unit (OBU) to
accommodate numerous microprocessors impart the vehicles with vital
processing and computing capacities. Unlike a regular ad hoc network, two
significant advantages for VANET nodes are represented by this. Furthermore,
because VANETSs are highly mobile, the feasibility of attacks is affected by the
two stated advantages.



Ad hoc On Demand Distance Vector (AODV) routing protocol is an up-to-date
path to the destination because of using destination sequence number.
Reactive protocols like AODV tend to reduce excessive memory requirements
and the route redundancy. AODV responses to the link failure in the network
and updates only the nodes affected by these changes. It can be applied to
large scale ad hoc network. AODV has no security mechanism and is
vulnerable to many kinds of attacks that manipulate its routing control
mechanisms.

VANET is vulnerable to several attacks, because the nature of its open access
medium. Blackhole attack is considered as one of the most serious threats to
the availability of VANETs (Mejri et al., 2014). Blackhole intrudes the routing
function (Lee and Jeong, 2016). In a Blackhole attack, malicious nodes change
the routing information and make it seem as if they are the destinations. They
then take all the packets moving on the networks and discard them. All the
packets that are delivered to the malicious node are not sent to the other
nodes anymore. A wormhole attack is considered as the most threatening and
sophisticated attack on the confidentiality of VANET (Chan and Alam, 2014).
During a wormhole attack, the attacker can use wormhole links to forward
each packet without changing the packet transmission. It is able to do this by
routing it to a remote node that has no authorization (Ji et al., 2015). Hence,
when they receive the packets that are rebroadcast by the attackers, some
nodes will be led to believe that they near the attacker. Because they can
change network topologies and circumvent packets to conduct further
manipulation, many functions in the network are severely threatened by
wormhole attackers. The Sybil attack is one of the most especially harmful
attacks on VANET authority (Park et al., 2013). Douceur first introduced the
Sybil attack in the context of peer-to-peer networks (Lee et al., 2013). In a
Sybil attack, a malicious sender can forge multiple fake identities (called Sybil
nodes) so that normal nodes can be impersonated. Majority of applications
based on VANET, such as pre-crash sensing and warning, cooperative forward
collision warning, and local hazard notification, require vehicles to cooperate
(Neha and Bevish, 2015). Sybil attack can accomplish a particular task by
attempting to represent itself using multiple fake identities. They generate
these multiple identities using the set of pseudonyms of their own on board
unit (OBU) or by impersonating the identities of other vehicles so that they
would be tagged as malicious. Such attacks result into privacy leakage and
caused degradation in network performance. The security is the most
important issue in VANET. Thus, security mechanisms are designed to protect
VANET confidentiality, ensure the availability of VANET, and provide
authentication to secure vehicles. Furthermore, it is significantly important to
provide secure VANETS on city roads.



1.4 Methodology

Extensive simulations were performed using SUMO, so that the proposed
framework can be evaluated. OMNeT++ is categorised as a modular discrete
event network simulator (Rehman et al., 2013). One of the main features of
OMNeT++ is that it can combine a network’s small building blocks by taking
advantage of that network’s modular structure. The mobility model utilised to
produce the traffic greatly affects the accuracy of the simulation results that
were obtained in vehicular networks. Therefore, a realistic vehicle network can
be simulated using the mobility model defined in (Institute of Transportation
Systems Berlin, 2013). This model produces a trace file that the OMNeT++
can use, lane changes, including collision free movement, and maintenance of
distance between vehicles. A Manhattan Grid map that was provided by SUMO
was used in the simulation of this work. For all scenarios, the vehicles velocity
ranged from 20 Km/h to 100 Km/h, while the density was in the range of 50
to 300 vehicles to be as a realistic city. Three different kinds of attackers were
considered in our simulations. The first attack was directed towards the
availability of VANET, then on VANET confidentiality and finally on the node
authentication. We use six type of performance metrics to determine the
performance of our work and compare it with the summation results of the
current work.

1.5 Research Contributions

The main contribution is producing secure Vehicle Ad hoc Network (VANET)
via modified Ad hoc On Demand Distance Vector (AODV) routing protocol to
protect VANET's security fundamental, sub-contributions of this research can
be described as follows:

1. Insure the Availability of VANET and its Services Algorithm

VANET is a network without any infrastructure. It is also a MANET. One
important distinction is that in VANET, the movement of nodes is strictly
warned. Black hole attack is an extremely threatening attack that lowers the
availability of VANET. Therefore, to ensure the availability of VANET, we
developed an algorithm known as the Insure the Availability of VANET and its
Services Algorithm (IAVSA). IAVSA makes use of a two-phase detection
technique (i.e. analysis of the node behaviour and calculation of the route
reply (RREP) packet’s originality). This technique can detect a malicious node
with high accuracy (i.e. low false positive and high detection rates). It also has
the ability to alert all the legitimate nodes to halt communication with an
attacker node that is found on the city roads for VANETs. Furthermore, the
rules used in IAVSA specify the behaviour of the nodes while the source node



determines which nodes are the intruders. It denotes the behaviour using the
packet transmission of the route reply (RREP) and route request (RREQ)
packets. Thus, this monitoring technique helps determine if there are any
malicious nodes within the network. Furthermore, IAVSA allows each node to
choose its best one hop node with the node that possesses a lower mobility
speed. It then selects a proxy route and one transmission route. The path that
possesses the shortest mobility speed and hop count have more priority and
are therefore utilised for data transmission. Consequently, the route with the
second priority is selected as the proxy route. Two routes are selected so that
if any link break or error takes place during the transmission route, the proxy
route selected can still be used for transmission. Thus, the time for choosing
another route is reduced in the case of any link breakage. Simulation results
revealed that compared to the existing algorithm which is an accurate and
efficient collaborative intrusion detection framework to secure vehicular
networks (AECFV)), IAVSA was able to achieve a lower false positive ratio and
higher detection ratio. Because it selected the most dependable route to the
destination, it was able to attain a higher packet delivery ratio, lowest
communication overhead, lowest detection time, and lowest average values
for the end-to-end delay.

2. Protect Data Dissemination Algorithm

VANET is a type of emerging ad hoc network that offers two vehicles an
avenue to efficiently communicate. Several researchers have recently
observed that it has the ability to improve safety measures and higher
communication. However, these researchers also emphasised that VANET is
plagued with several problems especially in terms of security. The amount of
vulnerable security threads observed in the VANET has risen. Confidentiality
thread is one of VANET's security threads. Wormhole attack is considered as
one of the most dangerous attacks on the confidentiality of VANET. This study
proposes the Protect Data Dissemination Algorithm (PDDA) for the detection
and removal of these kinds of attacks and to ensure the confidentiality of
VANET. PDDA identifies wormhole attackers by sensing the two nodes’ link
lifetime, route redundancy, and route reliability from source to destination.
The link lifetime is identified because in the VANET, the nodes move at high
speed and there is a break in communication if a node goes out of coverage.
In this system, a Round Trip Time (RTT) is calculated when the source node
broadcasts a packet. The RREP is sent by the destination node to the sender
node within a given time frame. It also calculates the RTT for every possible
route from the source to its destination. Then, all the possible routes with the
same RTT are listed down, along with some of the relay nodes that transmit
route request (RREQ) at 1-hop neighbours. Route aggregation is then allowed
at this time, so that all nodes can be a part of the network. The RTT is
computed for each route when route request (RREQ) is transmitted through
its next 1-hop members. The reception of RREP at the source takes place at a

7



specific time; source stamps are used to calculate the RTT for its routes or
route. Lastly, all the routes that have a link lifetime are listed along with the
RTT and number of hops. It was observed that PDDA had promising results in
terms of detection ratio, packet delivery ratio, false positive ratio, detection
time, average end-to-end delay, and communication overhead. It was also
observed that using the concept of round trip time in reliable algorithms for
VANETS has great promise in helping attain confidential data transmission.

3. Secure Vehicles Authentication Algorithm

This study proposes a Secure Vehicles Authentication Algorithm (SVAA) with
the aim of enhancing the security of vehicles authentication within the VANET
environment. One of the most dangerous attacks on the VANET authentication
(Sybil attack) was identified from the network and a secure route that can be
used to communicate was provided. In SVAA, a unique Short Authentication
Token (SAT) is given to every registered legitimate user (i.e. generated by
Department of Motor Vehicle sector (DMV)). For authentication purposes, the
SAT that is produced for each vehicle is also kept in each road side unit (RSU).
RSU then calculates hash massage authentication code for the vehicle * Vismac
using the SAT and user ID. To identify a Sybil attack, it needs to check
if Vipac = Vumac- If the RSU is able to identify the attacker, it will begin
distributing information about the attacker vehicle and it will also instruct the
source node to choose another route. Furthermore, both trusted and
untrusted authorities are used to identify a Sybil attack. Initially, RREQ packets
are sent by the sender to their neighbour nodes. Afterwards, the RSU makes
an observation of the Received Signal Strength Indicator (RSSI) values for
every node that receives the packets of the sender node. Then, reply packets
that contain the MAC address from the neighbour nodes are sent in return.
During the last part of the classification, the false RSSI values are moved to
the Department of Motor Vehicle Sector so that the Sybil attacker can be
accurately identified. The performance of the SVAA algorithm was assessed
using extensive simulations. The results were then compared to the
performance of the accurate and efficient collaborative intrusion detection
framework to secure vehicular networks (AECFV). Promising results were
exhibited by SVAA in terms of higher detection ratio, high packet delivery ratio,
lower false positive ratio, lowest detection time, lowest average end-to-end
delay values, and lowest communication overhead.



1.6 Thesis Organisation

This thesis is structured as follows:

Chapter 1 introduces readers to the basic of the Vehicular ad hoc Network.
This chapter provide the general problem statement that derives the objective
of this study. It also gives a brief description of our methodology. Then this
chapter gives a summary of achievements in a form of a list of Contributions.

Chapter 2 provides a summary of the vehicular ad hoc network, specifically
describing what it is and what security challenges it faces. The chapter
demonstrated the VANET architecture, the importance of VANET application,
the VANET's routing protocol, security perquisites in VANET, challenges in
VANET, and security attacks in VANET. It also clearly demonstrated the
mechanism for Ad Hoc on Demand Distance Vector Routing Protocol (AODV).
This section also presented previous work that researchers conducted on the
detection and removal of malicious nodes from VANET. It also examined how
previous works have protected VANET against the three most harmful threats
on confidentiality, availability, and authentication.

Chapter 3 provides the methodology that this research utilised. This chapter
examined the simulation tools to evaluate the proposed framework and
demonstrate the simulation parameter and mobility model. This chapter also
demonstrated the scenarios for the three types of attacks that affect the
confidentiality, availability, and authentication. Furthermore, this chapter
clarified the performance metrics used. It also provided the simulation results
used for the current framework AECFV. The simulation results used was based
on the detection rate, detection time, false positive rate, packet delivery ratio,
average end-to-end delay, and overhead.

In Chapter 4, the VANET availability is briefly discussed, along with the
Blackhole attack and how it is one of the most common attacks on VANET
availability. Every step needed to protect VANET availability is discussed. This
chapter also provides a discussion on the Insure the Availability of VANET and
its Services Algorithm. Furthermore, it presents the simulation result for the
detection ratio, end-to-end delay, false positive rate, packet deliver ratio,
detection time, and overhead. Finally, the results gathered from the research
experiments were analysed and discussed before being compared to the
current approach in AECFV.



In Chapter 5, the wormhole attack, which is one the most dangerous attacks
on VANET confidentiality, is discussed briefly. Every step needed to protect
VANET confidentiality is discussed. It also provides a discussion on the
research methods involved, the Protect Data Dissemination Algorithm, the
simulation result for detection ratio end-to-end delay, false positive rate,
detection time, overhead, and packet deliver ratio. Finally, the results gathered
from the research experiments were analysed and discussed before being
compared to the current approach in AECFV.

In Chapter 6, the authentication in VANET is discussed in brief, as well as the
Sybil attack, which is one the most dangerous attacks on VANET availability.
Every step needed to protect VANET availability is discussed. It also provides
a discussion on the research methods involved, Secure Vehicles Authentication
Algorithm, the simulation result for detection ratio, end-to-end delay, false
positive rate, detection time, overhead, and packet deliver ratio. Finally, the
results gathered from the research experiments were analysed and discussed
before being compared to the current approach in AECFV.

Chapter 7 contains the conclusion of the proposed algorithms, PDDA, TIAVSA,
and SVAA. It also presents the achievements of the research, the challenges,
and information about future work.
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