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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in fulfilment  of 
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By

NOOR AFIZA MOHD ARIFFIN 

October 2017 

Chairman  : Associate Professor Nor Fazlida Mohd Sani, PhD 
Faculty   : Computer Science and Information Technology 

In today’s world, security plays an important role in many authentication applications.
Modern era information sharing is boundless and becoming much easier to access with 
the introduction of the Internet and the World Wide Web. Although this can be 
considered as a good point, issues such as privacy and data integrity arise due to the lack 
of control and authority. For this reason the concept of data security was introduced. 
Data security can be categorized into two which are secrecy and authentication. This 
research in particular was focused on the authentication of data security. 

One popular scheme used for authentication security is the implementation of multi-
factor authentication (MFA). There have been several researches which discusses on 
multi-factor authentication scheme but most of these research do not entirely protect data 
against all types of attacks. Furthermore, most current research only focuses on 
improving the security part of authentication while neglecting other important parts such 
as the systems accuracy and efficiency. Accuracy is based on how perfect is the system 
able to identify a genuine user or an intruder. Efficiency is based on the processing time 
of the overall authentication system. Current multifactor authentication schemes were 
simply not designed to have security, accuracy and efficiency as their main focus.  

To overcome the above issue, this research will propose a new multi-factor 
authentication scheme which is capable to withstand external attacks which are known 
security vulnerabilities and user attacks which are based on user behavior. On the other 
hand, the proposed scheme still needs to maintain an optimum level of accuracy and 
efficiency.  
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This framework consists of the task to design, implement and perform vulnerability 
assessment on the proposed multi-factor authentication scheme. In the design phase, the 
factors of authentication is identified and also clasified accordingly. Basically, all the 
factors that are used in the proposed research which are username, password, face and 
fingerprint were selected based on its simplicity, applicability, and cost effectiveness. 
The factors chosen are still widely used in various applications such as security systems, 
surveillance systems, and general identity verification systems. The research then 
continues to the implementation stage which uses Microsoft Visual Studio 2013 as the 
platform and C# as the programming language. Once the scheme is done, comes the final 
vulnerability assessment stage which is to evaluate the security level of the proposed 
scheme. In this stage a vulnerabilities assessment (VA) test was conducted on the 
proposed scheme with the use of some well-known attacks. Another experiment was 
then conducted to measure the accuracy and efficiency of the proposed multi-factor 
authentication scheme. All the results was then compared with previous researches.

From the result of the experiments, the proposed scheme was proven to be able to 
withstand the attacks.  This is due to the implementation of the attack recognition and 
key generator technique together with the use of multi-factor in the proposed scheme. 
Furthermore, the experiment on accuracy showed the proposed scheme having a score 
of 96% accuracy which is more than the score of the other 2 previous schemes. For 
efficiency the proposed scheme had an average speed processing time 15 seconds which 
is the lowest among all the compared schemes. This shows that the proposed scheme 
provides a strong authentication scheme, which ensures security, while still maintaining 
good accuracy and efficiency. 

Finally, the proposed research is suitable to implement in high-security places such as 
the government sector, financial institutions or health institutions. It largely motivated 
by improving traditional authentication through the additional layers of security in 
authentication. These can be used to overcome some of the limitations faced by existing 
authentications.   
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Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai 
memenuhi keperluan untuk ijazah Doktor Falsafah 

SKIM PENGESAHAN PELBAGAI FAKTOR MENGGUNAKAN 
PENGECAMAN SERANGAN DAN TEKNIK PENJANA KUNCI  

Oleh 

NOOR AFIZA MOHD ARIFFIN 

Oktober 2017 

Pengerusi  : Profesor Madya Nor Fazlida Mohd Sani, PhD 
Fakulti   : Sains Komputer dan Teknologi Maklumat 

Dalam dunia masa kini, keselamatan memainkan peranan penting dalam banyak aplikasi 
pengesahan. Di zaman moden, perkongsian maklumat tidak terbatas dan menjadi lebih 
mudah untuk akses dengan pengenalan Internet dan jaringan sejagat. Walaupun ini boleh 
dianggap sebagai perkara berfaedah, timbul isu seperti privasi dan keutuhan data 
disebabkan kekurangan kawalan dan kuasa. Oleh sebab itu, keselamatan data telah 
diperkenalkan. Keselamatan data dapat dikategorikan kepada dua iaitu rahsia dan 
pengesahan. Bagaimanapun, cadangan penyelidikan ini fokus kepada keselamatan 
dalam skim pengesahan. 

Terdapat beberapa skim yang telah dicadangkan mengenai pengesahan pelbagai faktor.
Bagaimanapun, mereka memperkenalkan lebih banyak isu keselamatan, seperti 
kekurangan teknik keselamatan dalam skim-skim pengesahan yang menyebabkan 
terdedah kepada serangan. Skim-skim tersebut juga adalah sukar untuk menghasilkan 
satu sistem pengesahan dengan kelajuan dan ketepatan tinggi. Skim terdahulu hanya 
menumpukan sama ada pada kelajuan atau ketepatan dalam sistem pengesahan mereka. 
Tambahan pula, pengesahan cekap berdasarkan kelajuan masa pemprosesan juga belum 
lagi menjadi subjek tumpuan. Skim ini masih berhadapan dengan masalah iaitu sukar 
untuk menghasilkan satu sistem pengesahan dengan kecekapan tinggi tanpa 
berkompromi ketepatan padanan dalam ukuran luas. Maka, pengesahan yang kuat 
menjadi utama dalam persekitaran perkhidmatan rangkaian. 

Untuk mengatasi isu di atas, penyelidikan ini mencadangkan skim pengesahan pelbagai 
faktor yang baru di mana berkebolehan untuk bertahan serangan ke atas kelemahan-
kelemahan keselamatan. Ia juga mengekalkan kelajuan dan ketepatan. 
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Rangka kerja ini terdiri daripada mereka, melaksanakan dan penilaian kelemahan 
cadangan skim pengesahan pelbagai faktor. Dalam mereka, ia mengenal pasti dan 
mengelaskan faktor pengesahan. Pada asasnya, semua faktor yang digunakan dalam 
cadangan penyelidikan (nama pengguna, kata laluan, muka dan cap jari) dipilih 
berdasarkan kemudahan, kebolehgunaan , dan keberkesanan kos. Faktor yang dipilih 
masih popular digunakan dalam pelbagai kegunaan seperti sistem keselamatan, sistem 
pengawasan , dan sistem-sistem pengesahan identiti yang umum dan sesuai untuk semua 
jenis permohonan. Penyelidikan ini seterusnya melaksanakan skim yang dicadangkan 
dengan menggunakan Microsoft Visual Studio 2013 dan dibangunkan dengan 
menggunakan bahasa C#. Bagi menilai tahap keselamatan skim yang dicadangkan,
penilaian (VA) kelemahan-kelemahan dijalankan menguji serangan dalam cadangan 
skim. Satu lagi ujian dijalankan untuk mengukur kelajuan dan kecekapan cadangan skim 
pengesahan pelbagai faktor. Semua keputusan dibandingkan dengan penyelidikan 
sebelumnya. 

Dari penilaian kelemahan, skim dicadangkan ini telah terbukti untuk bertahan serangan 
dengan pengecaman serangan dan teknik penjana kunci yang dilaksanakan untuk 
meramalkan pelbagai jenis serangan. Juga, keputusan eksperimen menunjukkan bahawa 
cadangan skim amat tepat dalam pelaksanaan dengan 96% daripada ketepatan dan lebih 
efisien dengan masa pemprosesan pantas dengan purata 15 saat. Dari analisis sekuriti 
yang dijalankan didalam tesis ini, telah menunjukkan bahawa cadangan skim 
pengesahan pelbagai faktor ialah skim pengesahan yang kuat, yang memastikan 
keselamatan, kelajuan , dan kecekapan kepada satu tahap yang besar. Ini dijangka oleh 
teknik pengecaman serangan yang telah ditambah ke dalam skim pengesahan pelbagai 
faktor. 

Pada asasnya, cadangan penyelidikan yang dicadangkan ini adalah sesuai digunakan di 
bahagian sektor Kerajaan, Institusi Kewangan dan / atau institusi-institusi Kesihatan. Ia
sebahagian besarnya dimotivasikan dengan meningkatkan pengesahan tradisional 
melalui dengan lapisan keselamatan tambahan dalam pengesahan. Ini boleh digunakan 
untuk mengatasi beberapa pembatasan yang dihadapi oleh sistem pengesahan yang sedia 
ada. 
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   CHAPTER 1 

1 INTRODUCTION 

This chapter introduces the research background, the research problem, the objectives, 
the scope of research, and the main contributions of this study. The chapter ends with an 
outline of the organization of this thesis. 

1.1 Background 

In today’s world, the ever changing and improvement of network facilities has brought 
more electronic devices together where information and resources are shared and openly 
accessible to anyone who seeks it. Therefore, security has become an important subject 
when dealing with shared information and data. Security can be categorized into two 
which are secrecy and authentication. Secrecy is protection of sensitive data against 
unauthorized and unwanted eavesdropping and modification. On the other hand, 
authentication is a mechanism that helps to prevent any unwanted forgery and 
unauthorized access to sensitive data. Thus, the subject of this research is to focus on the 
security of the authentication process. Security constraints should be incorporated at the 
highest level in an authentication system. Security will be the top priority to be 
considered in the process of building up a secure system. It reflects the fact of whether 
or not the authentication level of a user should be allowed or restricted based on the 
permission defined in the system. There are three different types of elements (known as 
factors) that can be used for user authentication. The first would be knowledge factor, 
which could be a password or PIN. Object factor, the second element which could be a
card with a magnetic strip or the use of a smart card. The third element which is biometric 
factor could be the use physical features such as face imaging, human fingerprints, or 
human behavioral traits for example user signature. The most common scheme for 
providing authenticity is the use of a password-based approach that is grouped under the 
knowledge factor, which has also been the most prevalent approach for authentication in 
the last couple of decades. Most users can easily choose to remember passwords such as 
their own name or birth dates, the name of their pets, or the use of any common words.
There have been many occasions that even by applying strong passwords on your 
system, the password can also be hacked by a determined intruder. On the other hand, if 
too many restrictions are imposed to create a strong password it may impact users as 
they can easily forget their own password. This in turn will not create a healthy working 
environment. 

However, recent security breaches have shown that the use of single-factor 
authentication (SFA) mechanisms is insufficient Dragusin (2013). Security threats 
against poorly protected authentication mechanisms are constantly increasing Khan et al 
(2015). Due to the problems and shortcomings of single-factor authentication 
mechanisms, many have turned their heads to the use of multi-factor authentication 
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schemes (MFA). MFA will be the approach taken by industry leaders and also academic 
researchers. 

Any application of authentication, which includes exposure to the computing 
environment, requires a higher level of protection, especially from vulnerable attacks 
that can compromise a user’s identity or undermine the security of computer hardware 
and/or data. Other than security, the efficiency of authentication also needs emphasis, 
especially in terms of time. This is because an authentication system, which has a high 
level of security, will take a longer time for a complete message to be authenticated. 
Authentication has attracted much attention, as a form of technology to compensate 
certain weaknesses of objects and knowledge factor authentications. With the 
widespread adaptation of the computing environment, the scope of authentication has 
been extended to include a broader area, and the number of users that use authentication 
systems has increased exponentially, especially in biometric authentication. Indirectly, 
the accuracy of user authentication becomes an important factor with the increase in the 
number of users. 

Biometrics provides a strong user authentication solution. In the rapid technological 
development of today, every aspect of human life is being replaced with machines. 
Therefore, security concern is paramount and there is a need to increase the automation 
of different surveillance techniques and authentication of users. To achieve a more 
secure authentication, the process should be combined with something unique that the 
authorized person has. Human biometrics is the use of human characteristics. Combining 
biometrics with traditional use of passwords to create a functional and highly secure 
multi-factor authentication (MFA) mechanism. In recent years, biometrics technology 
has greatly improved and has clearly reached matured level. However, one area in 
biometrics which is the biometric templates for storage and communication still poses a 
challenge. Biometrics offers automated schemes of identity verification based on human 
physiological or behavioral aspects such as face, fingerprint or voice sample. 
Furthermore, the characteristics measured in biometrics must be unique. Although 
biometric techniques are more secure compared to other techniques of authentication, 
these methods are still open to vulnerable attack because most authentications are 
deployed in real-world applications with just a single-factor authentication. Some of the 
problems in single-factor authentication can be addressed with the deploying of multi-
factor authentications that integrate multiple factors of authentication to enhance security 
of information. Therefore, it has been increasingly important that multi-factor 
authentication be deployed in a massive scale to cope with the ever growing need of 
information security. 

As the usage of attack recognition techniques expands continuously. Basically, this 
research presents a plan recognition technique as attack recognition by using it in 
authentication. This research chooses to implement the attack recognition technique into 
the authentication field since there has been no previous research that has implemented 
the attack recognition in this field. To understand attack recognition more clearly, a 
scenario can be used. As an example, supposed that someone has asked you for the 



© C
OPYRIG

HT U
PM

 

 
3 

 

location of the DHL Courier office and its availability to deliver packages overseas. You 
might reasonably think that he or she wanted to quickly get an item to someone in another 
country and intends to use DHL Courier for delivery. By doing so, you have inferred the 
goals of the other person and a portion of that person's plan for achieving those goals. 
This is often referred to as attack recognition. The implementation of the attack 
recognition technique has long been in existence and has also broadened to include the 
computer security domain over the past decades, especially in intrusion detection 
systems (IDSs). The available researches in the field of authentication have not yet 
implemented the attack recognition technique into authentication systems. Normally, 
this technique is implemented in language understanding and intrusion detection 
systems. Attack recognition identifies terrorists. In Artificial Intelligence, attack 
recognition is a process analyzing user action to determine their goal or result. The result 
will be accessed and the AI will plan the appropriate responses to any user action.
However, in network security, a new set of requirements on attack recognition has been 
introduced. 

1.2 Problem Statement  

Based on literature studies, a few problems have been discovered in this research. This 
research explains the problems starting from the viewpoint of security paradigm, 
followed with the accuracy problem in authentication, and the problem of efficiency in 
authentication mechanisms.  

The problem in security paradigm is the lack of a security technique, especially in 
authentication systems. A study from Li et al.(2013) states that the problem in security 
technique prevention and analysis of attacks is still a very tough topic in either the 
industry or academic institutions. Besides that, authentication security also has its 
problem. The problem comes from lack of design in creating a suitable encoding 
procedure for biometrics input signals to be converted and stored in the database. There 
is also lack of matching designs to match the biometric signal received and compare it 
with the stored data to generate an authentication decision.  Li et al., (2013) proposed 
the use of a highly robust three-factor user authentication scheme with the use of key 
agreements designed for multimedia systems.  But their scheme still faced with various 
security issues, especially in dealing with security vulnerabilities. According to Reno, 
(2013), a key problem in authentication systems is establishing the identity of the user 
without alienating the user. Multi-factor authentication is a potential fix to the current 
issues faced by authentication and is beginning to be implemented in websites operated 
by well-known companies. However, Raja & Perumal, (2013) pointed out that the multi-
factor authentication is still a less secure option. So far, these existing security 
mechanisms lack security measures for practical implementation. The research from 
Raja & Perumal, (2013) proposed a security authentication scheme with combination of 
usage of both fingerprint biometric and mobile pin generation.  This scheme is focus on 
security with using the username, password and fingerprint recognition together with pin 
number verification with mobile. But, this scheme is still vulnerable to certain type of 
attacks.  
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Another research by Huang et al., (2013) proposes a new multi-factor authentication 
scheme, which still has some vulnerabilities such as memory scan attacks, keyboard 
monitor attacks and software clone attacks due to its focused on mobile phones which 
has limited resources. A lot of previous security attacks that happened have had 
successful attempts on many types of authentication systems. This exploit due to security 
flaws has provided unauthorized users gain to sensitive data and are able to steal private 
information from unknown users. There were also cases where the normal operation of 
a system was disrupted because of system breach. Refer to Choudhury, (2011) states that 
strong security has not been extended into any authentication system as yet. Another 
problem in security authentication is to ensure that the right user uses or authorizes use 
of the right resource. The biggest problem in security authentication is to determine a 
way to secure data and applications that are running in servers away from their own 
premises (Venkataramana & Padmavathamma, 2012). The proposed scheme by Lee & 
Liu, (2013) transmits data (e.g. ID, PW, and PKI) in plaintext form, which can be easily 
intercepted and read by attackers. In addition, their scheme does not emphasis on user 
data privacy and can be considered poor in security. The scheme of Liao et al, (2006) is 
still prone to well-known vulnerabilities such as brute force attack, replay attack, and 
dictionary attack. In smart card-oriented schemes proposed by this research, the problem 
related with lost smart cards can also be solved. If a potential attacker picks up a lost 
smart card of a legitimate user, the attacker can then try to impersonate the real user 
when logging into an offline system. The only thing the attacker needs to do is insert the 
user password using brute force or dictionary attack. This research therefore proposes 
ten requirements for evaluating a new password authentication scheme. Another research 
from Sun et al, (2007) introduces on what he called key-mixed template (KMT). This 
template uses both user templates with the use of a private key to generate a new kind of 
template. This scheme helps to protect the biometric template stored in the database from 
snooping, back-end, and tampering attacks. However, this proposed scheme has had no 
external security protection, so it is possible to be exposed to risks from particular well 
known attacks. 

Another problem is that it is difficult to produce an authentication system with fast speed 
and high accuracy. Based on the by Raja & Perumal, (2013), this researcher’s scheme 
claims that their scheme has provided an accurate authentication method, however their 
scheme has a problem to reduces the speed of processing time without compromising 
the matching accuracy. According to Rathgeb & Busch, (2012), the accuracy of 
biometric recognition still face several problems and must be resolved. Among the main 
problems faced by existing authentication systems is less accuracy in performance 
concerning reliable person recognition.  The authors therefore introduced a technique to 
provide good invariance theories but this still suffered from computational accuracy. 

According to a previous study Rathgeb & Busch, (2012), accuracy of recognition has 
become the main problem in many authentication applications performed in an insecure 
network. The research pointed out that recognition problem has been in the limelight for 
some time but little to no improvement has been made since. The topic on biometric 
accuracy has also been highly underestimated. More needs to be done for biometric 
recognition to hit a satisfactory level. Furthermore, since humans are able to recognize 
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and tell apart a person with the utmost high accuracy, the same cannot be said with 
biometrics where the problem is not an easy one to solve (Rane et al., 2013). Another 
research states that the primary and underlying problem for accuracy performance of a 
biometric authentication system is caused by the limitation of the biometric identifiers.
For example, the distinctive information in the geometry of a hand is less than that of a 
fingerprint. Thus, an increase in scale demands a need for enhanced accuracy among a 
larger number of targets, and therefore a higher level of matching accuracy is required 
(Al-Assam et al., 2011). Thus, with authentication systems of a large scale, it is critical 
to establish a matching system that reduces the volume of computations without 
compromising the matching accuracy. Furthermore, the matching accuracy generally 
drops as the matching speed increases. A method of matching at high speed while 
maintaining high accuracy has not yet been found (Shimahara, 2015). 

Another problem in authentication is that it is difficult to produce an authentication 
system with high efficiency without compromising the matching accuracy in a large-
scale authentication system. As a result, this problem can cause difficulty in terms of 
acceptable commercial use due to a slow processing time (Gnanaraj et al, 2013). As 
authentication is the gateway to any secure system and because it evolves with time, it 
is mandatory to always update security procedures, so that users can continue to enjoy 
the benefits of fast access without being concerned about any sort of threat. A proposed 
method by one study Ratha et al, (1995) was found not acceptable for commercial use 
because it has a slow processing time. In order to be acceptable for commercial use, the 
processing time of the proposed algorithm must be substantially improved. The Raja & 
Perumal,(2013) scheme claims that their scheme has provided an efficient authentication 
scheme. But, this scheme is still has high speed processing time. A scheme Tan, & 
Bhanu, (2010) claims to provide efficient authentication, however, this scheme still 
requires more execution time. A lot of effort over the last decade has been undertaken to 
address the problem of authentication systems, which has always resulted in overheads 
for the systems and delay for the end users. Previous researchers Gnanaraj et al, (2013)
presented a scheme that is claimed to provide a time-efficient authentication, however, 
their scheme still requires increased time during registration and integrates a heavy 
weight encryption algorithm. A scheme Mathew & Thomas,(2013) claim that their 
scheme provides a faster processing time, which ensures higher security, but this scheme 
still requires a lot of processing time and is still not secure in terms of shouldering surfing 
attacks and image gallery attacks.  The problem of efficiency and processing time in 
large-scale authentication systems such as national ID matching targets cannot be solved 
fundamentally (Shimahara, 2015).

According to Shimahara (2015), the authentication processing time will be highly 
significant for matching data in large-scale systems, which have hundreds of millions of 
data. As the demand for increased scale goes up, a higher level of efficiency and speed 
is needed. Authentication systems also have a critical problem in establishing a matching 
system that reduces the volume of time computations without compromising matching 
accuracy will be needed (Shimahara, 2015). A research from Kiruthika & Kumar (2014) 
required a significant execution time in a key-binding biometric cryptosystem to 
compute the transformation of encrypted templates in a plain domain. Besides that, their 
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research also faced problems i.e. difficulty in generating keys with high stability and in 
maintaining matching accuracy.   

1.3 Objectives 

The main goal of this research is to propose a new multi-factor authentication scheme 
which is able to withstand attacks while maintaining high accuracy and efficiency to 
overcome problems caused by security vulnerabilities. In order to achieve this goal, the 
following objectives have been identified: 

1. To propose an attack recognition technique which is able to detect and predict future 
attacks.

2. To propose a key generator (secure key) technique for increase security during 
authentication.

1.4 Scope of Research

Basically, this research focuses on security in authentication based on a real life case 
study. Previous researches have not considered the entire security of transition but are 
usually focused on the end-to-end protection of the transaction between the user and the 
application only. The proposed research is therefore suitable for high-security places 
such as the Government sector, Financial Institutions and/or Health institutions. This 
research will consider contextual variables such as gender, experience level, and age 
related to the experiments that have been conducted in order to prove that the research 
objectives have been achieved. This research will not study the usefulness or utility of a 
particular computer-supported cooperative work technology product (i.e., groupware).  
In other words, this research will not consider specific hardware and/or software 
alternatives as an independent variable. 

1.5 Contribution of the Research 

This research proposes a new multi-factor authentication scheme to increased security, 
by integrating the use of a secure key, user-specific fingerprint features, and facial 
recognition with additional layers of security, namely attack recognition and a key 
generator technique to improve the accuracy and efficiency on authentication. The main 
contributions to the field of research are summarized in the following point: 

Contribution I:  Propose a new multi-factor authentication scheme with the use of attack 
recognition, key generator and biometrics to withstand attacks accurately and 
efficiently.
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The contribution of this research is measured in terms of security access to the proposed 
scheme in authenticating users based on attack recognition and key generator technique.
In this contribution also, the proposed research combine a multi-factor authentication 
scheme which include username, fingerprint, and face recognition together with attack 
recognition and key generator technique to increase the security while maintaining a high 
accuracy and efficiency of the authentication scheme.  

This scheme was analyzed against all known attacks through a vulnerabilities assessment 
for which the analysis results showed that this proposed scheme can withstand attacks. 
Currently all authentication systems are prone to two kinds of issues which are false 
acceptance of an intruder and false rejection of legitimate users. This research is well 
defined in the classical scheme of statistical decision theory, thereby provided two 
possible outcomes, which can be divided into False Acceptance Rate (FAR) and False 
Rejection Rate (FRR). According to Bolle et al.,(2002), current biometrics trend is more 
towards the importance of a high percentage in FAR and with a slight relaxed FRR 
requirement. By looking at the criteria of the decision, the probabilities outcomes of FAR 
and FRR can be adjusted in a way that it reflects to the satisfied accuracy level that is 
agreed. From a previous study Jin, A. T. B.,(2004), obtaining a perfect score of both zero 
FAR and FRR is nearly impossible and unheard of. This is because the classes are 
difficult to completely separate in the measurement space. Therefore, this research has 
proven that the proposed scheme has high accuracy via the implementation of a 
performance analysis that references FAR and FRR. An experiment was conducted as 
part of this research to obtain computational time starting from the time taken to input 
data, match the process with the database, and produce the results. The performance of 
this proposed scheme was assessed in terms of processing time. Our comparative 
analysis reveals the higher-level efficiency of this research compared to previous 
research. From the literature review conducted in this study, the researchers have found 
methods to improve the speed and efficiency of authentication, but there has been no 
scheme to increase efficiency during the authentication process. This research therefore 
addresses this gap by proposing an efficient multi-factor authentication scheme to 
achieve a fast processing time.  

Contribution II:  Propose an attack recognition technique to detect and predict future 
attacks. 

The contribution of this research is measured in terms of security access to the proposed 
scheme in authenticating users based on attack recognition. This research presents an 
attack recognition technique to analyze attack recognition by using it in authentication. 
This is to match the need of authentication problem in the network security area. 
Basically, plan recognition is derived from the research area in Artificial Intelligence 
(AI) that has been conducted over the past few decades. However, in this research 
presents a plan recognition technique as attack recognition by using it in security 
authentication. The main function of the attack recognition technique in the proposed 
scheme is to detect a potential attacking attempt by an attacker based on scheme’s 
observation of the user’s behavior and actions.
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Contribution III:  Propose a key generator technique to increase security level in 
authentication.  

The contribution of this research is to measure in terms of security access to the proposed 
scheme in authenticating users based on key generator technique. The secure key used 
in this research is a one-time password, which means that it is only valid to be used only 
once per user session. This secure key is generated based on the combination of the 
current date and time of when the user login process is performed. This combination will 
be unique as there will be no repetition of the earth date and time happening again. The 
key generator will generate a secure key, while the user registers with the scheme to 
make it more secure, thereby restricting unauthorized access. The proposed scheme does 
not use a password because this scheme does not intend to burden the user with 
remembering too complicated passwords when enrolling in the scheme. The proposed 
scheme can guarantee the user’s credentials by ensuring the user’s authenticity of 
identity. It also checks for the correct email before sending the secure key to the correct 
user. 

1.6 Thesis Organization 

This thesis is organized as follows: 

Chapter 1 is the introductory chapter that discusses the problem statement of the 
research, the objective, the scope of research, and research contributions.  

Chapter 2 presents a review of the related literature on existing authentication schemes, 
security techniques in authentication, and plan recognition techniques. This chapter also 
provides a summary of the comparison between the proposed scheme and existing 
schemes in terms of authentication techniques, authentication features, and capability of 
achieving security features. 

Chapter 3 covers detailed discussions on the methodology applied in this research. The 
research methodology gives step-by-step guidance to the reader so that this research 
work can be understood based on the scope and objective of this research. All the steps 
required in the methodology are also discussed here. 

Chapter 4 organizes the requirements of the proposed scheme to integrate a generic 
attack recognition method to increase security in authentication and evaluate the results 
of security attacks. 

Chapter 5 focuses on the evaluation of the second objective of the research which is the 
accuracy of the new multi-factor authentication scheme based on FAR and FRR. 

Chapter 6 focuses on the evaluation of the efficiency of the proposed multi-factor 
authentication scheme. The process of evaluation is implemented to fulfill the third 
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research objective introduced in Chapter 1. Furthermore, some experiments are 
discussed and the results are presented to prove the performance of the proposed scheme 
in terms of speed of processing time.  

Chapter 7 presents the conclusions of the research work carried out in this thesis and 
points out several recommendations for future works for exploration and also open 
problems that have been discovered throughout this research period.  
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