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In today’s digital communication era, people around the world can conveniently
communicate with each other at any time and any places by just using mobile
phones. Besides making phone calls and sending messages, mobile phones can
also be used to download many interesting and useful apps for personal,
businesses or even entertainment purposes. Due to borderless competition in
the digital world, a lot of exciting and necessary mobile apps available for free
downloads from the Internet. Unfortunately, mobile apps are communicating
using wireless networks which are very vulnerable to data stealing or sniffing by
intruders. People who communicate using unprotected mobile apps are in high
risks if the used apps deal with personal or highly confidential data such as in
mobile banking, mobile payment, and mobile purchase or even in certain
government related affairs including income tax payment, health monitoring
systems, etc.

There are many ways the mobile apps can be protected. One of the common
ways is to control the access to the apps using a strong user authentication.
Even though researchers have introduced many ways to make user
authentication strong, this study proposes an improved user authentication
model by making it not only strong but also acceptable by mobile users. The user
authentication is made strong using three different techniques namely multi-
factoring, ciphering, and watermarking techniques. It is considered acceptable
by mobile users based on the results obtained from statistical analysis carried
out in this study. To validate the proposed user authentication model, several
prototype mobile apps are developed using a uSign-Mf+ module containing the
proposed improvements and sent for evaluation by CyberSecurity Malaysia Sdn.
Bhd. (CSM), an independent testing body.



Based on the statistical analysis results, majority of the users agree that the
proposed improvement of user authentication is strong and acceptable.
However, they consider that the proposed model is strong with all the proposed
improvement techniques except the use of hashing in the ciphering technique.
Even though the users believe that the existing encryption is good enough
without hashing, experts have proven that hashing can improve the data integrity
and protect the system from several attacks such as brute force and tampering
attacks. Therefore, the use of hash in this model should be retained. Meanwhile,
from the evaluation by CSM, the proposed model is effective without major
modifications required on the prototype mobile apps. Thus, it is concluded that
the proposed model is strong and acceptable by mobile phone users.
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Di dalam era komunikasi digital sekarang, orang ramai di seluruh dunia boleh
berkomunikasi antara satu sama lain pada bila-bila masa di mana sahaja dengan
selesa dengan hanya menggunakan telefon mudah alih. Selain dari membuat
panggilan telefon dan menghantar mesej, telefon mudah alih juga boleh
digunakan untuk memuat turun banyak aplikasi yang menarik dan berguna untuk
kegunaan peribadi, perniagaan atau pun hiburan. Disebabkan oleh persaingan
tanpa sempadan di dalam dunia digital, banyak aplikasi yang boleh dimuat turun
secara percuma dari Internet. Malangnya, aplikasi telefon mudah alih
berkomunikasi secara tanpa wayar yang mana ianya sangat mudah untuk
dicerobohi dan boleh menyebabkan data dicuri atau dikesan oleh penceroboh.
Orang ramai yang berkomunikasi menggunakan aplikasi telefon mudah alih
yang tidak dilindungi berada di dalam risiko yang tinggi sekirannya mereka
menggunakan aplikasi telefon mudah alih yang menggunakan data yang sangat
peribadi atau sangat sulit seperti pengunaan bagi urusan berkaitan perbankan,
pembayaran atau pembelian atau pun bagi sesetengah urusan kerajaan seperti
pembayaran cukai pendapatan, sistem pemantauan kesihatan dan lain-lain.

Terdapat pelbagai cara untuk melindungi aplikasi telefon mudah alih. Salah satu
cara yang biasa digunakan adalah dengan mengawal kemasukkan ke aplikasi
dengan menggunakan kata kunci yang kebal. Walaupun penyelidik telah
memperkenalkan pelbagai cara untuk menjadikan kata kunci kebal, penyelidikan
ini mencadangkan satu model kata kunci yang ditambahbaik dengan
menjadikannya bukan sahaja kebal tetapi juga diterima pakai oleh pengguna
telefon mudah alih. Kata kunci ini dijadikan lebih kebal dengan menggunakan
tiga teknik yang berbeza yang dinamakan sebagai teknik multi-factoring,
ciphering, dan watermarking. lanya dianggap telah diterima pakai oleh



pengguna telefon mudah alih berdasarkan keputusan yang diperolehi dari
penilaian statistik yang dilaksanakan di dalam penyelidikan ini. Bagi
mengesahkan keberkesanan model kata kunci yang dicadangkan, beberapa
aplikasi telefon mudah alih yang prototaip dibangunkan dengan menggunakan
modul uSign-Mf+, yang mengandungi penambahbaikan yang diperkenalkan,
dan dihantar untuk dinilai oleh CyberSecurity Malaysia Sdn. Bhd. (CSM), sebuah
badan penilai yang berkecuali.

Merujuk kepada keputusan analisa statistik, kebanyakkan pengguna bersetuju
bahawa penambahbaikan yang diperkenalkan terhadap kata kunci adalah kebal
dan boleh diterima pakai. Walau bagaimanapun, mereka menganggap bahawa
model yang diperkenalkan adalah kebal disebabkan oleh kesemua teknik
penambahbaikan yang diperkenalkan kecuali pengunaan hashing di dalam
teknik ciphering. Walaupun para pengguna percaya bahawa encryption yang
sedia ada adalah mencukupi tanpa pengunaan hashing, pakar telah
membuktikan bahawa hashing dapat meningkatkan integriti data dan melindungi
sistem dari beberapa serangan seperti serangan brute force dan tampering.
Dengan ini, pengunaan hash di dalam model ini patut dikekalkan. Dari penilaian
yang telah dibuat oleh CSM pula, model yang diperkenalkan adalah kebal tanpa
sebarang perubahan yang major terhadap aplikasi telefon mudah alih yang
prototaip. Oleh itu, adalah dirumuskan bahawa model yang diperkenalkan
adalah kebal dan boleh diterima pakai oleh pengguna telefon mudah alih.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Currently, there are many mobile application systems available on the Internet
that can be downloaded either freely or with charges into mobile phones
especially smart phones. Many of these mobile apps involved with the
communications of sensitive data such as personal, financial or legal data that
require high level protections from any unauthorized users. These types of data
need to have certain level of protections to prevent them from being stolen or
misused such as by using user authentication which gives permissions to only
registered or approved users. However, the levels of protections to secure such
highly confidential data depend so much on the strength of user authentication.

Communications using mobile apps involves wireless data transmissions which
are more vulnerable to hacking activities by intruders compared to
communications in a wired (non-wireless) environment. Thus, stronger security
protections are required to properly control the access to mobile apps. Many
studies have been carried out by researchers to improve the security
protections related to user authentication (Liao and Lee, 2009; Gordon and
Sankaranarayanan, 2010; Acharya and Kumar, 2011; Belkhede et al., 2012,
Elkhodr et al., 2012). Many of them propose the use of multi-factor instead of
single factor user authentication, which only have username and password.
Multi-factor user authentication uses more than username and password as the
user authenticating factors.

One of the studies done by researchers related to strengthening user
authentication for the apps used in mobile banking is found to be relevant to
this study (Elkhodr et al., 2012). Since banking services deal with highly
confidential data the researcher recommends the use of four factors for user
authentication, namely: username, password, IMElI Number and SIM Card
Number as part of the procedure to secure the access to the apps. However,
based on the explanation given by Parker (2017), IMEI Number and SIM Card
Number can be stolen if someone manages to get into the mobile phone setting.
Thus, using username, password, IMEI Number, and SIM Card number are not
enough to control the access to mobile apps.

Another group of researchers are also attempting to strengthen the user
authentication especially for use in Global Mobility network or GLOMONET.
Yoon et al. (2011) and Li and Lee (2012), for example, have found out that



random number and time can make the user authentication strong to protect
sensitive or highly confidential data or information in GLOMONET. Therefore, it
is necessary if a study can be carried out to analyze the strength of user
authentication using the combinations of the above user authentication factors.
On the other hands, according to Bruun et al. (2014), Seto et al. (2015), and
Shay et al. (2016) the use of user authentication not necessarily need to be only
strong but also need to be usable and suitable for use by mobile users. Thus,
user authentication models that are strong and acceptable by mobile users
seem to be very useful to be introduced in the present days.

1.2 Problem Statement

Mobile apps used to transmit private and confidential data should be well
protected to prevent data leakage to irresponsible individuals. Mobile users may
face many risks if these data are leaked out. The risks may include identity theft
which can lead to losses of data, money, time, and reputations (Schneider,
2012).

Thus, access onto mobile application (mobile app) has become an utmost task
to be made secure as it ensures the safety and privacy of mobile application
usage. User authentication has been the highlights of research in recent years
and among the approach introduced is multi-factor based user authentication.
Based on literatures, previous approaches have proposed different combination
of multi-factor user authentication and according to Acharya and Kumar (2011),
Elkhodr et al. (2012) and Meng et al. (2015) the more factors used, the safer or
reliable the user authentication is. For example, Acharya and Kumar (2011)
propose the use of location signature and time while Elkhodr et al. (2012) prefer
to use IMEI number and SIM card number besides username and password.
Meng et al. (2015) however recommend the use of biometric and pin number.
Different sets of authentication factors proposed by previous researchers have
created such predicament onto the selection of a strong and acceptable set of
the authentication factors (Seto et al, 2015). Each factor introduced in the
literatures possesses its own strengths and weaknesses and the combination
of these authentication factors must be considered properly (Seto et al., 2015).
Additional mechanisms have also been proposed in supporting the
authentication such as hashing and encryption and have been proven to
strengthen the multi-factor authentication. The inclusion of these supporting
mechanisms must be justified prudently based on the need and demand of the
mobile system environment.

Having mobile apps provided with strong user authentication factors alone does
not mean users will accept the apps. The selection of user authentication
factors must consider the acceptability or usability by users (Bruun et al., 2014;
Seto et al., 2015; Shay et al., 2016). Among problems that users face to run



mobile apps are constraint power (Ahmad et al., 2015) and memory capacities
(Chen and Girod, 2014). To run mobile apps, adequate storages of power
supply and memory space are required. However, mobile phones can run out
of power supply and memory space after sometimes and they cannot be
operated until the batteries are recharged and memory spaces are restored.
This means mobile phone could have constrain power or memory capacities at
a certain time which is critical to run mobile apps. Thus, having a user
authentication that requires less power supply and memory space will be an
advantage.

Even though strong user authentication requires more factors, the
authentication should not make it more difficult to use such as having additional
user interventions. Users might be reluctant to use the apps if they have to key
in more data every time to login the apps. To make it acceptable to users, the
user authentication should be made without additional user interventions.

The above matters are some of the issues that need to be tackled when
introducing a user authentication model for mobile apps that deals with very
sensitive or confidential data or information.

1.3 Objectives

The main objective of this study is to improve the user authentication for mobile
apps by strengthening the user authentication and analyze the level of
acceptability among mobile users.

1.4 Research Scope

In mobile communication environment, there are several number of
uncontrolled parameters that may affect the validation results. Thus, the
following considerations have to be taken to limit the scope of research.

The factors for user authentication can be categorized into text based and non-
text based. However, this study only focuses on text based factors because
non-text based factors such as biometrics can have several disadvantages
such as additional hardware installation, unstable accuracy, and low speed
(Meng et al., 2015). Furthermore, non-text based factors are made of images,
videos or sound which may require high computational cost (Zhou, et al., 2009).
Text based factors are considered for improvement in this study to ensure less
power supply and memory space are required.



System’s performance based on various geographical locations will not be
analyzed in this research since they have many uncontrolled parameters that
can affect the quality of services (QoS) in data transmission such as traffic
congestions, network coverage, distances, etc.

1.5 Organization of the Thesis
This thesis consists of Chapter 1 to Chapter 6 and each of the chapters has the

following descriptions:

Chapter 1 explains about the overview, problem statement, objectives and
research scope.

Chapter 2 describes about literature review related to user authentication and
ciphering techniques. The use of watermark is also reviewed.

Chapter 3 describes about the methodology of research which details out the
research process.

Chapter 4 elaborates the proposed improvement for user authentication model
which includes the techniques of multi-factoring, ciphering, and watermarking.

Chapter 5 explains on the results and discussions related to testing and
analysis carried out to measure the improved performance of the proposed
model.

Chapter 6 summarizes and concludes the research findings as well as
describes the recommendations for future research.
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