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By

DANA HASAN AHMED 

November 2017 

Chairman : Masnida Hussin, PhD 
Faculty : Computer Science and Information Technology 

Domain Name System (DNS) is based-on distributed, hierarchical, client-server 

architecture that translates domain names into Internet Protocol (IP) addresses and 

vice versa. It relies on User Datagram Protocol (UDP) to transport its data and uses 

IP in the network layer protocol. Normally, DNS receives requests from its source 

and sends back the substantially larger responses without inspecting the source 

address. Lack of source inspection is due to the fact that UDP is a connectionless 

protocol and IP address does not provide authentication mechanism. Furthermore, 

DNS is designed for naming efficiency, not security.  Such scenarios make DNS a

tempting target for cybercriminals to perform massive Distributed Reflection Denial 

of Service (DRDoS) attacks which are called Reflection/Amplification and hassles 

the communication traffic towards connected network nodes. There are several 

defense mechanisms that proposed to tackle DNS Reflection/Amplification attack. 

They depend on centralized-based approaches where their functionalities degrade 

against large and complex traffic. In this research, Distributed-based Defense 

Scheme (DDS) is proposed to monitor incoming DNS requests for handling DNS 

Reflection/Amplification attacks and a filtration mechanism to distinguish legitimate 

requests from fake ones. It utilizes an authentication mechanism called DNS 

Checkpoint which is based on Challenge-Handshake Authentication Protocol 

(CHAP) to provide authentication for detecting any Reflection/Amplification 

attacks. The DNS Disinfector is used for filtering mechanism that based-on Stateful 

Packet Inspection (SPI). It is used to distinguish legitimate requests and discard the 

fake ones. The experiment results show that DDS remarkably overcome the single-

point deployment defense mechanism in terms of defense strength, minimizing 

amplification factor and less bandwidth usage. The results analysis also shows that 

DDS able to better protect upstream networks from depletion than other defense 

mechanisms with minimum overhead. 
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Sistem Nama Domain (DNS) ialah berasaskan seni bina teragih, hierarki dan 

senibina pelanggan-pelayan yang menterjemah nama domain kepada alamat Protokol 

Internet (IP) dan juga sebaliknya. Ia bergantung kepada Protokol Datagram 

Pengguna (UDP) untuk menghantar data dan menggunakan IP sebagai protokol pada 

lapisan rangkaian. Lazimnya, DNS menerima permintaan daripada sumber dan 

menghantar kembali respons yang lebih besar tanpa memeriksa alamat sumber. 

Ketiadaan pemeriksaan sumber ialah kerana UDP merupakan protokol tanpa 

sambungan dan alamat IP tidak menyediakan mekanisme pengesahihan. Tambahan 

pula, DNS direka untuk penterjenamahan nama dan bukan untuk keselamatan. 

Senario ini menjadikan DNS sebagai sasaran penjenayah siber bagi melakukan 

serangan Nafi Khidmat Pantulan Teragih (DRDoS) yang dikenali sebagai 

pantulan/amplifikasi dan mengganggu trafik komunikasi pada nod rangkaian yang 

bersambungan. Terdapat beberapa mekanisme pertahanan yang dicadangkan untuk 

menangani serangan pantulan/amplifikasi DNS. Mekanisme-mekanisme tersebut 

menggunakan pendekatan berpusat yang menyebabkan kemampuan fungsi 

keselamatan terjejas terutama bagi trafik yang kompleks dan besar. Di dalam 

penyelidikan ini, mekanisme pertahanan teragih yang dinamakan sebagai Skim 

Pertahanan Teragih (DDS) telah dicadangkan untuk mengawal permintaan masuk 

DNS bagi menghadapi serangan pantulan/amplifikasi DNS serta mekanisme 

penapisan untuk membezakan di antara permintaan yang sah dan palsu. Ia 

menggunakan mekanisme pengesahihan Titik Semakan DNS yang berdasarkan 

Protokol Pengesahan Jabat Tangan Cabar (CHAP) bagi mengesan serangan 

pantulan/amplifikasi. Teknik Penyahjangkit DNS pula berperanan sebagai 

mekanisme penapisan yang berasaskan Pemeriksaan Paket Stateful (SPI). Ia 

bertujuan bagi menentukan permintaan sah dan menolak permintaan palsu. Hasil 

daripada proses simulasi mendapati bahawa DDS mampu memberi prestasi yang 

lebih baik berbanding dengan mekanisme pertahanan berpusat terutamanya daripada 
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segi kekuatan pertahanan, pengurangan faktor amplifikasi dan penggunaan jalur 

lebar. Hasil analisa keputusan juga menunjukkan DDS mampu melindungi rangkaian 

dengan lebih baik berbanding mekanisme pertahanan yang lain dengan minima 

overhed. 
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   CHAPTER 1 

1 INTRODUCTION 

1.1 Background and motivation 

Domain Name Service (DNS), if not the most critical, is a crucial element of Internet 

infrastructure (Anagnostopoulos, Kambourakis, Kopanos, Louloudakis, & Gritzalis, 

2013). It is a distributed, hierarchical naming system for the resources connected to 

the Internet (i.e. computer, servers, and services). DNS allows organization of 

various information elements with allotted domain names. It translates human-

readable domain names into computer-readable Internet Protocol (IP) addresses and 

vice versa. Given over 30 years from its development, DNS is successfully matured 

into an essential part of the Internet today. Any unavailability in this service, causes 
huge inconvenience on the global scale (Rossow & Horst, 2014). As announced by 

Web Server Survey which is operated by Netcraft, the number of reserved web 

domains are over 1.8 billion. They may not be active websites. However, their 

domains are parked or something comparable (Netcraft, 2017). 

The DNS was initially designed when the internet protocols were defined with no 

security concerns. It mostly takes advantage of User Datagram Protocol (UDP) as 

transport layer protocol, which is a connectionless protocol with no handshaking - 

connection establishment mechanisms. Also, it utilizes IP as network layer protocol, 

as such with no provision for source authentication mechanism. DNS responses 

larger than the corresponding requests, by a ratio called amplification factor. And, 

when a DNS server receives a request, it sends back responses without knowing the 

identity of the requesting source indicated by the packet.  

The awareness of these vulnerabilities in the DNS made it possible for 

cybercriminals to, with a little effort, fabricate malware that utilizes the DNS as an 

environment to penetrate into both the sever and its clients and perform unauthorized 

or malicious activities (Marrison, 2014). These facts make the DNS infrastructure as 

a soft target for malware and cybercrimes, by considering the DNS infrastructure 

coordinates the core services on the Internet (i.e. www, email). As reported by 

(Woolf, 2016), when a DNS server is down, its operation domain become 

unavailable too, increasing the likelihood of wide-scale disturbances. The discovery 

of the security threats associated with these DNS vulnerabilities, in the last few 

years, draws the attention of cyber security community to re-consider its design. One 

of the most usual and nasty types of threats is Reflection/Amplification attacks, for 

which to counter is very costly (Di Paola & Lombardo, 2011). It is a cyber-attack 

which falls under Distributed Denial of Service (DDoS) attack category. This attack 

can be initiated by fabricating a spoofed datagram with target's IP address by the 

attacker. The attacker sends the datagram to a DNS server which in its turn send the 
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response back to the victim. The reflection of the DNS response occurring because 

the request datagram has spoofed header and the DNS server cannot differentiate 

spoofed addresses from legitimate ones. The process generates unsolicited traffic in 

the victim's machine and thus unnecessarily consumes its resources. The easiness of 

the DNS Reflection/Amplification attack results from the fact that IP provides no 

source authentication mechanism to countermeasure the attack; this is coupled with 

the fact that UDP is connectionless, that uses no handshaking mechanism. Therefore, 

it is very easy for the attacker to forge the victim’s address and send to the DNS 
servers a datagram containing the address, and the DNS unknowingly reflected it to 

the victim. The victim is left helplessly engaged in responding to the server to 

protect its bandwidth and processing resources from further being wasted by the 

unsolicited datagram. Thus, consequent to the UDP’s absence of connection 
establishment through a handshake and the lack of source authentication, the DNS 

become a handy tool for amplification attack that results in massively flooding the 

victim’s resource with DDoS.  

Recently, attackers succeed in generating hundreds to thousands of Gbps DDoS 

traffic through the attack. An example is an attack on DYN company that occurs on 

October, 21st 2016 which reached the peak of 1.2 Terabit per second (Tbps). DYN 

controls many domain names on the Internet (Rossow & Horst, 2014) (Woolf, 2016). 

The attack disrupted the Internet for several days, and renders popular websites such 

as Amazon and Twitter helplessly unavailable during the period. Most of the current-

operating defense mechanisms fail to mitigate an attack with such a magnitude. 

What makes the matter worse, the attacker could continuously change the reflection 

servers traffic rate and other parameters (i.e. such as port and resource records) to 

hugely increase the attack complexity and avert any defense mechanism and prevent 

countering the flow of their attack (Di Paola & Lombardo, 2011). 

There required three steps for any defense system against such attack:  first, 

accurately detect these attacks; then timely respond by stopping the incoming 

flooding attack traffic; and it is equally necessary to differentiate a legitimate traffic 

that shares the same signature with that of the attack and delivers it without failing 

the victim. Unfortunately, there is yet to be any single point of defense mechanism 

that meets all the three requirements: The attack detection is most accurately possible 

at the victim side while response is mostly successful close to attacking source 

(Wang et al., 2014) (Zargar, Joshi & Tipper, 2013). Due to the fact that the DNS 

amplification attack is a distributed by its nature, a distributed defense mechanism is 

required to counter it from multiple nodes. Most of the current defense mechanisms 

are centralized, for which the protection capacity is easily degraded with increasing 

magnitude, and complexity of the attack. This is as recent incidents revealed (Zargar 

et al., 2013) (Woolf, 2016). In this research, we proposed Distributed Defense 

Scheme (DDS) to counter the DNS DDoS attacks (i.e. Reflection/Amplification 

attacks).  This is due to our observing that an optimal strategy is to have 

a defense mechanism deployed from multiple nodes, so that more resources are 

pooled for the protection with even better detection accuracy. Also, the strategy is 
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aimed at protecting the upstream victim networks from exhaustion as the result of 

the attack magnitude. 

1.2 Problem statement 

DNS utilizes UDP as transport layer for most of its transactions for smooth and 

better performance in Internet naming system. Thus, it demands no handshaking or 

connection establishment due to the connectionless protocol. Furthermore, only one 

packet is utilized in the name resolution request to the DNS, and most of the times it 

responses by the DNS with one response packet, which leads to source 

authentication problem (Anagnostopoulos et al., 2013). Though the authors in 

(Herzberg & Shulman, 2014) proposed the mechanism so-called Authentication as a 

Service (AaaS) for the DNS, it is only limited to Cloud-based networks and, thus, 

cannot protect the structure of the Internet. Basically, the DNS response packet sizes 

are larger than the corresponding request. This makes the DNS a “good” attack 
medium for amplifying the size of the attack traffic. One of the cyber-attack that 

related to DNS is Reflection/Amplification attacks (Douglas C. MacFarland, Craig 

A. Shue, 2015). This kind of cyber threat can disrupt any network from upstream to 

the attack’s victim if it has sufficient strength. Currently, most of the defense 
mechanisms are utilized the centralized-based defense strategy that could not fully 

protects networks at both upstream and downstream connections. The centralized 

defense mechanisms are lack of strength to defend against DNS 

Reflection/Amplification attacks. Also, they have shortcomings in identification and 

separation of legitimate and bogus traffics. It is because they are non-holistic defense 

strategies. This weakness leads to getting false outcome in detecting threats in 

network traffic. In order to protect networks from such threat, a distributed-based 

defense mechanism is required. This study proposed the defense mechanism based 

on distributed infrastructure where it should be deployed from multiple nodes. The 

nodes are cooperated to protect the network traffic and path from becoming victim 

and being flooded with DNS responses (Zargar et al., 2013) (Mirkovic, Robinson, 

Reiher, & Oikonomou, 2005).  

From these facts, we identify two specific problems in DNS as related to its current 

defense mechanism against amplification attack as follows. 

i. By default, DNS amplifies every response to each request thereby making 

the amplification attack become easier to deploy. With few reflections, it 

floods the victim’s bandwidth with bogus traffic. While finding necessary 
solutions; to the best of our knowledge, there was no other researches that 

attempt to reduce the impact of the DNS amplification in distributed 

infrastructure while maintaining the Quality of Service (QoS) in the DNS. 

 

ii. The identification and separation between legitimate and bogus traffics is 

significance solution in DNS. However, current filtration mechanisms 

cannot fully separate legitimate traffic from the spoofed one. Moreover, the 
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ability to filter the traffic based on the traffic flow is difficult to handle due 

to DNS utilized UDP protocols, and even though it is able to filter it gives 

false outcome. There are other researchers’ focuses on the filtration based 

on packet inspection, however it is inefficient, time consuming and not 

practical in dynamic and heterogeneous environment like DNS. Therefore, 

we need filtration strategy to be executed in effective way to differentiate 

both legitimate and bogus traffics in DNS.  

1.3 Research objectives 

This study is carried out with the aim of tackling DNS Reflection/Amplification 

attack using distributed-based defense mechanism. The specific objectives of this 

study are 

i. To propose an authentication scheme between authoritative name servers 

and the victim’s server in distributed infrastructure in order to prevent 

spoofed-DNS response while reducing the impact of DNS amplification.   

ii. To propose a filtration strategy based on the outcome of the authentication 

scheme to separate the legitimate traffic from fake one. It then discarded the 

spoofed traffic flaw to ensure optimal detection accuracy with acceptable 

efficiency. 

1.4 Research scope 

This research falls under the category of IP spoofing detection, at the intermediate-

destination networks. The detection mechanism is proposed to take place at network 

and transport layer of Open System Interconnection (OSI) model of the network. We 

focused on distributed filtering strategy to achieve optimal detection accuracy, 

efficiency and mitigating the impact, to the lowest possible on the upstream 

networks, of amplification factor during Reflection/Amplification attacks. We intend 

to show how the distributed defense mechanisms can better protect networks than 

centralized ones. 

This research focused on the authentication of DNS transactions (request and 

response), alongside with filtering of spoofed requests. Other details about the DNS 

request, response, and type of queries are not considered. Three activities are 

simulated in the research: Distributed Defense Scheme (DDS), Detecting DNS 

Amplification Attack (DDAA), and Response Rate Limiting (RRL). All lost packets 

in experiments are ignored to clarify how these experiments operate against 

Reflection/Amplification attacks in DNS, in a controlled computational-environment 

condition. 
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1.5 Thesis organization 

This thesis is organized into five chapters as follows. 

In Chapter one, the background of the study is established. We also stated our 

motivation for the research, as well as the research problems and objectives to be 

achieved. The Chapter also detailed the scope and limitation of this research. 

The following Chapter begins with a background on the DNS and its vulnerability 

that makes the Reflection/Amplification attacks possible. The related literature is 

also critically reviewed. The Chapter is finally concluded with limitations of the fast 

works to address the identified problem which we proposed to address. 

Chapter three discussed the general the methodology adopted in this research in, 

among others, classifying DNS request packets to ensure their legitimacy. The 

chapter explains detail the system model and its operations when fully functional. 

Also the authentication mechanism and filtration mechanism are developed in detail. 

The hardware and software tools utilized to design the experiment and its 

environment are discussed. And the formulation of attack and its scenarios are 

explained. On top of that, all related metrics are discussed in detail 

Chapter four is about running the experiments, collecting output data of the systems, 

and drawing the results from those data based on related metrics in chapter 3. We run 

our authentication mechanism side-by-side with our filtration strategy to achieve 

optimal detection results with minimum false outcomes.  

In Chapter five, we conclude the research and recommend on possible future 

enhancements of this work. 
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