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The ubiquity and huge proliferation of mobile and handheld devices, such as
smartphones and tablets, are globally undeniable where Google’s Android operating
system dominates the largest share of mobile platforms in the market. The vast
spread and increased capabilities of these devices have come with major challenges
to mobile security and data confidentiality. Every year different threats against
sensitive data resting inside the storage of these mobile devices continue to rise
sharply. Encryption might be the most efficient technique to ensure storage
confidentiality; however it comes with great impact on these small gadgets which
suffer from lack of resources such as processing power and battery. Performance is
also a major concern for implementing security solutions, such as full storage
encryption, inside mobile devices. A security solution might not be welcomed by
consumers if it causes tangible performance degradation. With the wide spread of
multi-core processors in current smart gadget devices, parallelization is no more
luxury and can be used to enhance encryption performance in mobile gadgets
significantly.

This study focuses on evaluating and enhancing the performance of data storage
encryption inside mobile devices. In this thesis, a parallel encryption system for the
protection of sensitive data stored inside Android-based mobile devices is
developed and successfully implemented. To ensure higher security level, the
developed system is implemented using the NIST-certified XTS-AES block
encryption algorithm. Other storage encryption algorithms, i.e. XTS-Twofish and
XTS-RC6, have also been implemented in both serial and parallel designs and then
evaluated. Overheads occurring due to parallel implementations have been
identified and successfully mitigated to achieve proper performance speedup. Since



the most user sensitive data are residing inside persisting databases, an SQLite
implementation of the parallel XTS-AES system is proposed. This developed
parallel SQLite-XTS system encrypts data stored in databases transparently on-the-
fly without the need for any user intervention. To design the parallel computation
side of the proposed system and improve the overall system performance, a specific
version of OpenMP API is integrated inside the architecture of targeted Android
platform. This allows the developed encryption system to exploit the multi-core
commodity processors, equipped with current mobile devices, in order to enhance
performance. Different serial and parallel experiments have been conducted on an
Android testbed device, where performance analysis and comparisons of different
SQLite implementations have been carried out.

During the file-based experiments, the parallel XTS-AES has shown a performance
speedup of 1.71 with 86% efficiency faster than its serial counterpart; with higher
encryption throughput achieved in the testbed device up to 8290 KB/s and 11380
KB/s when using XTS-AES and XTS-RC6 ciphers respectively. Additionally, the
developed parallel SQLite-XTS system have been successfully implemented and
integrated into the mobile testbed device. To assess the performance and feasibility
of this system, it has been compared with three other SQLite implementations, i.e.
Plain SQLite, Serial XTS SQLite, and SQLCipher-CBC. Results show that the
developed parallel SQL.ite system has reduced the overhead of database encryption
from 30.8%, with serial implementation, up to 17.8% when parallel SQLite is used.
That provides the developed system with an efficiency of 73% compared to serial
counterpart. These results clarify that the developed SQLite system introduces
significant performance improvement compared to other implementations.
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Kewujudan dan penggunaan yang meluas bagi peranti tangan dan mudah alih,
seperti telefon pintar dan tablet, tidak dapat dinafikan lagi di mana sistem operasi
Google Android mendominasi sebahagian besar pasaran platform mudah alih.
Perkembangan dan peningkatan keupayaan peranti-peranti ini telah datang dengan
beberapa cabaranutama kepada keselamatan dan kerahsiaan data. Saban tahun,
pelbagai ancaman terhadap data peribadi yang tersimpan di dalam peranti mudah
alih terus mencatatkan peningkatan yang ketara. Penyulitan data mungkin kaedah
yang paling berkesan bagi memastikan kerahsiaan storan; namun ia memberi impak
yang besar terhadap gajet-gajet kecil yang mempunyai sumber kuasa pemprosesan
dan bateri yang terhad. Prestasi juga merupakan satu kebimbangandalam
pelaksanaan penyelesaian keselamatan, seperti penyulitan storan penuh, di dalam
peranti mudah alih. Sesuatu penyelesaian keselamatan mungkin tidak dapat diterima
oleh pengguna jika ia menyebabkan kemerosotan prestasi yang ketara. Dengan
penggunaan pemproses multi-teras yang meluas pada peranti gajet pintar semasa,
keselarian (parallelization) bukanlah sesuatu yang asing dan ia boleh digunakan
untuk meningkatkan prestasi gajet mudah alih dengan ketara.

Kajian ini bertumpu kepada penilaian dan peningkatan prestasi penyulitan storan
data peranti mudah alih. Dalam tesis ini, sistem penyulitan selari bagi melindungi
data sensitif didalam peranti mudah alih berasaskan Android telah dibangunkan dan
berjaya dilaksanakan. Bagi memastikan tahap keselamatan yang lebih tinggi,
pelaksanaan  sistem yang dibangunkan itu  dilakukan  menggunakan
algoritmapenyulitan blok XTS-AES yang disahkan oleh NIST. Lain-lain algoritma
bagi penyulitan storan,seperti XTS-Twofish and XTC-RCS6, juga telah dilaksanakan



dalam kedua-dua rekabentuk siri dan selari yang kemudiannya dinilai. Overhed
yang berlaku disebabkan oleh pelaksanaan selari telah dikenalpasti dan berjaya
dikurangkan untuk mencapai kelajuan prestasi yang sepatutnya. Oleh kerana
kebanyakan data sensitif pengguna tersimpan di dalam pangkalan data kekal,
pelaksaan SQLite bagi system XTS-AES selari telah dicadangkan. Sistem ini
menyulitkan data yang tersimpan di dalam pangkalan data secara telus dan terus
tanpa memerlukan sebarang campur tangan pengguna. Untuk mereka bentuk
bahagian pengkomputeran selari bagi sistem yang dicadangkan dan meningkatkan
pretasi sistem secara keseluruhan, versi khusus OpenMP telah disepadukan dalam
senibina platform Android yang digunakan. Ini membolehkan sistem ini
mengeksploitasi pemproseskomoditi multi-teras yang dilengkapi dengan peranti
mudah alih semasa, bagi meningkatkan prestasi. Eksperimen siri dan selari yang
berbeza telah dijalankan pada peranti tapak uji Android, yang mana analisis prestasi
dan perbandingan antara pelaksanaan SQL.ite yang berbeza telah dijalankan.

Bagi eksperimen berasaskan fail, XTS-AES selari telah menunjukkan prestasi
peningkatan kelajuan sebanyak 1.71 dengan 86% keberkesanan, lebih laju daripada
sistem siri; dengan data penyulitan yang lebih tinggi dicapai dengan peranti tapak
uji sehingga 8290 KB/s and 11380 KB/s apabila menggunakan pengekodXTS-AES
dan XTS-RC6. Di samping itu, sistem SQLite-XTS selari telah berjaya
dilaksanakan dan disepadukan dalam peranti tapak uji mudah alih. Bagi menilai
prestasi dan kebolehlaksanaan sistem ini, ia telah dibandingkan dengan tiga SQL.ite
yang lain, iaitu Plain SQLite, Serial XTS-SQLite dan SQLCCipher-CBC.
Keputusan kajian menunjukkan bahawa sistem SQLite selari yang dibangunkan
telah mengurangkan overhed penyulitan pangkalan data dari 30.8%, dengan
pelaksanaan siri, sehingga 17.8% apabila SQL.ite selari digunakan. Ini menunjukkan
bahawa sistem ini dilengkapi dengan kecekapan 73% berbanding dengan sistem
siri. Keputusan kajian ini menjelaskan bahawa sistem SQLite yang dibangunkan
telah meningkatkan prestasi denganketara berbanding dengan pelaksanaan sistem
lain.
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CHAPTER 1

INTRODUCTION

1.1 Background

During the recent years, mobile and handheld devices, such as smartphones and
tablets, have spread out in the market pervasively. This huge proliferation of high-
end mobile devices has introduced new threats to sensitive data that are stored
inside these devices. Due to the small size, mobile devices are prone to be
temporarily forgotten, completely lost or even stolen which can risk the huge
amount of private data residing inside them. Besides having personal sensitive
information, current mobile devices can also hold employee organizational data
which can cause huge losses in case of intentionally stolen or even misplaced [1]. A
survey carried out at the Infosecurity Europe Show claims that 41% of IT
professionals are using mobile data without encryption or any other forms of
protection [2]. An IEEE 2015 report shows that although 6 billion out of 7 billion
people use mobile devices or tablets for shopping, banking, and posting on social
media, protecting the transferred data is still rarely addressed [3].

Current mobile devices depend mainly for their security on user passwords which
can be breached easily, especially with the newly emerging high-tech attacks. To
ensure better confidentiality for the data stored in these devices, encrypting the
complete storage area needs to be introduced and heavily investigated. While full
storage encryption provides more security to handheld devices, it also reduces the
users’ burden when dealing with file encryption in which specific files can be
encrypted selectively. On the other hand, the complete storage area is transparently
encrypted, using full storage encryption, without any need for user intervention [4].
Although full encryption of stored data is a vital necessity to warrant confidentiality
in desktop and mobile devices, it is involved with different challenges. Encrypting
large amount of data can impose great processing load on the CPUs of these devices
which already suffer, mainly mobile devices, from lack of resources such as
processing power, memory and battery. Using general purpose single core CPUs for
encrypting full disks of data can greatly impact the overall performance of any
system [5]. The use of dedicated chips (ASIC) can introduce an alternative solution
but it comes with more cost and less flexibility to reprogram or update these chips.
With the wide spread of multicore processors in current mobile devices, speeding
up storage encryption using parallelization is possible. Parallelization is no more
luxury and can enhance the performance significantly. The increase of performance
comes with a saving in cost due to the current availability of multicore technologies

[6].

Introducing multicore processors to mobile gadget devices has brought a new era to
improve device performance and capabilities without the need to increase CPU
clock rates which causes more heat dissipation. In desktops, an AMD chip can



consume 60% more power with every 400MHz rise in clock rate which may cause
unacceptable levels of heat inside the chip when increasing the clock rate to high
limits [7]. Multicore technology allows higher performance with less energy
consumption which is an important requirement for mobile devices that suffer from
small size limitations and fast battery drainage. Multicore also enhances user
experience and control in multitasking environments where different heavyweight
applications can run simultaneously such as encryption, virus protection, and
compression. The performance gained by the parallel processing using multicore
depends mainly on how much is the size of the parallelizable part in the
implemented application. This means the parallelization will be very efficient only
if the executed application can be divided into different modules which can be
processed separately and concurrently by different processor cores.

As a storage encryption algorithm, different algorithms have been introduced to
meet the requirements. In this work, XTS-AES [8] has been chosen to be
implemented in order to enforce the confidentiality of data stored in mobile devices
while preventing from known attacks against previous cipher modes such as CBC.
The P1619 XTS-AES is an IEEE standard for data protection on narrow-block
storage devices. It integrates XTS mode of operation with the well known AES
encryption algorithm to provide a solid standard for storage protection. XTS-AES is
developed by the IEEE Security in Storage Working Group (SISWG) in 2007, and
approved by the National Institute of Standard and Technology (NIST) in 2010 in
an attempt to protect block-oriented storage devices. XTS-AES addresses different
types of attacks such as copy-and-paste attacks that may lead to data leakage. One
main advantage of XTS-AES algorithm is that it is fully parallelizable which can
greatly help to speedup data encryption process [8]. This is not true for some other
encryption modes of operation like CBC, OFB and CFB when compared to the
parallelizable XTS mode.

The operating systems for mobile devices have evolved dramatically in recent
years. This improvement ranges from attractive GUI to processing capabilities and
PC-like services. This was mainly driven by the huge advances in mobile devices
hardware, such as touch screens and high processing speeds, as well as great
consumer demands for smarter devices. To cope with mobile devices needs, such as
limited processing and memory as well as small display size, different operating
systems have been specifically tailored for that purpose. The most common mobile
platforms are Nokia Symbian, Apple’s i0S, BlackBerry OS, Windows mobile, and
Google’s Android [9, 10]. Some of these mobile platforms do not have an efficient
way to protect stored data, such as full storage encryption, which should be made as
an integral part of the operating system to guarantee high level of protection while
maintaining proper device performance. Alternatively, they rely on complementary
applications to provide the required level of security for data inside the device.
These applications are usually not efficient enough to protect against modern
attacks which are able to retrieve user data. Attacks through viruses and malware
are spreading to mobile devices from different sources such as Wi-Fi, Internet,
cellular networks, Bluetooth, and others [11].



Google’s Android is a relatively new mobile operating system. It is generally a
complete framework that is developed by Open Handset Alliance. Android is an
open source, programmable OS where its source code is available for community
developers to edit and enhance [12]. The latest version of Android platform,
specifically Android 6.0, mandates the use of full disk encryption (FDE) feature in
its devices. However this comes with different complaints that full disk encryption
heavily affect device performance. The security framework and content protections
of this platform are based on type of permissions given to an application rather than
tying access controls to the data handled by these applications. This may allow a
malicious application with suitable permission to breach the most sensitive data on
device. Moreover, the feature of Android as a multi-environment open source
operating system can be used against it where Android code is available for
attackers to study and manipulate. These different security and performance issues
in mobile devices introduce great need to address data storage confidentiality from
inside the platform itself which can significantly enhance the confidentiality of such
devices while maintaining better performance. Exploiting the spread of commodity
multi-core mobile devices can be an interesting area to address performance issues
that occur due to introducing security mechanisms such as encryption [9, 13].

To manage the structured data of applications in its mobile devices, Android as well
as many other mobile platforms have adopted SQLite [14] database system.
Android uses SQL.ite database as the main medium to store structured data so that it
can be easily accessed, queried, and modified. SQL.ite is an open source relational
database software library that is known to be serverless, self-contained, zero-
configuration, and embeddable engine used in many small scale systems. The wide
deployment of SQLite is due to its many features such as the small memory
footprint, high storage efficiency, and fast query operation. Another advantage of
SQLite is that its complete conformance with the well known transactional
Structured Query Language (SQL) standard. On the other hand, the heavy use of
SQLite databases can be slow due to the continuous need for I/0O access to non-
volatile memory (i.e. disk storage). SQL.ite is also used with operating systems of
other mobile devices, such as Apple’s i0S, Nokia’s Symbian, and recently
Blackberry 10 OS, in order to manage their application data [15, 16].

The data of each Android application is stored in one or more SQL.ite database files
that can be accessed only by that application. Additionally, data stored in SQLite
files do not have any content protection mechanism except that the access control
permissions of a database file are locked to its specific application. That makes the
confidentiality of SQL.ite data easy to access and can be breached if an intruder gets
access to the database files by one way or another. Other measures of data
protection, such as encryption, for SQL.ite files are not provided with the original
SQLite library. However encryption support is provided to SQL.ite through external
extensions such as SQLite Encryption extension (SEE) [17], SQLCipher [18], and
wxSQLite [19]. Many of these extensions suffer from performance issues inside
mobile devices due to the heavy impact of encryption which in some cases may
render the device useless [20, 21].



1.2 Research Motivation and Problem Statement

In recent years, the pervasive use of embedded and handheld devices globally has
given rise to serious issues and challenges related to protecting these data-rich
devices. One of the most important challenges that threaten these devices is how to
maintain the confidentiality and privacy of user’s sensitive data residing inside
these devices. The storage size of newer devices can hold large amount of data that
can be personal, corporate, or governmental data. Due to their small size, these
portable devices are prone to be lost or stolen easily causing their data to be
breached or tampered with through an adversary who might has physical access to
device contents. This can cause severe consequences and huge organizational loss
since large number of consumers uses their handheld devices for both personal and
corporate purposes. Among many smartphone platforms, Android is the most
common mobile platform globally. The vast proliferation and openness of source
code make Android platform more vulnerable to different attacks including data
security breaches.

The security of different current mobile devices, including Android platform,
depends mainly on simple user passwords which have been proven to be weak
enough especially with the latest attack models that benefit from advanced
technology [4, 22]. As an alternative, encryption of the storage area in smart gadget
devices can provide a far trusted solution to ensure confidentiality of stored data. In
recent years, many mobile platforms, such as Google’s Android, have introduced
the feature of full disk encryption (FDE) to protect data stored in their devices. FDE
IS an encryption mechanism that encrypts the whole contents of the mobile device
which may include encrypting the operating system itself [23, 24]. However, since
mobile and embedded devices suffer from lack of resources such as processing
power and memory, it is more appropriate that their encryption mechanisms do not
involve heavy-weight computational operations which can greatly impact their
performance and drain battery [25]. Another drawback of FDE is that these heavy
encryption-decryption operations need to take place every time you need to access a
non-confidential file or switch on and off your device. These limitations validate
that encrypting the most important and sensitive data residing in databases is more
practical than encrypting the whole storage contents.

SQLite database management system has been adopted by most mobile platform to
store and maintain their application and system databases. This system manages
databases without providing any protection mechanisms for data stored. If an
adversary can have access to a database file, he can easily retrieve database contents
using any simple text editor or database viewing tool. Providing a security
mechanism, such as encryption, for SQLite database can greatly enhance data
confidentiality of mobile devices as long as that does not affect the overall device
performance. XTS-AES encryption algorithm is mainly developed by IEEE for the
protection of storage data. Incorporating multicore processors with new
smartphones and handheld devices brought a new era to enhance data
confidentiality while maintaining suitable system performance. Taking advantage of



multicore technology equipped with current mobile devices can help improve
device performance, if a proper parallel system is built for that purpose.

The goal of this research is to develop a parallel encryption system for the
protection of sensitive data stored inside embedded and handheld devices. The
developed system will implement the well known IEEE XTS-AES tweakable block
encryption algorithm, which is developed for storage encryption, to protect data
inside mobile devices. XTS-AES is known to be a secure cipher against different
attacks such as copy-and-paste attack while allowing parallelization in its
implementations [8]. A parallel design of XTS-AES algorithm is to be developed
and implemented in this work. In recent years, Android became the most dominant
platform for smartphone devices. Based on Canalys [26], Android has the highest
growth rate of 615% from 2009(Q4) to 2010(Q4). The developed parallel XTS-
AES system will be designed for Android-based mobile devices. Since the most
important user data are in databases, the developed system is to be tailored more
specifically to target the data stored in SQLite databases which resides inside the
device persistent memory. The system will encrypt and decrypt data in SQLite
transparently on-the-fly without the need for any user intervention. It is well known
that Android SQL.ite is a light database management system that does not provide
any security mechanism, such as encryption, for its stored data.

As encryption is a resource-intensive operation that can affect the performance of a
mobile device, the developed system will implement a parallel XTS-AES design to
make full use of commodity multicore processors equipped with current and future
handheld devices. To achieve this target, a specifically tailored version of OpenMP
will be integrated to Android architecture where it will used to implement the
parallel design required for this system. Since multi-core programming in
embedded and mobile systems is relatively new, many of these systems still does
not have full support for parallel programming architectures (in both CPUs and
GPUs). OpenMP is a multi-platform application programming interface (API)
which is designed to be used for shared-memory parallel programming. Parallel
encryption utilizing different cores in mobile device can maintain data
confidentiality while enhancing system performance significantly. Introducing
multicore processors, such as CPUs and GPUs, to mobile devices will continue to
spread prevalently in the future, which makes it important to develop encryption
systems that can exploit this feature in order to reduce system overhead and
improve overall performance. During implementation part of this work, different
testbed experiments will be conducted using a multicore testbed device to evaluate
parallel gain in performance of the proposed system as compared to serial
implementations.

1.3 Aims and Objectives

In general, the aim of this thesis is to design and implement an XTS parallel
encryption system that can be used for the protection of data stored in Google’s
Android-based mobile devices. The developed system offers significant improve in



performance when compared to the current available storage encryption systems.
Performance evaluations will be performed using an experimental testbed Android
device.

In specific, the objectives of this study can be summarized as follows:

1. Todesign a parallel XTS data storage encryption system and integrate it into the
architecture of Android-based mobile devices.

2. To implement a transparent, on-the-fly XTS-AES parallel encryption system
tailored specifically for SQLite RDBMS of Android devices.

3. To evaluate, through testbed device experiments, the performance of the
developed XTS encryption system and then compare it against different
implementations.

1.4 Scope of Work

Security of data storage in mobile devices is a wide field with a vast range of
research topics. In this study, it is first highlighted how the developed system
generally works. Then this will be narrowed down to the main methodology, which
focus on how to design and implement a file-based parallel XTS encryption system
for the protection of persisting data resting inside Android mobile devices. The
work is then narrowed further to give focus to the protection of data residing in
databases (structured data) which are maintained by SQLite RDBMS. Other related
topics such as Android architecture, OpenMP parallel API, SQL.ite architecture are
clarified. On the other hand, security of the developed system is not covered since it
is based on the proven security of XTS algorithm which is based on the security of
the well known Rogaway’s XEX (Xor-Encrypt-Xor) encryption algorithm [8, 27].

The work in this thesis focuses on the development and implementation of an XTS
parallel encryption system that is designed to protect data-at-rest stored in Android-
based mobile devices. Since encrypting the whole contents of a mobile device can
incur performance issues and device resources overhead, the developed system is
tailored to encrypt data inside SQLite databases. To improve the overall system
performance, OpenMP parallel API (Application Programming Interface) is used to
design the parallel side of the proposed system which allows the system to exploit
the multicore processors equipped with current samrtphone and handheld devices.
Therefore, the implementation stage includes testbed experiments on a multicore
mobile device to test the developed system and measure gain in performance.
Additionally, the main concern of this study is the security of data stored inside
mobile devices (smartphones, tablets, etc) that is data resting in these devices.
Hence it does not cover any aspect of data in communication between mobile
devices. Finally, although the implementations in this work may be applicable to
other mobile platforms, such as iOS and Nokia, with minor modification, they are
developed specifically to target Google’s Android platform.



1.5 Research Contribution

Since current and future handheld and embedded devices will be increasingly
equipped with multicore processor technology (such as CPUs and GPUs), there is a
vital necessity to direct more research to this area especially with the lack of
resources in these small-size devices. This lack of resources comes with an urgent
need to secure data inside these mobile devices without affecting their performance.
The need for more research in parallel processing is obvious to mitigate the impact
of heavy-weight operations, such as encryption which became necessary for the
protection of mobile device from daily emerging threats.

The main contribution of this thesis is to design and implement a parallel encryption
system, using the well known IEEE XTS-AES encryption algorithm, to ensure
confidentiality of persisting data (data at rest) residing in mobile devices while
maintaining suitable device performance. The system is incorporated in Android
architecture, specifically to SQLite library, in such a way that it will transparently
encrypt structured data stored inside SQLite databases. This is achieved in a user-
friendly manner. To overcome any performance bottlenecks due to encryption
operations, the system is designed to encrypt data in parallel fashion exploiting the
newly introduced multicore feature with current mobile devices. This parallel
design can significantly enhance performance of the developed system.

The following points clarify more thesis contributions:

e The integration and implementation of multi-core parallel design of XTS-
AES in mobile devices can contribute to the protection of these limited-
resource devices while enhancing their performance at same time.

e The developed SQLite-XTS encryption system process data on-the-fly
where it encrypts database pages as they transfer to or from storage. This
ensures no performance burden may occur on mobile device when
encrypting the whole database in one time.

e The proposed system provides more user friendly way to ensure mobile
security since the storage encryption of SQL.ite databases will be performed
transparently without the need for user intervention.

e Testing the proposed system on a real testbed device (not only simulations),
gives the system the opportunity to be commercialized or added to official
distribution of Android in the future.

e Since the use of encryption for transparently protecting the storage data
inside mobile devices is considered to be a new field, a great deal of
research is required from both performance and security perspectives. This
work might have achieved one step in that necessary research.

e As far as the author knowledge, there no parallel XTS-AES study to encrypt
data stored in SQLite library of embedded devices have been reported in
literature.

e While this work mainly targets mobile devices that use Android platform, it
could be implemented in other SQL.ite-based mobile platforms, such as i0OS
and Nokia, with subtle modifications.

7



1.6 Outline of Thesis

This PhD thesis is organized into five chapters as follows. Chapter 1 introduces
research background, motivation and problem statement, research objectives, and
contributions. In Chapter 2, detailed literature of the whole work is provided. The
threats and challenges facing data security in mobile devices are discussed and
related research to that is explored. Different platform techniques to protect data
through encryption are detailed. Since this work mainly target Android platform,
the architecture of this platform as well as various issues related to data security are
explored in this part of thesis. Mechanism used for data storage in Android are also
discussed and compared to provide the pros and cons of each mechanism. The
storage encryption algorithms and techniques are explained giving focus to the
XTS-AES which remains the centre encryption algorithm of this study. Next is
detailed literature about SQLite architecture and more specifically its use in
Android. The security and data protection in SQLite is explored where different
encryption mechanisms and extensions are explained and compared.

Chapter 3 reports on the design and implementation of the proposed XTS-AES
parallel encryption system inside mobile devices, mainly Android-based devices.
The stages to implement the proposed XTS-AES in Android in both serial and
parallel design are introduced here. The parallel integration of XTS as well as other
ciphers to Android architecture is discussed including the tools used to achieve that
such as OpenMP API. Performance overheads that affect system speedup are
elaborated and their elimination is discussed. The mechanisms to measure the
performance are also provided. Experimental setup for both software and hardware
sides are also provided in details. The design and implementation details of the
proposed parallel XTS-AES system in SQL.ite are explained thoroughly.

In Chapter 4, the testbed experimental results obtained are presented. Findings in
this work are classified into two sections: Device File-based evaluations of XTS
storage encryption algorithms, and SQLite transparent XTS encryption system
(SQLite-XTS). In File-based evaluations, performance comparisons (serial and
Parallel) of different storage encryption algorithms, inside the mobile device, are
presented and analyzed with respect to XTS. In SQLite-XTS section, the testbed
experimental results obtained from four different SQLite implementations will be
discussed and compared. The enhancements gained from the proposed parallel
system will be compared to serial one; and then these results will be benchmarked
and compared with current implementation of SQLite encryption. Finally,
conclusions from the current study as well as recommendations for future research
are presented and thoroughly discussed in Chapter 5 of this thesis.
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