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For mobile users, interworking environment comprised of Long Term Evolution
(LTE), Worldwide Interoperability for Microwave Access (WiMAX) and Wireless
Local Area Networks (WLAN) has become a practical consideration. As a prevalent
technology, LTE and WiMAX have desirable features that support high data rate,
mobile capabilities, good quality of service (QoS), and wide coverage area. On the
other hand, WLAN provides higher bit rate but weaker mobility support. Additional
features such as cost effectiveness in covering signal dead zones of LTE networks and
its plentiful bandwidth for better QoS makes the WLAN a good complementary so-
lution for LTE networks. Accordingly, integration between these wireless network
technologies allows users to move from one to another wireless network to get better
QoS in case of some applications that demand higher data rates or to connect to a
network that has a stronger signal. However, interworking solutions between these
different technologies increase the possibility of intrusion on such networks, consume
their resources, affect the QoS and disclose its exchanged data. Thus, the security
in such environment is considered as an urgent need. The authentication process is
the basis of the security which should be performed appropriately whether in the
homogeneous or heterogeneous networks. It is becoming an increasingly important
factor during the handover (HO) process in the heterogeneous architecture, where
authentication delay and signalling cost may contribute significantly to the handover
delay and cost. On the other hand, the 3GPP standards have specified that, in inter-
working architectures between LTE and other wireless networks, each user should be
authenticated by the home server in LTE network, which makes this server a subject
of single point of failure. Therefore, designing authentication and re-authentication
protocols that address the mentioned limitations and contribute to fast, seamless
and secure roaming or HO at the same time is an open area that needs to be studied
and improved. Several studies have modified the existing authentication protocols,
but they are limited to 3G-WLAN interworking architecture. Besides, most of the
existing authentication schemes are complex and vulnerable to network attacks such
as User Identity Disclosure (UID) and Man In The Middle (MITM) attacks.
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This thesis presents authentication protocols for homogeneous and heterogeneous
wireless networks. In particular, a new method called Extensible Authentication
Protocol-Tunnelled Transport Layer Security -Improved Secure Remote Password
(EAP-TTLS-ISRP) is proposed for WiMAX networks. This method embeds the
transmission of security messages in a secure tunnel. The proposed method out-
performs other methods in terms of number of messages exchanged, where it is
reduced by 16% compared to other WiMAX protocols, which leads to reducing the
communication overhead. It also satisfies the EAP requirement for secure and ef-
ficient data exchange, as well as robust to MITM attack. In LTE networks, an
Efficient Evolved Packet System (EEPS-AKA) protocol is proposed to overcome se-
curity and performance problems such as UID and MITM attacks; storage overhead
and authentication delay. The proposed protocol is based on the Simple Password
Exponential Key Exchange (SPEKE) protocol. Compared to the previous meth-
ods, our method is faster, since it uses a secret key method which is faster than
certificate-based methods. In addition, the size of messages exchanged between the
User Equipment (UE) and Home Subscriber Server (HSS) is reduced by 19%, this
effectively reduces authentication delay and storage overhead. In LTE-WLAN in-
terworking architecture, EAP with improved Authentication and Key Agreement
(EAPAKA′) protocol is introduced to present new inter and intra re-authentication
protocols. These protocols provide an efficient method to improve security against
network attacks, protect the user identity and reduce the burden on HSS during
the sequential handovers. Compared to the standard authentication protocols, the
reduction of the authentication delay, signaling cost, handover delay, handover cost,
and energy consumption reaches up to 23%, 30%, 34%, 21%, and 13%, respec-
tively. In LTE-WiMAX-WLAN interworking architecture, authentication and re-
authentication protocols are proposed, where they can be invoked if users perform
vertical HO (between those networks) or horizontal HO (within the same network).
These protocols provide an efficient method to protect user identity and reduce the
burden on HSS. The results of analytical model show that the proposed protocols
achieve better performance than standard and other protocols in terms of delay,
cost, and energy consumption. Compared to the standard and other authentication
protocols, the reduction of authentication delay, signaling cost, handover delay, han-
dover cost, and energy consumption reaches up to 14%, 42%, 30%, 18%, and 17%,
respectively. The Automated Validation of Internet Security Protocols and Appli-
cations (AVISPA) tool is used to provide a formal verification. Results show that
the proposed protocols are efficient and secure against active and passive attacks.
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PENGESAHAN DALAM RANGKAIAN WAYARLES HETEROGEN

Oleh

KAMAL ALI AHMED ALEZABI

September 2017

Pengerusi: Fazirulhisyam Hashim, PhD
Fakulti : Kejuruteraan

Untuk pengguna telefon mudah alih, persekitaran jalinan kerja yang terdiri dari-
pada Evolusi Jangka Panjang (Long Term Evolution, LTE), Pengendalian Sedunia
bagi Akses Gelombang Mikro (Worldwide Interoperability for Microwave Access,
WiMAX) dan Rangkaian Kawasan Setempat Wayarles (Wireless Local Area Net-
works, WLAN) telah menjadi satu pertimbangan yang praktikal. Sebagai teknologi
yang diguna secare meluas, LTE dan WiMAX mempunyai ciri-ciri yang baik seperti
menyediakan kadar data tinggi, keupayaan mudah alih, kualiti perkhidmatan yang
baik (quality of service, QoS) dan kawasan liputan yang luas. Berbanding den-
gan LTE dan WiMAX, WLAN pula menyediakan kadar bit yang lebih tinggi tetapi
sokongan mobiliti lebih lemah. Ciri-ciri tambahan seperti keberkesanan kos dalam
meliputi zon mati isyarat rangkaian LTE dan kelebaran jalurnya untuk QoS yang
lebih baik juga menjadikan WLAN sebagai pelengkap bagi rangkaian LTE. Oleh
itu, integrasi teknologi-teknologi rangkaian wayarles ini membolehkan pengguna
bertukar-tukar di antara rangkaian wayarles bagi mendapatkan QoS yang lebih baik
apabila menggunakan aplikasi yang memerlukan kadar data lebih tinggi atau sam-
bungan ke rangkaian yang mempunyai isyarat yang lebih kuat. Namun begitu,
pertukaran di antara rangkaian teknologi ini meningkatkan kebarangkalian sesu-
atu rangkaian itu diceroboh, menghabiskan sumbernya, mempengaruhi QoS dan
mendedahkan data yang dihantar melaluinya. Oleh itu, sekuriti bagi persekitaran
sebegini adalah sesuatu yang sangat diperlukan. Proses pengesahan adalah asas
sekuriti, yang mana harus dibuat dengan betul sama ada dalam rangkaian homogen
atau rangkaian heterogen. Faktor ini menjadi semakin penting dalam proses sera-
han (handover, HO) dalam seni bina heterogen, di mana kelewatan pengesahan dan
overhed masing-masing boleh banyak menyumbang kepada kelewatan HO dan over-
hed komunikasi. Oleh yang demikian, perekaan protokol pengesahan dan pengesa-
han semula yang menyumbang kepada perayauan (roaming) atau HO yang lancar,
selamat dan laju, merupakan bidang yang perlu dikaji dan diperbaiki. Beberapa
kajian telah mengubah suai protokol pengesahan sedia ada tetapi hanya terhad
kepada seni bina jalinan kerja 3G-WLAN. Lagipun, kebanyakan skema pengesa-
han sedia ada bersifat kompleks dan mudah terdedah kepada serangan rangkaian
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seperti Pendedahan Identiti Pengguna (User Identity Disclosure, UID) dan seran-
gan Orang Tengah (Man In The Middle, MITM). Tesis ini memperkenalkan pro-
tokol pengesahan untuk rangkaian wayarles heterogen. Secara khususnya, satu
kaedah baru yang digelar Protokol Pengesahan Boleh Diperluas-Sekuriti Lapisan
Pengangkutan Berterowong-Kata Laluan Jauh Selamat Diperbaiki (Extensible Au-
thentication Protocol-Tunnelled Transport Layer Security-Improved Secure Remote
Password, EAP-TTLS-ISRP) dicadangkan untuk rangkaian WiMAX. Kaedah ini
membenamkan penghantaran mesej sekuriti dalam terowong yang selamat. Kaedah
yang dicadangkan ini lebih bagus daripada kaedah lain, dari segi bilangan mesej yang
dihantar sebanyak 16% berbanding dengan WiMAX protokol yang lain, dan seterus-
nya menyebabkan kos overhed yang kurang. Ia juga memenuhi keperluan EAP
untuk pertukaran data yang selamat dan efisien, di samping teguh terhadap seran-
gan MITM. Manakala dalam rangkaian LTE, sebuah protokol Sistem Paket Evolusi
Efisien (Efficient Evolved Packet System, EEPS-AKA) dicadangkan bagi menan-
gani masalah keselamatan dan prestasi seperti UID dan serangan MITM; simpanan
overhed, dan kelewatan pengesahan. Protokol yang dicadangkan adalah berasaskan
protokol Pertukaran Kunci Eksponen Kata Laluan Mudah (Simple Password Ex-
ponential Key Exchange, SPEKE). Jika dibandingkan dengan kaedah-kaedah yang
lalu, kaedah kami lebih laju kerana ia menggunakan kaedah kunci rahsia yang lebih
laju daripada kaedah berasaskan sijil. Tambahan pula, saiz mesej yang dihantar
antara Peralatan Pengguna (User Equipment, UE) dan Pelayan Pelanggan Rumah
(Home Subscriber Server, HSS) dapat dikurangkan dan ini mengurangkan kelewatan
pengesahan dan simpanan overhed dengan efektif. Bagi seni bina jalinan kerja
LTE-WLAN, protokol EAP yang dilengkapi Persetujuan Pengesahan dan Kunci
yang dipertingkat (Authentication and Key Agreement, EAP-AKA′) diperkenalkan
bagi menghasilkan protokol antara pengesahan semula dan protokol intrapengesa-
han semula yang baru. Protokol ini menyediakan kaedah efisien bagi meningkatkan
sekuriti terhadap serangan rangkaian, melindungi identiti pengguna dan mengu-
rangkan beban pada HSS semasa serahan berjujukan. Jika dibandingkan dengan
protokol pengesahan standard, pengurangan kelewatan pengesahan, kos isyarat,
kelewatan penyerahan, biaya penyerahan dan penggunaan tenaga mencapai sehingga
23%, 30%, 34%, 21%, dan 13%, masing-masing. Bagi seni bina jalinan kerja LTE-
WiMAX-WLAN pula, protokol pengesahan dan protokol pengesahan semula di-
cadangkan, di mana ia boleh diaplikasi apabila pengguna melakukan HO vertikal
(antara rangkaian berbeza) atau HO mendatar (dalam rangkaian sama). Protokol
tersebut menyediakan kaedah efisien bagi melindungi identiti pengguna dan men-
gurangkan beban pada HSS. Keputusan model analisis menunjukkan bahawa se-
mua protokol yang dicadangkan mencapai prestasi yang lebih baik berbanding pro-
tokol standard dan protokol lain dari segi kelewatan, kos dan penggunaan tenaga.
Berbanding dengan protokol standard, pengurangan kelewatan pengesahan, kos
isyarat, kelewatan penyerahan, biaya penyerahan dan penggunaan tenaga mencapai
sehingga 14%, 42%, 30%, 18%, dan 17%. Alat Protokol dan Aplikasi Pengesahan
Sekuriti Internet Automatik (Automated Validation of Internet Security Protocols
and Applications, AVISPA) digunakan untuk pengesahan rasmi. Keputusan menun-
jukkan bahawa protokol-protokol yang dicadangkan adalah efisien dan selamat bagi
mengatasi serangan aktif dan pasif.
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CHAPTER 1

INTRODUCTION

Unlike the past generations of mobile users, the new and future generations demand
a seamless and secure connection to the wireless networks anytime, anywhere and
regardless of the access network type or the service providers. Therefore, wireless
networks are becoming more important and more widespread. With this deployment
and multiplicity of technologies used such as the 4th Generation (4G) technology
includes LTE and mobile WiMAX networks; and wireless networks such as WLAN
networks, it has become necessary to provide appropriate solutions for communica-
tion between these technologies. An open and unsecured radio channel is used in
the wireless network systems to send / receive data and signals between the net-
work entities such as Base Stations (BSs) and Mobile Stations (MSs), therefore, the
need arises for a reliable and non-penetrable security system to protect data traffic
between those entities.

1.1 Overview

1.1.1 Broadband Wireless Networks

The wireless broadband refers to a wireless connection that provides data, voice, and
video communication at high speed and capacity. It was not included in the early
generations of wireless access technology such as the first generation (1G). The 1G
has only provided mobile voice services. It was using the analog technology, which
suffered from the absence of security features. In the early 1990s, the second gener-
ation (2G) that was represented by GSM systems has provided a digital technology.
This has improved the capacity and coverage of mobile voice services. The security
features have been added to GSM system by using authentication and cryptography
technologies. The wireless broadband technology has been introduced in the third
generation (3G), which is represented by the Universal Mobile Telephone System
(UMTS). The 3G has provided the data communication at high speed. Whereas,
the fourth generation (4G), which is represented by LTE and mobile WiMAX tech-
nologies has presented the wireless broadband networks with new radio technology
at a higher data rate and capacity. It has also added many security features.

The UMTS has been defined in November 2004 by the Third Generation Part-
nership Project (3GPP). The 3GPP has many other projects such as High Speed
Downlink Packet Access (HSPDA), High Speed Uplink Packet Access (HSUPA),
Time-Division Synchronous Code Division Multiple Access (TD-SCDMA), System
Architecture Evolution (SAE) and LTE release 8. The enhanced version of LTE is
LTE release 10 or LTE-Advanced (LTE-A) where multiple carriers have been ag-
gregated to provide wider bandwidth and improved antenna technologies have been
used in both direction uplink and downlink. The widespread use of 4G networks
leads to more needs of high bit rate, less delay in such networks.

WiMAX has been considered as one of the key technologies that is capable of address-
ing the increasing demand for high-speed data communication [1]. The main aim of
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WiMAX (The standard IEEE 802.16) is to enable the delivery of last-mile wireless-
broadband access and high-bandwidth connectivity to its users. This technology
is considered as a practical alternative solution to conventional wired-broadband
technologies, such as cable, digital subscriber line (DSL), and fiber optics. WiMAX
provides many advantages, including fast and easy deployment, thus resulting in cost
savings. This technology can be a beneficial choice in crowded, urban, or rural areas,
where wired infrastructures are difficult to establish. Two main standards have been
released to define functionalities of WiMAX in supporting wireless-broadband ac-
cess. The IEEE 802.16-2004 standard addresses fixed and nomadic users [2], whereas
the IEEE 802.16e-2005 standard provides the foundation of WiMAX mobility.

WLAN is considered complementary to broadband wireless networks because of its
cost-effectiveness on covering signal dead areas of broadband wireless networks and
its plentiful bandwidth for better quality of service.

1.1.2 Security in Wireless Networks

Interworking of different wireless network technologies allows users to choose an
appropriate wireless network to attain a better QoS in case of some applications that
demand higher data rates. Sometimes the roaming could be performed in order to
connect to a network with stronger signals. However, interworking solutions between
those different technologies increase the possibility of intrusion of such networks,
consume its resources, affect the QoS and disclose its data exchanged, thus, security
in such environment is considered as an urgent need.

The authentication is a very important process in both, homogeneous and hetero-
geneous wireless networks, since most of attackers target this process and then they
try to be authenticated and treated as authorized users. After that, they utilize the
network resources and prevent the legitimate users from utilizing the network ser-
vices. Unfortunately, the authentication process becomes more burdensome in case
of heterogeneous wireless networks, where the users should be authenticated and
re-authenticated during different types of handover. The authentication process is
playing a key role in the handover process, where authentication delay and overhead
may contribute significantly to the handover delay and communication overhead
respectively. Thus, designing authentication and re-authentication protocols that
prevent attacks and contribute in fast, seamless and secure handover at the same
time is a major challenge that faces the designers of authentication protocols.

In LTE networks, access security mechanism is used for authentication and key
agreement between UE and the Evolved Nodes Base station (eNB). It also uses han-
dover key management to refresh the session keys securely when UE moves from one
to another eNB to mitigate the attacks caused by a malicious BS. These procedures
are called AKA which was introduced in 3G networks and it is considered as an
LTE security mechanism. AKA provides a mutual authentication between UE and
eNB and it also provides key agreement. EPS-AKA protocol is the last version of
UMTS-AKA, where the added improvements have raised the degree of security, but
made the protocol more complex.
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In the WiMAX networks, the Privacy Key Management protocol version 2 (PKMv2)
is utilized to secure communication among its users, and PKMv2 utilizes the EAP
protocol and methods as the framework. It is worth to highlight that IEEE 802.16
does not specifically dictate any EAP methods in its standard. In light of this,
there is a wide-range of EAP authentication methods that have been developed
by researchers and industry. In general, the EAP methods can be classified into
three main categories [3]; the first type is password-based such as Message Digest 5
(EAP-MD5), Secure Remote Password protocol (EAP-SRP), Light Extensible Au-
thentication Protocol (EAP-LEAP), Simple Password-Authenticated Exponential
Key Exchange (EAP-SPEKE), and Flexible Authentication via Secure Tunnelling
(EAP-FAST); the second type is certificate-based such as Transport Layer Security
(EAP-TLS), Protected Extensible Authentication Protocol (EAP-PEAP), and Tun-
nelled Transport Layer Security (EAP-TTLS); and the third type is SIM card-based
such as Subscriber Identity Module (EAP-SIM) and Authentication and Key Agree-
ment (EAP-AKA). The password-based is simple and secure, but not as robust as
the certificate-based. Meanwhile the SIM card-based is commonly used in cellular
communications (i.e., installed in mobile phones). In IEEE 802.16e, the Initial Net-
work Entry Authentication protocol (INEA) is a part of PKMv2that is performed
by MS when connecting to WiMAX network.

In WLAN networks, the security was not specified completely in the earlier versions,
where the Wired Equivalent Privacy (WEP) protocol was used to provide security.
It was improved in the IEEE 802.11i amendment. In the standard IEEE 802.11i,
the WiFi Protected Access (WPA) protocol has been specified, where the Advanced
Encryption Standard (AES) block cipher is used. Improvements in key management,
encryption and authentication are also included in this standard. As a part of WPA
protocol, the Remote Authentication Dial in User Service (RADIUS) protocol is
specified by the Internet Engineering Task Force (IETF) to provide security and
authentication mechanism in the IP networks [4]. RADIUS protocol supports EAP
authentication protocol, which works with different authentication methods such as
TLS, TTLS, LEAP, PEAP and AKA.

1.2 Problem Statement

Four network architectures are addressed in this thesis: WiMAX network architec-
ture, LTE network architecture, LTE-WLAN architecture and LTE-WiMAX-WLAN
architecture. The problems in each architecture are presented and then the motiva-
tions to solve these problems are provided.

In WiMAX networks, the main advantage of using EAP is its capability to support
both user and device authentication; it can be achieved by using either single or
combined EAP methods. Nevertheless, using double EAP or combined methods
may incur additional overheads, and due to this reason it is not completely specified
in IEEE 802.16 standard. Therefore, it is considered not suitable to be implemented
in most of the approaches defined by the IETF. Moreover, there is no state machine
defined for combined methods in the IETF. In light of this, using a single EAP based
method would be more appropriate.
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For single EAP based authentication, there should be a suitable method for pro-
viding user and device authentication, while at the same time it should satisfy the
security requirements. The most suitable solution for performing user/device au-
thentication in the single EAP based is to use the tunnel based methods [3]. In
such methods, a tunnel protocol such as TLS is executed between the MS and BS or
Authentication Server (AS) to complete the device authentication followed by one or
more authentication methods within the established tunnel. Although, the tunnel
method with one of the authentication protocols provide an efficient solution, it may
increase the communication overhead during user/device authentication. In this the-
sis, an effective and secure authentication method is proposed to provide user/device
authentication in WiMAX networks. This method uses one of the tunnel methods
to perform device authentication, and to protect the method (the control messages)
that performs the user authentication, while at the same time satisfies the authenti-
cation requirements. This method is based on EAP-TTLS [5] as a tunnel method to
complete the device authentication, and EAP-SRP to be executed within the TTLS
tunnel to perform the user authentication [6], [7].

In LTE networks, the basics of Extensible Authentication Protocol Authentication
and Key Agreement (EAP-AKA) are used in the LTE AKA protocol, which is called
Evolved Packet System AKA (EPS-AKA) protocol to secure LTE network, however
it still suffers from various vulnerabilities such as UID and MITM attacks; and signif-
icant storage overhead [8], [9]. To address these vulnerabilities, a new authentication
protocol, called EEPS-AKA, is designed based on the SPEKE protocol.

In LTE-WLAN architecture, several studies have modified the existing authentica-
tion protocols, but they are limited to 3G-WLAN interworking architecture [10],
[11]. Besides, most of the existing authentication schemes still inherit delay and cost
during authentication and handover processes [12]. In addition, they still vulnera-
ble to network attacks (e.g., UID attack) [13], [14]. For these reasons, the EAP is
introduced with improved AKA (AKA′) protocol to present the new inter and intra
re-authentication protocols specified for the LTE-WLAN interworking architecture.

In LTE-WLAN-WiMAX architecture, effective full EAP-AKA′, INEA and EPS-
AKA authentication protocols or fast authentication protocols are performed during
the handover process between these networks regardless of the type of handover (i.e.,
inter and intra). The inter handover is performed when UE moves across different
network domains, whereas, the intra handover is performed when UE moves across
different APs/BSs/eNBs within the same network domain. Thus, performing full
authentication or fast re-authentication in each time the user connects to the wireless
domain will increase the delay and cost of handover and authentication processes. In
addition, authentication protocols that are used in this architecture still suffer from
networks attacks such as user identity attack and other problems such as access
networks key leakage. To address these limitations, the standard authentication
protocols are modified and new inter/intra re-authentication protocols are proposed
to provide secure and fast authentication during different handovers between these
access networks.
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In general, such heterogeneous networks that serve a huge number of users consume
higher amounts of energy compared to homogeneous networks. On the other hand,
depending on the home server to authenticate a huge number of wireless users makes
it vulnerable to be a single point of failure.

1.3 Research Objectives

The aim of this thesis is to develop authentication and re-authentication protocols
in homogeneous and heterogeneous wireless networks. The research objectives are
as follows:

• To enhance the performance and security of authentication process in WiMAX
networks by protecting the network against attacks such as MITM and replay
attacks; and reducing the number of exchanged messages which reduces the
communication overhead. These enhancements are achieved by designing a
new tunnelled EAP based authentication method.

• To enhance the performance and security of authentication process in LTE
networks by protecting the network against attacks such as MITM and UID
attacks; and reducing the size of the exchanged messages that contributes in
reducing the storage overhead. These enhancements are achieved by designing
a new authentication and key agreement protocol.

• To improve the security and performance during the HO process in WLAN
- LTE interworking architecture by protecting the networks against UID at-
tack and reducing the authentication delay, signalling cost, handover delay,
handover cost, and energy consumption. These improvements are achieved by
improving the standard authentication protocols and designing new inter and
intra re-authentication protocols.

• To provide fast and secure HO process in the LTE-WLAN-WiMAX interwork-
ing architecture by protecting the networks against UID attack and reducing
the authentication delay, signalling cost, handover delay, handover cost, and
energy consumption. These improvements are achieved by improving the stan-
dard authentication protocols of LTE, WLAN, and WiMAX networks. The
improved protocols are used to present new inter and intra re-authentication
protocols for each network.

1.4 Study Module

This work is dedicated to study the network access security, in particular the au-
thentication and re-authentication protocols that play a key rule to provide secure
and fast communication in both homogeneous and heterogeneous wireless networks.
The other security aspects such as application, user and network domain security
are out of the scope of this work.

The summary of approaches that have been chosen in this thesis is illustrated in
Figure 1.1, where the solid lines along with the colored boxes denote the followed
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direction to achieve determined objectives, and the dashed lines show the other
research directions of the security aspects and authentication protocols which are
not covered in this thesis.
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Figure 1.1: System module.

1.5 Main Contributions

The contributions in this thesis target the limitations and vulnerabilities of each
wireless network separately and then address the limitation and vulnerabilities in
the interworking architectures between these networks. The contributions are listed
in the following:

• Design of an authentication protocol for WiMAX networks
An authentication protocol has been proposed to provide mutual authentica-
tion, reduce the communication overhead, and protect the network against
several types of attacks such as MITM and Replay attacks. For the single
EAP based authentication, the proposed protocol provides both user and de-
vice authentication based on EAP-TTLS and EAP-SRP, respectively.

• Design of an authentication protocol for LTE networks
The EEPS-AKA has been proposed for LTE network to overcome security and
performance problems in EPS-AKA protocol such as UID and MITM attacks;
and storage overhead. The proposed protocol is based on the SPEKE protocol.
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• Design of authentication and re-authentication protocols for LTE-
WLAN interworking architecture
In the LTE-WLAN interworking architecture, the standard EAP-AKA′ is mod-
ified to provide mutual authentication between the UE and 3GPP Authenti-
cation, Authorization, and Accounting (3GPP AAA) server and the inter and
intra handovers are considered by designing inter and intra re-authentication
protocols. The proposed protocols with modified EAP-AKA′ protocol are
aimed of reducing the delay and cost of both authentication and handover;
and energy consumption. At the same time, the proposed protocols ensure the
security aspects in authentication process. In addition, a new mechanism to
renew the re-authentication identity is proposed.

• Design of authentication and re-authentication protocols for LTE-
WiMAX-WLAN interworking architecture
A new method to prevent the user identity attack and reduce cost and over-
head on AS is proposed, which contributes significantly in reducing the delay,
cost, and energy consumption during different handover types. Three standard
protocols, EPS-AKA, INEA, and EAP-AKA′ protocols are modified and used
to provide full authentication process between the user and LTE, WiMAX
and WLAN networks, respectively, when the user connects to one of those
networks for the first time. New re-authentication protocols are proposed to
provide fast inter and intra re-authentication process in LTE-WiMAX-WLAN
interworking architecture during horizontal and vertical handover. Moreover,
a new unified key hierarchy is proposed to be suitable for the module of the
networks involved in the designed protocols.

1.6 Organization of the Thesis

Each chapter in this thesis discusses the problems of authentication process in each
network architecture and presents the proposed solutions to solve those problems.
The remainder of the thesis is organized as follows:

Chapter 2 elaborates the architectures of WLAN, WiMAX, LTE networks, and in-
terworking architecture between these networks. It also presents an overview of
authentication and re-authentication protocols that are used in these architectures.
In addition, it summarizes the related work in the field of security of wireless net-
works; and authentication / re-authentication protocols.

Chapter 3 presents the proposed protocols in homogeneous networks, it contains two
main sections. The first section presents a new tunnelled EAP based authentication
method for WiMAX networks to provide both user and device authentication and
to protect the communications in WiMAX networks against MITM attacks. The
second section presents an enhanced authentication and key agreement protocol for
the LTE networks to improve the security of LTE network against user UID attack
and to reduce the storage overhead.

Chapter 4 presents three authentication and re-authentication protocols for LTE-
WLAN interworking architecture.
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Chapter 5 presents the modified authentication protocols and the new inter/intra re-
authentication protocols for LTE-WiMAX-WLAN interworking architecture. Chap-
ter 6 concludes the thesis and future research.
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