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Abstract of thesis presented to the Senate of Universiti Putra Malaysia in 

fulfillment of the requirements for the degree of Doctor of Philosophy 

OPTIMIZED SCHEME FOR EFFICIENT AND SCALABLE KEY 

MANAGEMENT IN IEEE 802.16E-BASED NETWORKS 

By 

MOHAMMAD MEHDI GILANIAN SADEGHI 

February 2015 

Chairman :     Professor Borhanuddin Mohd Ali, PhD 

Faculty :     Engineering 

The computer industry has defined the IEEE 802.16 family of standards that will 

enable mobile devices to access a broadband network as an alternative to digital 

subscriber line (DSL) technology. Based on this standard, WiMAX which stands 

for worldwide interoperability for microwave access, was introduced by an 

industry consortium called WiMAX Forum, to offer a broadband wireless access 

to a plethora of mobile devices such as lap top, smart phones, and potentially any 

other network of devices. Subsequently, Mobile WiMAX was developed based on 

IEEE802.16e to support mobility where mobile devices can then roam from one 

coverage area to the next and remain connected. 

As the mobile devices join and leave a network, security measures must be taken 

to ensure the safety of the network against unauthorized usage by encryption and 

key management. IEEE 802.16e uses multicast and broadcast service (MBS) as an 

efficient mechanism to distribute the same data concurrently to multiple mobile 

stations (MSs) through one Base Station. To generate, update and distribute the 

keys for secure communication over IEEE 802.16e, the MBS applies Multicast 

and Broadcast Rekeying Algorithm (MBRA) as a basic key management 

algorithm. The main performance parameters of group key management schemes 

are typically communications, computation and storage cost as well as scalability 

and energy efficiency. 

This thesis focuses on improving group key management performance in IEEE 

802.16e. In general, there is a trade-off among the communications, computation 

and storage costs of key management scheme. The aim is to enhance the group 

key management performance by providing a good trade-off among the 

communications, computation and storage costs. In addition, the proposed scheme 

should guarantee network scalability and consumes less energy upon rekeying 

process.   
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First, a new key management scheme called Scalable and Efficient Key 

Management Protocol (SEKMP) is proposed. It is built on two tree data structures 

that organize the MSs into subgroups which enable it to manage the group keys 

effectively. One of the trees is a binary tree data structure and the other is a B-tree 

data structure. The aim of SEKMP is to seek a balance between various 

performance parameters.  

Next, an enhanced version of the proposed Scalable and Efficient Key 

Management Protocol called extended SEKMP (E-SEKMP) is developed based 

on SEKMP. E-SEKMP works by arranging the MSs into three main groupings 

based on their duration of stay in the cell, which in turn depends on the speeds of 

the respective MSs. 

 

Simulation results show that SEKMP achieves a better balance among the 

performance parameters compared against the other schemes, while E-SEKMP 

shows reduced communications costs and energy consumptions. In terms of 

communications costs, the proposed scheme shows 77.41% improvement in 

comparison to MBRA, and an average of 47.87% improvement over ELAPSE in 

all modes, while in energy consumptions, the proposed scheme consumes less 

energy with an average of 38.27% improvement over that of ELAPSE. In terms of 

scalability, the proposed scheme shows 94.18% improvement compared to 

MBRA and 61.15% compared to ELAPSE. 
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Industri komputer telah mentakrifkan keluarga piawaian IEEE 802,16 yang akan 

membolehkan peranti mudah alih untuk mencapai rangkaian jalur lebar sebagai 

alternatif kepada teknologi gelung pelanggan digital (DSL). Berdasarkan piawaian 

ini, WiMAX yang bermaksud capaian gelombang mikro saling beroperasi seluruh 

dunia, diperkenalkan oleh konsortium industri yang dikenali sebagai WiMAX 

Forum, untuk menawarkan capaian wayarles jalur lebar untuk pelbagai jenis 

peranti mudah alih seperti lap top, telefon pintar, dan beberapa banyak lagi 

rangkaian untuk peranti. Selepas itu, Mobile WiMAX dibangunkan berdasarkan 

IEEE802.16e untuk menyokong mobiliti di mana peranti mudah alih itu boleh 

merayau dari satu kawasan liputan kepada satu kawasan lain dan kekal 

disambungkan. 

 

Oleh kerana peranti mudah alih menyertai dan meninggalkan rangkaian, langkah-

langkah keselamatan perlu diambil untuk memastikan keselamatan rangkaian 

terhadap penggunaan yang tidak dibenarkan dan pencerobohan, dengan 

menggunakan penyulitan dan pengurusan kekunci terjamin. IEEE 802.16e 

menggunakan perkhidmatan multicast dan penyiaran (MBS) sebagai mekanisme 

yang cekap untuk mengedarkan data yang sama secara serentak ke beberapa 

stesen mudah alih (MS) melalui satu Stesen Pangkalan. Untuk menjana, 

mengemaskini dan mengedarkan kekunci untuk komunikasi selamat melalui IEEE 

802.16e, MBS menggunakan algoritma penjanaan kekunci semula Multicast dan 

Penyiaran (MBRA) sebagai algoritma pengurusan kekunci asas. Parameter 

prestasi utama skim pengurusan kekunci kumpulan biasanya adalah kos 

komunikasi, pengiraan dan penyimpanan serta kebolehan untuk diskala dan 

kecekapan tenaga. 
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Tesis ini memberi tumpuan kepada meningkatkan prestasi pengurusan kekunci 

kumpulan dalam IEEE 802.16e. Secara umum, terdapat satu tolak ansur di antara 

kos komunikasi, pengiraan dan penyimpanan skim pengurusan kekunci. 

Tujuannya adalah untuk meningkatkan prestasi pengurusan kekunci kumpulan 

dengan menyediakan tolak ansor yang baik antara kos komunikasi, pengiraan dan 

penyimpanan. Di samping itu, skim yang dicadangkan perlu menjamin kebolehan 

berskala untuk rangkaian dan menggunakan tenaga yang kurang dalam proses 

penjanaan semula kekunci . 

Pertama, skim pengurusan kekunci baru yang dikenali sebagai Protokol 

Pengurusan Kekunci Boleh diskala dan Cekap  (SEKMP) adalah dicadangkan. Ia 

dibina di atas dua struktur data pohon yang mengaturkan MS ke dalam kumpulan 

kecil yang membolehkannya mengurus kekunci kumpulan dengan berkesan. Salah 

satu pohon adalah struktur data pohon binari dan satu lagi struktur data pohon B 

order 2. Tujuan SEKMP adalah untuk mendapatkan keseimbangan antara pelbagai 

parameter prestasi. 

 

Seterusnya, versi protokol Pengurusan Kekunci Boleh diskala dan Cekap yang 

dipertingkatkan (E-SEKMP) telah dibangunkan berdasarkan kepada SEKMP. E-

SEKMP berfungsi dengan menyusun MS kepada tiga kumpulan kekunci 

berdasarkan tempoh mereka tinggal di dalam sel, yang seterusnya bergantung 

kepada kelajuan MS masing-masing. 

 

Keputusan simulasi menunjukkan SEKMP mencapai kesimbangan yang lebih 

baik di antara parameter prestasi berbanding dengan skim lain manakala E-

SEKMP menunjukkan kos komunikasi dan konsumsi tenaga yang rendah. Dari 

segi kos komunikasi, skim yang dicadangkan menunjukkan peningkatan 77.41% 

berbanding dengan MBRA, dan purata peningkatan 47.87% berbanding dengan 

ELAPSE dalam kesemua mod, manakala dalam  konsumsi tenaga, skim yang 

dicadangkan menggunakan tenaga yang kurang dengan purata peningkatan 

38.27% berbanding dengan ELAPSE. Dari segi kebolehan untuk diskala, skim 

yang dicadangkan menunjukkan peningkatan 94.18% berbanding dengan MBRA 

dan 61.15% berbanding dengan ELAPSE. 
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CHAPTER 1 

      INTRODUCTION 1

1.1 Background 

Wireless networks have become the principal technology for deployment of 

communications infrastructure due to their many benefits and advantages in 

comparison with the wired ones. In future the wireless networks will become the 

primary interface for network communication and main platform of applications 

and services [1]. 

Worldwide Interoperability for Microwave Access (WiMAX) [2]  is a 

heterogeneous wireless network technology. WiMAX is designed to serve as the 

Metropolitan Area Networks (MANs), and it is an easier and cheaper alternative 

to wired networks such as backhauling cables, digital subscriber line (DSL) and 

T1 for various types of networks. WiMAX, which is an industry branding for 

IEEE 802.16 based networks [3], is an open standard that offers high throughput 

and wider coverage compared to that of traditional wireless networks and is the 

predominant technology for wireless network deployment [4, 5]. 

IEEE 802.16 which is derived from the IEEE 802.16 working group [6] is used to 

identify the air interface for Broadband Wireless Access (BWA) over a 

metropolitan area. Among the series of IEEE 802.16 standards, IEEE 802.16-2001 

[7] was first defined to provide the last mile for fixed Wireless MAN working at 

10-66 GHz bands with Line-of-Sight (LOS). Then, IEEE 802.16d-2004 [8], 

consolidates the earlier standards working on 2-11 GHz bands with Non Line-of-

Sight (NLOS) plus mesh nodes. The amendment in IEEE 802.16e-2005 [9] 

versions also known as Mobile WiMAX provides mobility support in BWA. It is 

by far the most popular version, even though newer versions i.e. IEEE 802.16m 

[10], have also been formulated.  

As for the security model of IEEE 802.16, it has been designed to guarantee 

authentication, confidentiality, integrity, privacy and access control. The main 

aspect of security is to transfer the security keys between Base Stations (BS) and 

Mobile Stations (MSs), in a secure way. The IEEE 802.16d [8] which was defined 

for fixed wireless access uses Privacy Key Management Version 1 (PKMv1) to 

define, manage and distribute the keys, but there are several security issues in 

PKMv1 [11, 12]. Hence, in IEEE 802.16e, an enhanced key management scheme 

called Privacy Key Management Version 2 (PKMv2) [9] was introduced to 

mitigate the security shortcomings of PKMv1.  
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PKMv2 uses Extensible Authentication Protocol (EAP) [13] and RSA algorithm 

[14] as authentication methods. The authentication mechanism ensures that when 

an MS enters a particular BS coverage area, it should perform authentication and 

authorization for access in order to obtain the keys that will protect data traffic 

more securely. 

 

 

IEEE 802.16 supports multicast applications such as pay-per-view, 

teleconferencing, online auction through Multicast and Broadcast Service (MBS) 

[9]. Multicast is a very efficient technique for group communications. Several 

applications, such as online games, newscast, stock quotes, multiparty 

conferences, and military communications, can benefit from secure multicast 

communications. MBS, which is a new application feature for broadband wireless 

standards, constitutes an integral part of the IEEE 802.16e. In fact, MBS of IEEE 

802.16e provides an efficient mechanism to distribute the same data concurrently 

to multiple MSs through the BS using shared radio resources. The MBS can be 

used to transfer any type of data, e.g., text, streaming media and multimedia based 

on local policy. In order to generate, update and distribute the security keys for 

secure communication over IEEE 802.16e, the MBS applies Multicast and 

Broadcast Rekeying Algorithm (MBRA) [9] as a basic rekeying algorithm. 

 

 

1.2 Problem Statement and Motivation 

In broadband wireless access networks such as WiMAX, there is an increased 

demand for an efficient and secure group communications, where applications 

like pay-per-view, video conferencing and online games are commonplace. The 

group communication uses a shared security key by way of group key 

management to encrypt the data in order to secure the group and prevent 

unauthorized users from accessing the data through encryption. This procedure is 

referred to as access control [15]. An ideal, group key management should be 

secure, scalable to extend to a larger group size and provide good efficiency. 

Hence, group key management schemes faces issues on performance, efficiency, 

security and scalability. This situation motivates us to pursue the research in this 

thesis to solve the issues of key management and propose a new scalable and 

efficient group key management solution for the IEEE 802.16 wireless networks. 

 

 

In IEEE 802.16e standard, group key management scheme is handled by MBS, 

but its usage in the standard is still in its infancy. It does not take any 

consideration on scalability and efficiency during group key distribution among 

MSs and it does not support backward and forward secrecy [16]. There are a few 

group key management schemes for IEEE 802.16 such as those described in [17-

25] that used fixed tree structures to group members to implement group key 

management, but the key updating costs, in term of operational efficiency and 

scalability is not balanced, so this reduces the overall performance of the network. 

The main problem here is to define a constant tree structure to manage key 

updating process. Thus, the aim of this thesis is to overcome the aforementioned 
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shortcoming. This is achieved by way of a dynamic group key management 

mechanism to establish a trade-off among various performance parameters. 

 

 

1.3 Research Aim and Objectives 

This thesis focuses on improving group key management performance of the 

existing schemes in IEEE 802.16e in terms of efficiency and scalability. As a 

general rule, there is trade-off among the performance parameters of group key 

management scheme, and the key management can only improve some of the 

performance parameters. Thus, the aim of this thesis is to enhance the group key 

management performance by providing a good enough trade-off among the 

communications, computation and storage costs in order to optimize (near 

optimal) the performance parameters. In addition, the group key management 

scheme will guarantee network scalability and consumes less energy in doing 

group key management. The main objectives of the thesis can be summarized as 

follows: 

 

 

1. To propose a scalable, efficient group key management scheme in IEEE 

802.16e by dynamic grouping of MSs in the BS coverage area using tree 

structures.  

 

2. To develop an analytical model that can analyze the performance 

parameters of group key management in IEEE 802.16e. 

 

3. To evaluate, through simulations, the proposed group key management 

scheme in terms of communications, computation and storage costs as well 

as scalability and energy consumption, and comparing the performance of 

the proposed scheme with the current schemes specified in IEEE 802.16e 

and some extension schemes on the standard. 

 

 

1.4 Thesis Scope 

The scope of this thesis is on the study and analyses of group key management for 

IEEE 802.16e, and developing an efficient and dynamic group key management 

scheme. It mainly focuses on operational efficiency, scalability and energy 

consumption specified for group key management in IEEE 802.16e networks. To 

be more specific, this thesis focuses on performance parameters on the following 

points: 

 

 

1. The operational efficiency measured in terms of communications, computation 

and storage costs. The communications costs refer to the number of 

transmitted messages upon a key management; the computation costs refer to 

the time required of ciphering operations in order to get the updated group 
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keys, and the storage costs refer to the number of keys stored by the BS and 

MSs 

2. Scalability which means the capability of key management protocol to handle 

a large group of members, and also its ability to manage highly dynamic 

membership changes. The 1-affect-n phenomenon is estimated from the 

number of members affected by rekeying operations. 

3. A key management protocol that consumes small amount of energy especially 

for MSs which normally run on small batteries. 

 

 

1.5 Brief Methodology 

The focus of this thesis is to develop a dynamic group key management algorithm 

for IEEE 802.16e networks. The proposed schemes, referred to as Scalable and 

Efficient Key Management Protocol (SEKMP) and Extended Scalable and 

Efficient Key Management Protocol (E-SEKMP) are offered to solve the 

scalability and efficiency issues in the standard and existing group key 

management schemes. 

  

 

Briefly, the proposed scheme dynamically establishes hierarchical trees in order to 

ensure the optimisation on the communications, computation and storage costs of 

the network. It further improves the scalability issue as well as minimizes energy 

consumption in the network.  

This is achieved by means of two tree data structures that arrange the MSs into 

subgroups and manage the group keys effectively. A group of MSs forms a 

subgroup. One of the trees is a special binary tree data structure, called Set-

pruning Trie described in [26, 27]. For simplicity, it will be referred to as a binary 

tree for the rest of the thesis. The other tree is a B-tree of order 2 data structure 

[28] that allows fast split and merge operations. After that, three above structures 

are applied to group the MSs in three main groups based on duration of stay in the 

cell. 
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1.6 Study Module 

Figure 1.1 summarizes the scope of this thesis within the research issues for IEEE 

802.16. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.1 : Study module 

 

 

1.7 Thesis Organization 

This thesis is organized as follows. Chapter 1 gives a broad overview of the thesis 

and spells out its objectives. In Chapter 2, the literature review on group key 

management schemes especially on IEEE 802.16 is presented. Chapter 3 describes 

the proposed key management scheme which is an improvement on group key 

management in IEEE 802.16e. The results and discussion are explained in 

Chapter 4 to show the results from the numerical analysis and simulation 

approaches. We conclude our work and propose future works in the Chapter 5. 
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