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Handover performance plays an essential role in ensuring that an excellent result is
realized for most of the real-time applications in WiMAX networks. Generally, the
entire interruption found in the handover process exists in three categories: i) link
layer handover delay, ii) IP network layer handover delay, iii) security sub-layer
handover delay.

According to research the large portion of the delay associated with the handover
process originates from user authentication and network entry and re-entry. Some
types of soft real-time applications which include media streaming, however, require
the smallest interruption for effective service.

Unfortunately the existing design of the handover scheme lacks the ability to provide
a seamless and secure connection [8][9]. Therefore, making use of this conventional
technique will be unsuitable [22]. This thesis introduces an efficient design that can
provide a seamless and secure communication especially over the subsequent
handover; we named it (Seamless & Secure Subsequent Handover) 3SHO for short.

This approach considers the use of a pre-authentication method and prior backhaul
inter-communication, to generate a minimum delay that is suitable for some types of
soft real-time application. Results obtained from analytical comparison and
simulation; indicate that 3SHO approach achieves 72% improvement when
compared to the standard [8][9], and 38% improvement over the enhanced scheme in
[40].

When it comes to packet loss, the simulation results show that 3SHO approach
achieves 76% improvement over the standard [8][9], and 56% improvement over the
enhanced scheme in [40]. Parallel to the seamless handover, the proposed pre-
authentication scheme proves to be a fine addition to our approach towards achieving
a seamless handover with backward/forward secrecy characteristic. Furthermore,



3SHO approach is verified using Automated Validation of Internet Security
Protocols and Applications (AVISPA).
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Prestasi lepas tangan memainkan peranan penting di dalam memastikan keputusan
cemerlang untuk kebanyakan aplikasi masa nyata di dalam rangkaian WiMAX.
Secara umumnya semua gangguan yang dijumpai di dalam proses lepas tangan
berada di dalam tiga kategori: i) lengah lepas tangan lapisan pautan ii) lengah lepas
tangan lapisan rangkaian IP iii) lengah lepas tangan sublapisan keselamatan.

Berdasarkan kepada penyelidikan, sebahagian besar daripada lengah yang berkaitan
dengan proses lepas tangan adalah berasal daripada proses pengesahan pengguna dan
masukan rangkaian serta masukan semula rangkaian.  Walaubagaimanapun,
sebahagian daripada jenis aplikasi masa nyata yang lembut iaitu pengaliran media
memerlukan gangguan minima untuk perkhidmatan yang berkesan.

Malangnya reka bentuk skema lepas tangan yang sedia ada kekurangan keupayaan
untuk menyediakan sambungan yang selamat dan lancar [8][9]. Justeru itu,
penggunaan teknik konvensional ini adalah tidak sesuai. Tesis ini memperkenalkan
rekabentuk cekap yang boleh menyediakan komunikasi yang lancar dan selamat
terutamanya untuk lepas tangan berikutan; yang kami namakan (Lepas Tangan
Lancar dan Selamat) 3SHO secara ringkas.

Pendekatan ini mempertimbangkan penggunaan kaedah pra-pengesahan dan
komunikasi terlebih dahulu antara angkut balik, untuk menjana lengah minima yang
sesuai untuk sebahagian jenis aplikasi masa nyata yang lembut. Keputusan yang
diperolehi dariapada perbandingan beranalisis dan simulasi menunjukkan pendekatan
3SHO mencapai peningkatan sebanyak 72% berbanding piawai [8][9], dan
peningkatan 38% berbanding skema yang telah diperbaiki di dalam [40].

Untuk kehilangan paket, keputusan simulasi menunjukkan pendekatan 3SHO
mendapat 76% peningkatan ke atas piawai [8][9], dan 56% peningkatan berbanding
skema yang telah diperbaiki di dalam [40]. Selari kepada lepas tangan secara lancar,



cadangan skema pra-pengesahan tersebut terbukti sebagai penambahan yang baik
kepada pendekatan kami ke arah mencapai ciri kerahsiaan kebelakang/kehadapan.
Tambahan pula, pendekatan 3SHO telah disahkan dengan menggunakan
Pengesahsahihan Berautomat Protokol dan Aplikasi Keselamatan Internet
(AVISPA).
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CHAPTER 1

INTRODUCTION

1.1 Background

Increasing demand for mobile Internet and wireless multimedia applications has
enhanced the development of broadband wireless access technologies.

Fourth generation (4G) mobile communication systems are required to support
advanced services over a wide variety of operating environments. A considerably
higher peak transmission rate and spectral efficiency than legacy third generation
(3G) systems are required in 4G systems.

Two existing technologies have been identified as necessary upgrades to implement
the proposed 4G wireless systems at an early date [1]. These technologies are
Worldwide Interoperability for Microwave Access (WiMAX), a standard of the
Institute of Electrical and Electronics Engineers (IEEE), and Long-Term Evolution
(LTE), a standard of the Third Generation Partnership Project (3GPP).

In addition, to satisfy all the requirements of International Mobile
Telecommunications  Advanced (IMT-Advanced) of the International
Telecommunication Union’s (ITU) recommendation (ITU-R), both WiMAX and
LTE have performed necessary upgrades in their standards to become well-
recognized 4G systems [2].

WIMAX (IEEE 802.16), the IEEE standard for Wireless Metropolitan Area
Networking (WMAN), was amended to become 802.16m, also known as WiMAX
2.0 [2]. Similarly, 3GPP LTE was augmented to LTE-Advanced to become 4G-
compliant [2]. Both WIMAX 2.0 and LTE-A were designed with different QoS
parameters to enhance delivery of evolving Internet applications.

1.2 Overview of the WiMAX Network

WIMAX is the broadband network technology for WMAN. The WiMAX family of
standards was developed by the IEEE 802.16 Working Group [3] and adopted by the
IEEE organization, the European Telecommunication Standard Institute (ETSI), and
High Performance Radio Metropolitan Area Network (HiperMAN). The salient
features of this technology include a carrier frequency less than 11 GHz (currently at
2.5, 3.5, and 5.7 GHz), orthogonal frequency-division multiplexing (OFDM) [4], and
the Orthogonal Frequency-Division Multiple Access (OFDMA). In addition, the
technology has scalable OFDMA-based transmission techniques [4], very high data
rates of approximately 75 Mbps or higher, and an outdoor coverage range (distance)
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of up to 20 km. Since the inception of IEEE 802.16-2001 in 2001 until the
establishment of recent Mobile WiMAX versions of IEEE 802.16e and 802.16m, the
WIMAX family of standards has traversed through different stages. Table 1.1
provides a good a comparison of the different IEEE 802.16 versions [5] [6].

Mobile WIMAX supports three types of handover techniques. Among these
techniques, hard handover (HHO) is the default. Both fast base station switching
(FBSS) and macro-diversity handover (MDHO) are optional techniques [5].

At present, security issues in wireless networks have become a growing concern with
the spread of wireless communication. In particular, wireless systems face more
security threats than wired systems. IEEE 802.16, which is the standard for WMAN,
has integrated a preexisting standard referred to as Data Over Cable Service
Interface Specifications (DOCSIS), which is intended to be used for cable networks
but not for wireless networks. Consequently, IEEE 802.16 security was unsuccessful
in protecting the IEEE 802.16 link [7] and exhibited several major changes in its
Privacy and Key Management (PKM) protocol with the most recent standard, i.e.,
IEEE 802.16e-2005 [8].

1.3 WiMAX Network Security Features

The latest IEEE 802.16 systems were designed by considering advanced security
features. Support is available for shared user validation, along with flexible key
management protocol, strong traffic encryption, control and management plane
message shield, and security protocol optimizations for speedy handovers. The other
features of these systems are listed as follows [9].

o Key management protocol: PKM protocol version 2 (PKMv2) forms the
basis of WIMAX protection. This protocol manages media access control
(MAC) security, traffic encryption control, handover key exchange, and
authentication and broadcast/multicast security messages.

o Device/user authentication: WiMAX supports device and user authentication
using the Extensible Authentication Protocol (EAP) of the Internet
Engineering Task Force (IETF). A diversity of identification authentication
schemes, such as username/password, digital certificates, and smart cards, are
supported.

e  Traffic encryption: The Advanced Encryption Standard (AES) that counters
Cipher Block Chaining (CBC) MAC (AES-CCM) is the cipher used to
protect all user data over the WiMAX MAC interface. The keys used to drive
the cipher are generated via EAP authentication.

e  Control message protection: Control data are protected using the AES cipher-
based message authentication code (CMAC), or the message-digest 5
algorithms (MD5)-based or hash-based message authentication code
(HMAC) schemes [5].

o Fast handover support: To support fast handovers, WiMAX allows the MS to
use a pre-authentication scheme with a particular target base station (BS) to
facilitate accelerated reentry. A three-way handshake scheme is supported by

2



WIMAX to optimize the reauthentication mechanisms for supporting fast
handovers.

Table 1.1 Features of Different Versions of IEEE 802.16

Latency

10to
10 66 GHz, LOS
to 66 GHz, and 2to 11 21011 GHz
Frequency 10 ~ 66 LOS and 2 to GHZ, (mainly in 210 11 GHz,
GHz, LOS 11 GHZ, NLOS (mainly | 2.3and 2.5 NLOS
NLOS in3.5and 5.8 | GHz), NLOS
GHz)
Physical e SCa, OFDM, Sgﬁgﬁa' SCa, OFDM, | SCa, OFDM,
Layer OFDMA OEDMA OFDMA OFDMA
Duplex TDD, FDD | TDD, FDD TDD, FDD TDD, FDD TDD, FDD
Mobile
(walking
speed up to 10
Mobile Km/hr;
Mobility noni s nond (Vehicular up Vehicular
Features to speed up to
120 Km/hr) — 120 Km/hr;
High Speed up
to
350 Km/hr)
Standardization - . February
Date April 2002 | April 2003 October 2004 2006 2011
100 Mb/s for
. mobile
Max"ﬁ":n Data - - Up to 75 Mb/s 63 Mb/s stations and 1
ate GBY/s for fixed
stations
~50 Up to 10 Km 1to 30 Km
Coverage - - Km (optimal: 2 to (optimal: 5
4 Km) Km)
Handover - - - ~50 ms <30 ms




1.4 Motivation and Problem Statement

The impressive development of wireless mobile communication and networking was
evident during the first decade of this millennium. Wireless mobile networking and
cellular networking have exerted the most profound influence on the exceptional
growth of wireless mobile networks.

¢ Lengthy handover: One of the biggest issues that confronts any wireless
mobile network, including mobile WiMAX, is handover. Thus, the need for
seamless handover is essential to exhibit reliable network performance.

Extensive research indicates that most delays associated with the handover process
originate from the following categories:

1- Delay associated with the link layer.
2- Delay associated with the IP layer.
3- Delay associated with the security sublayer.

e Security vulnerability: During the handover process, the network will
be exposed to numerous attacks. Thus, finding a balance between
seamless handover and a secure communication line is vital to overall
network performance.

1.5 Research Aim and Objectives

The objectives of this research involve several aspects of handover in mobile
WIMAX. The various desirable performance criteria of a handover algorithm are as
follows.

1.  Handover must be seamless and highly reliable such that no call is dropped
in the ongoing connection. Unreliable handover may cause further
unnecessary handovers that may impede the performance of the network.

2. A secure communication line among TBS, SBS, and MS, as well as
forward and backward secrecy in the network are essential.

Providing seamless and secure handovers in different wireless and cellular networks,
such as Wi-Fi, WIMAX, UMTS, and LTE, has become a challenge. Individually,
these technologies have different kinds of personalized requirements to enable
handover activities to occur successfully. Among these networks, the focus of this
thesis is to devise newly improved handover techniques for WiMAX networks.

1.6 Study Scope

Mobility is an important feature of a wireless cellular communication system. In
general, continuous service is achieved by supporting handover from one cell to
another. The IEEE standard 802.16e-2005 enhances IEEE standard 802.16-2004 to
support mobile stations that are moving at vehicular speeds. One of the most



challenging research issues in investigating broadband wireless access technologies,
such as WiMAX, is providing smooth and seamless support for mobility.

Continuous services of multimedia streaming data are essential when a mobile
station undergoes handover. Although the IEEE 802.16e standard proposes to
address this problem, the disruption time of handover remains too long to overcome
the maximum delay of some types of soft real-time services, such as media
streaming.

This study focuses on micromobility handover or intra-ASN handover environment.
In micromobility handover and intra-ASN handover environments, a mobile terminal
moves between two BSs that belong to the same ASN, while preserving the same
foreign agent at the ASN. A railway train or an express highway network is
considered an excellent example of this research environment.

In this study, a network simulator 2 (NS2) was used to measure and evaluate the
performance of our design based on the following parameters.

« Handover delay/latency: Handover latency is defined as the time interval
from the last packet received from the serving BS to the new packet received
from the target BS.

» Packet loss: Packet loss is counted from the MS disconnecting from the
serving BS to receiving new packets from the target BS.

This study aims to reduce handover delay and packet loss to realize a seamless
connection. Parallel to the seamless handover, the Automated Validation of Internet
Security Protocols and Applications (AVISPA) is used to verify and analyze the
security performance of our seamless and secure subsequent handover (3SHO)
design.

1.7 Thesis Organization

This thesis is organized into five chapters. Chapter 1 includes the background and
motivation of the research, the problem statement, the challenges at hand, the
research aim and objectives, and the study scope.

Chapter 2 presents a background of the subject related to the methodology proposed
in this thesis and discusses other literature related to this work, particularly those on
the intra-ASN handover and authentication protocol in mobile WiMAX. Chapter 3
presents the methodology, protocol analysis, and validation of our 3SHO approach.
Chapter 4 explains the results and the analysis obtained from our simulation and
security validation tool. Chapter 5 presents the conclusion of this study and offers
suggestions for future work.
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