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A Distributed Denial of Service (DDoS) attack is widely regarded as a major threat for the 

current Internet because of its ability to create a huge volume of unwanted traffic and avoid the 

service for the users. It is hard to detect and respond to DDoS attacks due to the large and 

complex network environments. When the DDoS attack is being executed, in most of the cases, 

the target cannot provide its services normally. This is not a significant problem for non-critical 

application, but for availability critical services such as stock financial, stock market, or 

governmental, the effect of the attack may involve huge damage. In this thesis, the distance-

based DDoS detection technique was introduced by developing prototype as a real simulation for 

different protocols flood in vb.net. The technique was tested by using the CAIDA DDoS Attack 

2007 Dataset.  The method for discreet event simulation (DES) was applied to get the result after 

applying DDoS attack protection. The attacks are detected by analyzing distance values and 

traffic rates. The distance information of a packet can be inferred from the Time to- Live (TTL) 

value of the IP header.  
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Serangan Distributed Denial of Service (DDoS) dianggap secara meluasnya sebagai ancaman 

yang utama terhadap Internet terkini kerana kebolehannya untuk mencipta trafik yang tidak 

diperlukan dalam jumlah yang besar dan menghalang servis kepada pengguna.  Adalah sukar 

untuk mengecam dan memberi maklum balas kepada serangan DDoS disebabkan persekitaran 

rangkaian yang terlalu besar dan kompleks. Dalam kebanyakan kes, apabila serangan DDoS 

sedang dilaksanakan, target tidak dapat memberikan servis yang normal. Perkara ini tidak 

menjadi masalah yang ketara kepada aplikasi bukan-kritikal tetapi bagi servis yang kritikal 

seperti kewangan stok, pasaran stok, atau pihak swasta, kesan kepada serangan ini akan 

melibatkan kerosakan yang besar.  Dalam tesis ini, teknik pengesanan DDoS berasaskan jarak 

diperkenalkan dengan membangunkan satu prototaip sebagai simulasi sebenar untuk beberapa 

protokol flood yang berbeza dalam vb.net. Teknik ini telah diuji menggunakan dataset CAIDA 

DDoS Attack 2007. Kaedah untuk simulasi kejadian secara diskret (DES) diaplikasikan untuk 

mendapat keputusan selepas memasukkan kawalan serangan DDoS.  Serangan dikesan dengan 

menganalisa nilai jarak dan kadar trafik. Maklumat jarak bagi paket boleh disimpulkan daripada 

Time-To-Live (TTL) bagi kepala IP. 
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CHAPTER 1 

INTRODUCTION 
 
 

1.1 Background 

 

 

Today, Distributed Denial of Service (DDoS) attacks have become a common threat to online 

businesses. With over 50,000 distinct attacks per week, DDoS attacks have become highly 

visible and costly form of cyber-crime, and are increasingly being proactively addressed by 

online businesses to avoid devastating costs of DDoS related downtime. Recent trends in the 

Internet  show that the total amount of the DDoS attacks reached over 100 gigabit per second 

barrier. It also shows that the amount of DDoS attack traffic has been increasing in size year by 

year. A study conducted by Arbor networks shows the year-by-year increase of the DDoS attack 

traffic on the Internet, from the year 2001 to 2011 as shown in Figure 1. Denials of service 

attacks (DoS) deny services to legitimate users offered by the server or target machine. With 

time, DoS attack evolved to distributed denial of service attack where attacker compromises 

some other vulnerable machines on the Internet to coordinate attack at a single instant of time on 

the victim machine thus multiplying the effect of denial of service. 

 

Figure 1: DDoS Attack Traffic on the Internet 
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As the time is going on, the impact of DDoS assaults on Internet security is becoming colossally. 

Inside of an almost no compass there is a gigantic increment in the size a recurrence of DDoS 

assaults. With the new advances and new procedures, the aggressors are discovering more 

refined approaches to assault the servers. In this circumstance it is important to concoct different 

components to identify and guard these DDoS assaults and shield the servers from the 

aggressors. Numerous investigates have be done to identify the DDoS assault activity in 

transport layer, which is more powerless against DDoS assaults. DDoS assaults are more regular 

in transport layer. Coming to application layer, they acquire enormous misfortune and it is 

exceptionally hard to relieve DDoS assaults even under the vicinity of solid firewalls and 

Intrusion Prevention Security. Inquires about are being led to alleviate application layer DDoS 

assaults. Figure 2 shows the top 10 attack techniques in (2013) and the most percentage goes to 

DDoS attack by 23% so it is clear that this issue have to be addressed and solved by doing many 

research. 

 

Figure 1.2: The Top 10 Attack Techniques in (2013) 
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As a rule, system bundles use TCP/IP for transmission. The bundles themselves are innocuous, 

however in the event that there are an excess of unusual parcels, it will bring about the system 

gadgets or servers to over-burden. This can rapidly devour the framework assets. Another case is 

if the parcels exploit certain conventions' creating the disappointment of system gadgets or 

servers. Both cases will bring about refusal of administration. These are the fundamental 

standards of DDoS assaults. 

 

1.2 Problem statement 
 
 

 The main problem need to be discussed in this study, is based on the paper 

work from  (Seung-Hoon Kang et al. ,2013). The work they achieved solution for 

DDoS protection system in previous work is to provide the service to predigested 

users by using the DDoS avoidance strategy for service availability by divide the 

attack scenario in different time points and provide alternative access channels to 

already authenticated and other valid  users but they did not focused in in the 

increase of the level of protection by improving  the Internet infrastructure and 

some mechanism and features to avoid the attacker and  eliminating the 

vulnerabilities that could be target of attack, and installing security  patches. 

These security measures provide safeguard mechanism to reduce the possibility 

of DDoS attacks by provide effective mechanism to eliminate or avoid attacks 

and deliver continuous service availability. 

 DDoS Attack response should employ intelligent packet discard mechanisms to 

reduce the downstream impact of the flood while preserving and routing the non-

attack packets, by reducing the traffic when it overpasses a threshold value and it 

tries to cover the issue of how to recognize the malicious traffic from the 

receiving traffic, meanwhile the discovery of the real source where the attack is 

being executed. 
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 The number of devices that has been attacked has increased due to the lack of 

well defined patterns. 

 Choosing suitable detection method is playing the major role to detect  DDoS 

attack in different scenarios. 

 There is therefore the need for an effective and efficient techniques to make 

protection of normal traffic from the DDoS attack .  

 

1.3 Objectives 
 

The objective of this work can be split into two folds; this will help to find the best 
 
 

Output and embed it to be used for future DDosS avoidance system. 
 
 

• Find a suitable method and techniques to make the service available and the 

normal packet is executing in the network without DDoS attack. 

• Develop a prototype for DDoS avoidance s ys t e m  using a suitable monitoring 

for the packets in the selected network.  

 

1.4 Scope 
 

This study has different scopes need to be followed in order to meet the objectives 

 

Planned: 

• To re-implement DDoS avoidance strategy for availability by using discrete event 

simulation (DES). 

• Propose a prediction System by monitoring and analyzing the packet before and 

after DDoS attack   . 
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1.5 Organization of thesis  
 

 

The remainder of this thesis is organized as follows:  

Chapter 2 will discuss the existing DDoS and DoS techniques, algorithms and their 

applications in addition to the advantages and disadvantages. Chapter 3, is considering data 

preprocessing in general the analysis and preparations in order to have a good methodology for 

DDoS when apply the detection and protection techniques.  

In Chapter 4, we apply the detecting classification techniques such as TCP, UDP floods 

and used the evaluation measurements to measure the model built performance by using time 

and capacity of the packet metrics. In Chapter 5, the System will be implemented based on the 

rules generated from the best model in Chapter 4 and will develop a system prototype to be used 

by end user .  

In Chapter 6, will conclude the study and its effect and what is the future work that can 

improve the result of current study. 
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