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ABSTRACT 

Abstract of the thesis presented to the Senate of Universiti Putra Malaysia in 

fulfillment of the requirement for the degree of Master of Science 

ROBUST COMMUNICATION IN DIFFERENTIAL RELAY PROTECTION USING 

WIRELESS TECHNIQUE 

By 

MALIK QASIM BADAR 

February 2015 

 

Chairman:    Mohammad Lutfi Othman, PhD, Ir 

Faculty:         Engineering 

 

The traditional power system protection performance has been constrained by the 

manufacturers’ specified limit errors of current transformers’ CTs burden. The 

conventional hardwire communication between CTs and protective relays has imposed 

difficulties in selecting the best possible protective relay devices to be used with the 

intended CTs so as not to overburden and saturate the CTs. Any saturation on the part 

of the CTs will incur errors on the measurements and tripping decisions made by the 

protective relays. In order to address this problem, a study has been carried out to 

evaluate the performance of a wireless differential transformer protection using 

Wireless Fidelity (Wi-Fi) that has done away with the traditionally hardwired copper 

communication medium of incoming measured voltages and currents of relay from the 

CTs. This approach is envisaged to be able to minimize the CT burden due the 

absence of signaling copper cables, reduce CT saturation and, importantly, performs a 

reliable protection system of the differential protective relay. The works involved are 

simulating transformer power quantities and wireless transmitted signals using the 

National Instrument data acquisition device (NI-DAQ) NI 9227 and modelling a 

transformer differential protection using National Instrument graphical programming 

tool LabVIEW. The results from the experiment demonstrate that the wireless 

transformer differential protection is able to avoid CT overburdening and saturation 

and, hence allow a more efficient protection operation performed by the relay. The 

fact that it is wireless, the cost of implementation can also be reduced and the 

problems of electromagnetic interference can be minimized. 
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ABSTRAK 

Abstrak tesis yang dikemukakan kepada Senat Universiti Putra Malaysia sebagai 

memenuhi keperluan untuk Ijazah Sarjana Sains 

KOMUNIKASI TEGUH DALAM PERLINDUNGAN GEGANTI KEBEZAAN 

MENGGUNAKAN TEKNIK TANPA WAYAR 

Oleh 

MALIK QASIM BADAR 

February 2015 

 

Pengerusi:    Mohammad Lutfi Othman, PhD, Ir 

Fakulti:         Kejuruteraan 

 

Prestasi perlindungan sistem kuasa tradisional telah dikekang oleh 'ralat had tertentu 

pengubah semasa pengilang beban (beban CT). Komunikasi hardwire konvensional 

antara CT’s dan geganti pelindung telah mengenakan kesukaran dalam memilih 

peranti mungkin geganti yang terbaik untuk digunakan dengan CT’s dimaksudkan 

supaya tidak membebankan dan menepukan CT’s. Sebarang tepu di pihak CT’s akan 

menanggung kesalahan pada ukuran dan keputusan tersandung membuat geganti 

perlindungan. Dalam usaha untuk menangani masalah ini, satu kajian telah dijalankan 

untuk menilai prestasi perlindungan pengubah kebezaan tanpa wayar menggunakan 

Wireless Fidelity (Wi-Fi) yang telah dihapuskan tradisional terdawai keras (tembaga) 

medium komunikasi kuantiti masuk diukur (iaitu voltan dan arus) geganti dari CT’s. 

Pendekatan ini dijangka dapat mengurangkan beban CT kerana ketiadaan kabel 

tembaga isyarat, mengurangkan CT tepu dan yang penting, melaksanakan sistem 

perlindungan dipercayai geganti pengkamiran perlindungan. Kerja-kerja yang terlibat 

adalah simulasi kuantiti kuasa pengubah dan wayarles isyarat dihantar menggunakan 

peranti Instrumen Nasional perolehan data (NI-DAQ) NI 9227 dan model 

perlindungan pengubah kebezaan menggunakan Instrumen Nasional alat 

pengaturcaraan grafik LabVIEW. Hasil daripada eksperimen menunjukkan bahawa 

perlindungan pengubah pengkamiran wayarles mampu mengelakkan dari 

overburdening dan tepu CT’s dan, dengan itu membolehkan operasi perlindungan 

yang lebih cekap dilakukan oleh geganti. Hakikat bahawa ia adalah tanpa wayar, kos 

pelaksanaan juga dapat dikurangkan dan masalah gangguan elektromagnetik boleh 

dikurangkan. 
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CHAPTER 1 

INTRODUCTION 

Transformer is an important device in a power system. Hence, its protection is also 

equally important. The primary objective should be to detect faults and minimize 

danger associated with it. Different types of faults can occur in a transformer for 

which communication medium plays an important role to inform relay to generate 

tripping signal. 

Recent studies and development in power system network have solved many problems 

but some of them still need to be addressed effectively. Today’s researchers should try 

to address to reduce all problems and make power systems work efficiently and 

reliably. One of the major issue is the burden of current transformer in transformer 

differential protection. Therefore, there is a need to develop systems which can help 

reducing burden of current transformer and effectively solve issues like saturation and 

selection of relay. Moreover, the designed systems should also be reliable, secure and 

efficient. 

 

1.1 Importance of communication medium 

In protective relaying, transmission of monitored data can be from different sources 

like generator, transformer or any device to relay. This monitored data helps relay to 

differentiate between a fault and normal condition. Communication medium plays a 

vital role. In one hand, it is an essential part for a power system and on the other it is 

also important for interfacing between different types of hardware. In a power system, 

communication medium acts as heart of system that needs to work continuously while 

transmitting data from one place to another. Researchers are actively making efforts 

on making communication systems more effective, reliable, secure and fast. 

 

1.2 Performance Issues in Protective Relay 

Inaccurate, slow, insensitive detection and isolation are strongly dependent on 

technicality of protective relays. These factors strongly affect the performance of 

protective relays. Some issues are mentioned below. 

• Distorted signals of secondary side of transformer during transient in CT 

saturation (Kojovic & Day, 1999).  

• Power system network complexity and complexity of wires (Chan & Snider, 

2000). 

• Protective devices can be exposed to extreme fault due to saturation (Kojovic & 

Day, 1999). 

• Connecting wire resistances play a vital role in CT burden and need to be placed 

CTs closed to relay (Kojovic & Day, 1999).. 
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• Greater is the tendency of the current transformer to saturate, if burden 

impedance is increasing (David H & WSCC group, 1989). 

• Impedances of equipment attached are very high (Lee, Jung, Kim, & Baek, 

1999). 

• Communication loss issue that leads to channel delay, noise, interruption fading, 

synchronization error (e.g. differential relay), etc. in relay protection. (Voloh, 

Kasztenny, & Campbell, 2001). 

 

1.3 The Problem Statement 

Power system protection performance has been constrained by the manufacturers’ 

specified limit errors of current transformers’ burden (CT burden) as mentioned in 

section 1.2. The conventional hardwire communication between CTs and protective 

relays have imposed difficulties in selecting the best possible protective relay devices 

to be used with the intended CTs so as not to overburden and saturate the CTs. Any 

saturation on the part of the CTs will acquire errors on the measurements and cause 

tripping decisions made by the protective relays (Powell, 1979) (Sawko, 2008). 

Former wire based communication medium like optical fiber cause error in 

synchronization and also a costly solution to implement with less issues of 

electromagnetic interference. 

 

1.4 Objectives of Research 

In order to address the above problems, a study has been carried out to develop and 

evaluate the performance of a wireless differential transformer protection using 

Wireless Fidelity (Wi-Fi). 

• Provide an alternative to the traditionally hardwired (copper) communication 

medium of incoming measured quantities of relay from the CTs that is 

demonstrably efficient and highly usable.  

• Given methodology should minimize the CT burden due the absence of signaling 

copper cables, reduce CT saturation and, importantly, perform a reliable 

protection system of the differential protective relay.  

 

1.5 Scope of Research 

This study aims to address the performance of a wireless differential transformer 

protection using Wireless Fidelity (Wi-Fi) communication medium of incoming 

measured quantities (i.e. voltages and currents) of relay from current transformers 

(CT’s). More specifically this approach will be developed to minimize the CT burden 

due the absence of signaling copper cables, reduce CT saturation and gives reliable 

protection system of the differential protective relay. From within the domain of 

performance, the scope of the study is limited to evaluate the proposed system 

performance of conventional differential protection systems. The work will involve 

simulating transformer power quantities and the wireless transmitted signals using the 
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National Instrument data acquisition device (NI-DAQ) NI 9227 and modeling a 

transformer differential protection using the National Instrument graphical 

programming tool LabVIEW.  

 

1.6 Contributions of Research 

Contributions of this study are a mirror of the objectives discussed above. More 

specifically, this study involves simulating transformer power quantities and the 

wireless transmitted signals using National Instrument data acquisition device (NI-

DAQ) NI 9227 and modelling a transformer differential protection using the National 

Instrument graphical programming tool LabVIEW.  

The results from the experiment demonstrate that the wireless transformer differential 

protection is able to reduce overburdening and saturating the CTs and, hence allow a 

more efficient protection operation performed by the relay. Moreover, the fact that it is 

wireless, the cost of mass implementation will also be reduced and the problems of 

electromagnetic interference will be minimized. 

 

1.7 Limitation of Research 

This work is done in the National Instrument library (NI-AIN) having limited 

resources because of the huge cost associated with buying a differential relay and 

acquiring a real transformer.  

 

1.8 Thesis Layout 

Chapter 1 (introduction), provides an insight on necessity of protective relay 

performance analysis, problems and proposed solution, relay operations and scope of 

research.  

Chapter 2 (literature review), reviews different faults, problems in CT and differential 

relay, different issues in using differential protection, drawback of using wires, and 

different medium of communication in protective relaying. It also highlights the 

advantages and disadvantages of different medium of communications.  

Chapter 3 (Methodology), discusses the steps in achieving the stated research 

objectives defined for this research. It covers the implementation steps in detail and 

the expected results.  

Chapter 4 (Result and Discussion), covers details of overcurrent fault that can occur 

during operation of relay, small error and behavior of circuit breaker response in 

simulation and hardware. The results are supported with relevant figures, tables and 

discussions. 
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Chapter 5 (Conclusion), concludes the discussion with comments on results achieved 

by implementing the proposed technique based on both simulation and hardware, also 

discussed future aspects of proposed process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



© C
OPYRIG

HT U
PM

77 

 

REFERENCES 

Elmore, W. A. (2003). Protective relaying: Theory and applications (Vol. 1). CRC 

Press. 

Abdel-Latif, K. M., Eissa, M. M., Ali, A. S., Malik, O. P., & Masoud, M. E. (2009). 

Laboratory investigation of using Wi-Fi protocol for transmission line differential 

protection. Power Delivery, IEEE Transactions on, 24(3), 1087-1094. 

Aggarwal, R. ., N.Ashton, Coates, K. A. ., Colbrook, P. ., & Csuros, L. (1995). Power 

System Protection Vol 1 - Principles and Components. (IEE, Ed.) (2nd ed., Vol. 

1, pp. 1–518). 

Alwayn, V. (2004). Optical network design and implementation. Cisco Press. 

Blackburn, J. L., & Domin, T. J. (2014). Protective relaying: principles and 

applications. CRC press. 

Blackburn, J. L., & Domin, T. J. (2006). Principles and Applications (3rd ed., p. 638). 

CRC Press. 

Bouderbala, R., Bentarzi, H., & Ouadi, A. (1998). Digital differential relay reliability 

enhancement of power transformer. Int J Circ, Syst Sig Process, ISSN, 446, 263-

270. 

Chan, K. K., & Snider, L. A. (2000). Development of a hybrid real-time fully digital 

simulator for the study and control of large power systems. 

David H, C., & WSCC group. (1989). Relaying current transformer application guide 

(pp. 1–41). 

Davies, T. (1998). Current and voltage transformers for protection (2nd ed., pp. 1–

231).  

Eissa, M. M., Ali, I. A., & Abdel-Latif, K. M. (2013). Wi-Fi protected access for 

secure power network protection scheme. International Journal of Electrical 

Power & Energy Systems, 46, 414-424. 

Elmore, W. A. (1983). U.S. Patent No. 4,398,232. Washington, DC: U.S. Patent and 

Trademark Office. 

Elmore, W. A. (2004). Protective relaying theory. (2nd ed., pp. 1–432). CRC Press. 

Fathollahi Fard, A. A. (2002). Differential Protection of a Three-Phase Power 

Transformer Using Hall Effect Current Transducer (Doctoral dissertation, 

Universiti Putra Malaysia). 



© C
OPYRIG

HT U
PM

78 

 

Franklin, A. C., & Franklin, D. P. (2013). The J & P transformer book: a practical 

technology of the power transformer. Elsevier. 

Ganesan, S. (2006, April). Selection of current transformers and wire sizing in 

substations. In Protective Relay Engineers, 2006. 59th Annual Conference for 

(pp. 10-pp). IEEE. 

Grid, A. (2011). Network Protection & Automation Guide. Alstom Grid. 

Guo, Z., & Xiao, Z. M. (2013). Research of Optical Fiber Communication in Relay 

Protection. In Informatics and Management Science IV (pp. 11-18). Springer 

London. 

Guzman, A., Gutzmann, M. G., & Mysore, P. G. (1999). Integrated Transformer, 

Feeder and Breaker Protection: An Economic and Reliable Solution for 

Distribution Substations. SEL publication. 

Guzman, A., Zocholl, S., Benmouyal, G., & Altuve, H. J. (2000). Performance 

analysis of traditional and improved transformer differential protective relays. 

SEL Technical Papers, 405-412. 

Heathcote, M. (2011). J & P transformer book. Newnes. 

IEEE. (2000). IEEE Guide for Protective Relay Applications to Power Transformers 

IEEE. (2008). IEEE Guide for Protecting Power Transformers (Vol. 2008, pp. 1–139) 

Instrument, N. (1998). LabView User Manual (pp. 1–514). doi:320999B-01 

Instrument, N. (2010). 4-Channel Current Input C Series Module NI 9227 (pp. 1–8). 

Instrument, N. (2012). LabVIEW Getting started (pp. 1 – 86). doi:373427H-01 

Karsai, K., Kerényi, D., & Kiss, L. (1987). Large power transformers. 

Kezunovic, M., & Luo, X. (2005, June). Automated analysis of protective relay data. 

In Electricity Distribution, 2005. CIRED 2005. 18th International Conference 

and Exhibition on (pp. 1-5). IET. 

Lee, J. B., Jung, C. H., Kim, I. D., & Baek, Y. K. (2000). Protective relay testing and 

characteristic analysis for high impedance faults in transmission lines. Electric 

Power Systems Research, 56(2), 129-137. 

Limited, B. H. E. (2004). Transformers : Design, Manufacturing, and Materials (1st 

ed., pp. 1–614). McGraw-Hill Professional. 

Link, TP. (2014). 300Mbps Wireless N USB ADSL2 + Modem Router Highlights. 



© C
OPYRIG

HT U
PM

79 

 

National Instrument. (2008). Wireless Data Acquisition (DAQ). 2008-2014 (pp. 1–3).  

Northcote-Green, J., & Wilson, R. G. (2006). Control and automation of electrical 

power distribution systems (Vol. 28). CRC Press. 

Ong, E. H., Kneckt, J., Alanen, O., Chang, Z., Huovinen, T., & Nihtila, T. (2011, 

September). IEEE 802.11 ac: Enhancements for very high throughput WLANs. 

In Personal Indoor and Mobile Radio Communications (PIMRC), 2011 IEEE 

22nd International Symposium on (pp. 849-853). IEEE. 

Othman, M. L., Aris, I., Abdullah, S. M., Ali, M. L., & Othman, M. R. (2009). 

Discovering decision algorithm of numerical distance relay using rough-set-

theory-based data mining. European Journal of Scientific Research, 33(1), 30-56. 

Othman, M. L., Abdullah, S. M., Aris, I., Ali, M. L., & Othman, M. R. (2009, 

September). Rough Set Based Data Mining Strategy for Analyzing Distance 

Protective Relay Operations. In Computational Intelligence, Modelling and 

Simulation, 2009. CSSim'09. International Conference on (pp. 23-29). IEEE. 

Lutfi Othman, M., Aris, I., Abdullah, S. M., Ali, M., & Othman, M. R. (2010). 

Knowledge discovery in distance relay event report: a comparative data-mining 

strategy of rough set theory with decision tree. Power Delivery, IEEE 

Transactions on, 25(4), 2264-2287. 

Ovcharov, S., Vichev, S., & Yakimov, P. (2001). Investigation on protective relays 

testing methods. In Electronics Technology: Concurrent Engineering in 

Electronic Packaging, 2001. 24th International Spring Seminar on (pp. 243-247). 

IEEE 

Perz, M. C. (1964). Natural modes of power line carrier on horizontal three-phase 

lines. Power Apparatus and Systems, IEEE Transactions on, 83(7), 679-686. 

Subcommittee, P. R. (2003). Protective Relaying Philosophy and Design Standards. 

Powell, L. J. (1979). Current transformer burden and saturation. IEEE Transactions on 

Industry Applications, 294-303. 

Raza, M., Ahmed, G., Khan, N. M., Awais, M., & Badar, Q. (2011, July). A 

comparative analysis of energy-aware routing protocols in wireless sensor 

networks. In Information and Communication Technologies (ICICT), 2011 

International Conference on (pp. 1-5). IEEE. 

Roberts, J., Zocholl, S. E., & Benmouyal, G. (1996, October). Selecting CTs to 

Optimize Relay Performance. In proceedings of the 23rd Annual Western 

Protective Relay Conference, Spokane, WA. 



© C
OPYRIG

HT U
PM

80 

 

Savaghebi, M., Gholami, A., & Hooshyar, H. (2007, July). Loading Capability of 

Transformer in Over-excitation Condition. In Power Engineering Society 

Conference and Exposition in Africa, 2007. PowerAfrica'07. IEEE (pp. 1-3). 

IEEE. 

Sutherland, P. E. (2000). Current transformer application with digital ground 

differential protection relays. In Industrial and Commercial Power Systems 

Technical Conference, 2000. Conference Record. Papers Presented at the 2000 

Annual Meeting. 2000 IEEE (pp. 95-102). IEEE. 

Kline, P. A. (2005). U.S. Patent No. 6,958,680. Washington, DC: U.S. Patent and 

Trademark Office. 

Yusof, S. Osman, H. Ngah, H. & Siam, F. M. (2006). Technical Issues with Respect to 

the Connection of Distributed Generation and Development of Connection 

Guidebook–A Malaysian Experience. Advanced Power Solutions, Malaysia, 

Tenaga Nasional Berhad, Malaysia. 

Vahidi, B., & Esmaeeli, E. (2013). MATLAB‐SIMULINK‐based simulation for 

digital differential relay protection of power transformer for educational purpose. 

Computer Applications in Engineering Education, 21(3), 475-483. 

Voloh, I., Kasztenny, B., & Campbell, C. B. (2001). Testing line current differential 

relays using real-time digital simulators. In Transmission and Distribution 

Conference and Exposition, 2001 IEEE/PES (Vol. 1, pp. 516-521). IEEE. 

Ward, S., Dahlin, T., & Ince, B. (2004). Pilot protection communication channel 

requirements. In Protective Relay Engineers, 2004 57th Annual Conference for 

(pp. 350-391). IEEE. 

Ward, S., & Higinbotham, W. (2011, April). Network errors and their influence on 

current differential relaying. In Protective Relay Engineers, 2011 64th Annual 

Conference for (pp. 79-90). IEEE. 

 

 

 

 

 

 

 


	ROBUST COMMUNICATION IN DIFFERENTIAL RELAY PROTECTION USINGWIRELESS TECHNIQUE
	ABSTRACT
	TABLE OF CONTENTS
	CHAPTERS
	REFERENCES



