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Main interest in both criminal investigations and security agencies is discovering communications
channels by terrorists and criminals. One of the primary challenges faced by law enforcement agencies is
the tremendous capacity and capabilities of smartphones as affordable, commonplace and an indispensable
part of daily lives. When mobile phone devices are involved in a crime, forensic examiners need methods
and tools to properly retrieve and analyze existing data on the digital device based on scientific forensic
standards.

Unfortunately, forensic analysis of mobile phone devices is not adequately documented and explored.
However to overcome this issue, there has been considerable work in the mobile phone analysis field but
forensic science does not apply to forensic remnants determination on newfangled smartphones.
Consideration of existing forensic works demonstrates that no formal technique covers verification of
valuable forensic evidences on smartphones. Forensic investigators need scientific forensic sound
techniques to analyze smartphones and present at court as reliable report. The current standard and open
formats for mobile phone forensic describe memory image properties, but do not describe the products of
detailed investigations for real-world crime cases and caused to mobile phone forensic investigators are
confronting constraints such as time, budget, and the capacity when handling mobile phone forensic cases
on a daily basis. So, the strong need felt for plenary framework to investigate smartphones in both digital
and scientific forensic part, verify formally and apply to real-world scenarios.

The aim of this study is to propose and develop a scientific forensic framework for smartphones to apply
the scientific forensic processes on smartphone investigation. The proposed scientific forensic framework
for smartphones helps investigators by considering all artifacts and available digital evidences on these
devices. A formal model designed for describing scientific forensic framework to verify examination
results for presenting in the court rooms. The developed framework is analyzed for different contexts and
conditions, within of real-world smartphone crime scenarios. Based on exploratory research, real-world
smartphone crime cases investigate to discover the methods with the acquiring, preserving and analyzing
digital evidences on Windows Phone 8 devices. Extracted evidences and forensic methods are examined
by content pattern, formalize the extracted evidences in mathematical way and developed applications
provided correctness, atomicity, integrity and consistency according to Doubert Standard.

Scientific forensic framework is developed and verified in both formal and experimental aspect of
research. Formal model developed for scientific forensic framework based on TLA logic and proof the
applicability of model on all smartphones independent of platforms. Formal model devised an expressive
and flexible model for representing scientific forensic framework for smartphones. Experimental part done
on Windows Phone 8, evaluated based on Doubert standard and approved by panel of experts including
academic Committee, Low Enforcement Committee and Digital Investigator Committee. Applicability of
proposed framework to real-world scenarios proves the framework correctness and device independency.
The results demonstrate how the development framework can cover all steps of scientific and digital
investigation process in smartphone crime cases. Scientific forensic framework is conformed to the best
practices including: identifying the file sources, extracting files metadata, extracting device information,



Network, auditing and reporting system to prepare court reports, file signatures (file carving model), SIM
and SD card, Hardware, Phone State and artifacts examination on desktop O.S.

The present study creates a reliable guideline on smartphone investigation process and presented a
scientific forensic framework by providing correctness, atomicity, integrity and consistency for
smartphone. The proposed scientific forensic framework assists investigators by collecting all possible
smartphone evidences to find out the chain of custody, present a court report and detect the criminals.
Furthermore, the proposed framework as a scientific reference for smartphones investigators can be used
for police agencies, low Enforcements, Incident Response management teams. Moreover, this study can
be regarded as pioneering research which has attempted to shed light on smartphone forensic.
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Kepentingan tertentu di dalam penyiasatan jenayah dan agensi-agensi keselamatan menjadi saluran
komunikasi yang diterokai oleh pengganas dan penjenayah. Salah satu cabaran-cabaran utama yang
dihadapi oleh agensi penguatkuasaan undang-undang ialah kapasiti dan kemampuan telefon pintar yang
mudah dimiliki, lazim dan menjadi bahagian yang penting dalam kehidupan seharian. Apabila peranti-
peranti telefon mudah alih terlibat di dalam sesuatu jenayah, pemeriksa forensik memerlukan kaedah dan
peralatan mahupun perkakas untuk mendapat semula dan menganalisa data yang sedia ada pada peranti
digital dengan betul berdasarkan piawaian forensik saintifik.

Malangnya, kaedah analisis forensik ke atas telefon mudah alih tidak didokumentasi dan diterokai
secukupnya. Walaubagaimanapun, untuk mengatasi masalah ini, banyak usaha/kerja telah dilaksanakan di
dalam bidang analisa telefon mudah alih, akan tetapi sains forensik tidak digunakan ke atas saki-baki
penentuan forensic terhadap telefon pintar buatan baharu. Perhitungan ke atas kerja-kerja forensik yang
sedia ada menunjukkan bahawa tidak ada teknik formal yang meliputi pengesahan bukti-bukti forensik
yang bernilai pada telefon pintar. Penyiasat forensik memerlukan teknik bunyi forensik saintifik untuk
menganalisis telefon pintar dan mengemukakannya sebagai laporan yang boleh dipercayai di mahkamah.
Piawai semasa dan format terbuka bagi forensik telefon mudah alih menghuraikan sifat-sifat imej memori,
tetapi tidak memerikan produk siasatan terperinci bagi kes-kes jenayah sebenar dan menyebabkan
penyiasat forensik telefon mudah alih menghadapi kekangan seperti masa, bajet dan keupayaan apabila
mengedalikan kes-kes forensik telefon mudah alih secara harian. Oleh itu, keperluan untuk rangka kerja
tidak terhad untuk menyiasat telefon pintar dalam kedua-dua bahagian, forensik saintifik dan digital,
ditentusahkan secara formal dan digunakan ke atas senario-senario sebenar.

Tujuan penyelidikan ini adalah untuk mereka bentuk dan membangun rangka kerja forensik saintifik
untuk telefon pintar bagi menggunakan proses forensik saintifik ke atas siasatan telefon pintar. Rangka
kerja yang dicadangkan untuk telefon mudah alih membantu para penyiasat dengan mempertimbangkan
ke semua artifak dan bukti-bukti digital yang sedia ada di dalam peranti-peranti ini. Satu model formal
direka untuk menghuraikan rangka kerja forensik untuk mengesahkan hasil penilaian untuk dibentangkan
di dalam bilik mahkamah. Rangka kerja yang dibangunkan dianalisa untuk konteks dan keadaan yang
berbeza, di dalam scenario jenayah telefon pintar sebenar. Berdasarkan kepada penyelidikan eksploratori,
kes-kes jenayah telefon pintar disiasat untuk meneroka kaedah-kaedah pemerolehan, pemeliharaan dan
penganalisaan bukti-bukti digital peranti-peranti telefon mudah alih Windows 8. Bukti-bukti yang
diekstrak dan kaedah-kaedah forensik dinilai menerusi bentuk kandungan, memformalkan bukti-bukti
yang diekstrak melalui kaedah matematik dan aplikasi yang dibangunkan, yang menyediakan kebenaran,
keatoman, integriti dan konsistensi berdasarkan piawaian Doubert.

Rangka kerja forensik saintifik dibangunkan dan disahkan di dalam kedua-dua aspek iaitu formal dan

eksperimen penyelidikan. Model formal dibangunkan untuk rangka kerja forensik saintifik berdasarkan

logik TLA dan untuk membuktikan kesesuaiannya ke atas sebarang telefon pintar yang bebas platform.

Model formal cipta satu model ekspresif dan fleksibel bagi menggambarkan rangka kerja forensik saintifik

untuk telefon pintar. Bahagian exsperimen dilakukan ke atas telefon mudah alih Windows 8, yang

dinilai berdasarkan piawaian Doubert dan diluluskan oleh panel-panel pakar termasuklah
111



Jawatankuasa Akademik, Jawatankuasa Penguatkuasaan Rendah dan Jawatankuasa Penyiasat
Digital. Kebolehgunaan cadangan rangka kerja kepada senario-senario sebenar membuktikan ketepatan
rangka kerja dan kebebasan peranti. Hasil keputusan menunjukkan bagaimana pembangunan rangka kerja
dapat merangkumi kesemua langkah-langkah saintifik dan proses penyisatan digital di dalam kes-kes
jenayah telefon pintar. Rangka kerja forensik saintifik patuh kepada amalan-amalan terbaik termasuklah
mengenalpasti sumber fail, mengekstrak metadata fail, mengekstrak informasi peranti, rangkaian, sistem
audit dan laporan untuk menyediakan laporan-laporan mahkamabh, fail tanda kenal (model ukiran fail), kad
SIM dan SD, perkakasan, pemeriksaan keadaan telefon dan artifak-artifak pada Windows O.S.

Penyelidikan ini mewujudkan garis panduan yang boleh dipercayai ke atas proses siasatan telefon pintar
dan membentangkan rangka kerja forensik saintifik dengan membekalkan ketepatan, keatoman, integriti
dan konsistensi terhadap telefon pintar. Rangka kerja yang dicadangkan dapat membantu para penyiasat
dengan mengumpul ke semua bukti-bukti telefon pintar untuk mengetahui rantaian jagaan,
membentangkan laporan mahkamah dan mengesan penjenayah. Tambahan pula, rangka kerja yang
dicadangkan sebagai rujukan saintifik untuk penyiasat-penyiasat telefon pintar boleh digunakan untuk
agensi-agensi polis, penguatkuasaan rendah dan pihak pengurusan respons insiden. Selain itu,
penyelidikan ini boleh dianggap sebagai penyelidikan perintis yang berupaya memberi gambaran yang
lebih jelas di dalam forensik telefon pintar.
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TERMS AND DEFINITIONS

Term

Definition

affidavit

A written sworn statement of fact voluntarily made by an affiant
or deponent under an oath or affirmation administered by a
person authorized to do so by law. Such statement is witnessed
as to the authenticity of the affiant's signature by a taker of
oaths, such as a notary public or commissioner of oaths. The
name is Medieval Latin for he/she has declared upon oath. An
affidavit is a type of verified statement or showing, or in other
words, it contains a verification, meaning it is under oath or
penalty of perjury, and this serves as evidence to its veracity and
is required for court proceedings.

Chain of Custody

A clear, well-documented chain of custody must be maintained
from the time the convicted offender / arrestee sample is first
received by the CODIS unit (Arkansas State Crime Laboratory,
2010).

The continual custody of physical evidence from the time it’s
received to the time of its release from the State Crime
Laboratory (Kermit B. Channell, 2009).

Digital Evidence

Information of probative value that is stored or transmitted in
binary form (SWGDE and SWGIT, 2011).

Information and data of investigative value that are stored in or
transmitted by an electronic device (U.S. Department of Justice
2007).

digital evidence
custodian

Administer, maintain and con devices used to store and process
digital evidence.

digital forensic
examiner

Covers evidence handling, imaging drives and devices, and
processing digital evidence.

digital forensic
investigator

Determinate the evidence that is relevant to the case. Digital
forensic investigators are familiar with digital evidence
processing software and either are, or report directly to, case
agents.

digital forensics

Tools and techniques to recover, preserve, and examine digital
evidence on or transmitted by digital devices (E. Chan,
Venkataraman, David, Chaugule, & Campbell, 2011).

Global Positioning
System (GPS)

A series of computers and satellites designed to determine the
latitude and longitude of a receiver on Earth (Katz, 2010a).

Global System for
Mobile
Communications
(GSM)

Standard for mobile telephone systems. It originated in Europe
and is the most common standard worldwide for mobile phones.
GSM makes use of SIM cards to identify devices on the
network. AT&T and T-Mobile are the largest NSP providers in
the U.S. that operates with GSM (Katz, 2010a).

10.

Hash

Numerical values that represent a string of text (search term),
generated by hashing functions (algorithms). Hash values are
used to query large sums of data such as databases or hard
drives for specific terms. In forensics, hash values are also used
to substantiate the integrity of digital evidence and/or for
inclusion and exclusion comparisons against known value sets.
(NFSTC, 2009)

11.

Metadata

Data, frequently embedded within a file, that describes a file or
directory, which can include the locations where the content is
stored, dates and times, application specific information, and
permissions. Examples: Email headers and website source code
contain metadata.(NFSTC, 2009)

12.

Multimedia Message
Service (MMS)

A standard way to transmit messages that include multimedia
content to and from mobile phones (Katz, 2010a).
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13. Narrative Description | Documentation of the general appearance of the scene as first
observed; extreme detail regarding evidence or actual collection
of evidence, is normally beyond the scope of the Narrative
Description (North Carolina Justice Department, 2010).

14. Network Service The company that provides communication service to a mobile

Provider (NSP) phone (Katz, 20103).
15. Personal Identification | A 4 to 8 digit code that can be user enabled to lock a SIM card
Number (PIN) and prevent a phone from functioning until entered (Katz,
2010a).

16. Search warrant A written court order authorizing law enforcement to search a
defined area and/or seize property specifically described in the
warrant. In general, the degree of difficulty for the above
authorizations is in the ascending order (Huang & Adviser-Fu,
2013).

17. Short Message Service | A protocol used to transmit text messages to and from mobile

(SMS) phones (Katz, 2010a).

18. Write Block Write Protect: Hardware and/or software methods of preventing
modification of content on a media storage unit like a CD or
thumb drive (NFSTC, 2009)

19. Scientific forensic Scientific forensic enables law enforcement to use the new
techniques practically and legally in forensically sound manner
for whole investigation process (Barbara, 2008)

20. stand-alone Phone Not attached to any network or device.

21. Forensic target The digital device which uses for investigation and in this thesis

the forensic target device is Windows Phone 8.
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CHAPTER 1

INTRODUCTION
1.1 Introduction

Particular interest in both criminal investigations and security agencies is discovering communications
channels by terrorists and criminals. One of the primary challenges faced by law enforcement agencies is
the tremendous capacity and capabilities of smartphones as affordable, commonplace and an indispensable
part of daily lives. Smartphones provide mobile data storage, computation, network abilities, and
innovative features of third party applications. Smart phone sales increased during 2010 with over 60
million units sold in the second quarter of 2010 (Gartner, 2010).
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Figure 1-1. Usage of mobile phones (NATIONS, 2010)

There are usually three ways in which a mobile phone can be instrumental to the commission of a crime:

1. As a communication tool in the process of committing a crime - e.g. calls on phone related to
drug trafficking

2. As a storage device providing evidence of a crime - e.g. images of child pornography created by
phone camera

3. As a means of committing a crime - e.g. detonation of a bomb by sending a text message to the
bomb

According to the Scientific Working Group on Digital Evidence (SWGDE) “new families of mobile
phones are typically manufactured every 3 to 6 months (SWGDE, 2005)”, every new phone has the
possibility for new evidence. When mobile phone devices are involved in a crime, forensic examiners
need methods and tools to properly retrieve and analyze existing data on the mobile phones based on
scientific forensic standards. law enforcement departments establish policies detailing how mobile phones
should be treated and they will follow the guidelines established by organizations such as INTERPOL,
NIST (NIST, 2005a) and SWGDE (NFSTC, 2009).



There can be an incredible amount of information stored on a mobile phone. When a crime is committed
evidence may often be found on a phone if an investigator can find it. This evidence can take many forms
such as call histories, contact lists, text messages, and multimedia. Some of the issues unique to the
examination of smartphones consist of Memory type, States, Remote Communication, Data-sharing, Lack
of Standardization, Technological Advances, Tool Validity (Breeuwsma, De Jongh, Klaver, Van Der
Knijff, & Roeloffs, 2007; Distefano & Me, 2008; Jansen, Delaitre, & Moenner, 2008; Punja & Mislan,
2008; Ramabhadran, 2007). These, and other underlying factors, are why there is no investigative process
model widely accepted that is independent of platform, manufacturer, or functionality for forensically
examining a smartphone (Dancer & Adviser-Dampier, 2012).

These are basic principles of science, yet it is debatable if they are met by current digital investigations (B.
Carrier, 2002; Meyers & Rogers, 2005). Digital Forensics is a practical and fast growing science to fight
against digital crimes and investigate the criminal. Digital forensics is the occupation to collecting,
preserving analyzing and presenting evidence from digital devices which used or accessed for illegal
purposes (Kleiman, 2011; Pollitt, 2010). The lack of standardization and the rise in the use of smartphones
serve as the main motivations for this research in scientific perspective.

Windows Phone 8 operating system is a relatively new type of digital devices that their usage is raising
quickly in the public (Figure 1-2) because of the operating system resemblance to Windows 8 operating
system. Moreover, the WP8 firmware interface controls the booting process of these devices, and then
passes control to WP8 operating system (Figure 1-3). UEFI is a replacement for the older BIOS firmware
interface to make faster boot and resume times (Windows Phone 8). Currently, there is no forensically
sound method for analyzing the Windows Phone 8 mobile devices.
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Figure 1-2. Mobile platform trends 2015 by Gartner Darry Carlton
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Figure 1-3. Unified Extensible Firmware Interface (UEFI)

The latest works on Windows Phone have not been cover Windows Phone 8 investigation process; even
they did not support the foundation forensic issues of mobile phones with Windows O.Ss on version 6, 7.
Windows Mobile advanced forensics (Klaver, 2010) express that the forensic application of Physical
Acquisition can be applied to Windows CE devices and proposed a method to investigate isolated
Windows CE database volume files for both active and deleted data. At the same time, usage of
smartphones boot loaders to acquire data and preserve the digital evidence integrity has been proved
(Rehault, 2010). In 2011, a comparison of information recovery techniques has been present for a single
device (Grispos, Storer, & Glisson, 2011). Kaart (2013) define EDB format by using reverse-engineering
and implement a parser due to forensic access to Windows Mobile pim.vol and other Embedded Database
(EDB) volumes.

Furthermore, there has not been considerable work in the smartphone analysis field to determine forensic
remnants on smartphone based on the scientific forensic. This research try to solve the issues associated
with digital evidence on smartphone, and provides a forensic sound scientific framework. The aim of this
study is developing a forensic sound scientific forensic framework for smartphone to help investigators by
considering all artifacts and available digital evidences on these devices. The proposed framework sets the
groundwork for smartphone investigation in a forensically sound manner by providing correctness,
atomicity, integrity and consistency. This research is based on exploratory research and the goal is
discovering ideas, methods and insights to familiarize with the acquiring and analyzing digital evidences
on smartphone devices. Moreover, several forensic applications have been implemented on Web and
Windows Phone 8 as sample of smartphone platforms to proof the applicability of framework on real-
world scenarios.

The results showed that digital evidences are discoverable on smartphone and can be presented as court
evidence in concise reports through the proposed forensic reporting system. Research results have been
verified by formal model in first part and by Doubert standard in experimental part. Panel of experts
included academic Committee, Low Enforcement Committee and Digital Investigator Committee
approved the framework. Real-world case studies results demonstrate how the development framework
can be covered all steps of scientific and digital investigation process in smartphone crime cases. The
proposed framework assists investigators by collecting all possible smartphone evidences to find out the
chain of custody and detect the criminals in forensic sound manner.

1.2 Problem Statement

With the growth in phone technology, the procedures and techniques used for data acquisition and for the
analysis of data must all be modified. The creation and enhancements of digital devices directly affects the
law enforcement community. Law enforcement officers know that smartphones as new and high usage
devices can contain valuable evidence. They are left with trying to find ways to extract the evidence
without altering or damaging it, so that they can develop their criminal cases. The findings of research
studies (Barmpatsalou, Damopoulos, Kambourakis, & Katos, 2013; S. Garfinkel, 2012) have indicated
that lack of sufficient scientific component of smartphone forensic is one of the main problems during
investigation process. The current frameworks do not consider whether law enforcement can use the new
technique practically and legally and whether it is forensically sound enough for investigation. Using
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technologies in investigation process without any law restrictions is not possible and smartphone
investigators have been found serious difficulties in using current digital forensic framework during
investigation process without scientific components (Barmpatsalou, et al., 2013; S. Garfinkel, 2012;
Thomas, Owen, & McPhee, 2010).

Over the last several years, commercial hardware and software vendors who specialize in digital forensic
analysis tools and applications have made significant improvements in the methodologies necessary to
analyze digital evidence (Huebner, Bem, & Bem, 2007). Forensic examiners should consider the most
appropriate combination of certification, education, and real-world experience to gauge the competency of
a smartphones investigation process (Garrie, 2014). Current United Kingdom ACPO guidelines and the
United States of America NIST guidelines are unclear or insubstantial (Thomas, et al., 2010).
Consideration of existing forensic works demonstrates that no formal technique covers verification of
valuable forensic evidences on smartphones (Grispos, et al., 2011). Forensic investigators need forensic
sound techniques to analyze smartphones and present at court as reliable report. law enforcement, military
and other users of smartphones forensics products will be unable to rely on the results of forensic analysis
(Al-Zarouni, 2006; S. L. Garfinkel, 2010).

Proportionally, many criminal activities are carried out through the use of or with the aid of mobile
phones. For the past five years, DFEs have been forced to keep up with the emerging technologies and
growing capacities of mobile phones from the simple phone to the more advanced smartphones of today.
Phone evidence storage challenges include acquiring and processing massive amounts of digital evidence,
maintaining the integrity of the evidence and storing the evidence for extended periods of time. It is
reasonable to believe that a forensic examiner could have evidence from an improperly protected
smartphones dismissed from court entirely. Even if that evidence is not dismissed, there is now the
problem of explaining to a jury why evidence has potentially changed. For mobile phone forensics to
catch up with release cycles of mobile phones, more comprehensive and in depth frameworks for
evaluating mobile forensic toolkits should be developed and data on appropriate tools and techniques for
each type of phone should be made available at timely manner. These features may not be supported by
existing software tools and a release of a new revision of the forensic software will be required to support
the device (Owen & Thomas, 2011). The current standard and open formats for mobile phone forensic
describe memory image properties, but do not describe the products of detailed investigations for real-
world crime cases (Levine & Liberatore, 2009). Current United Kingdom ACPO guidelines and the
United States of America NIST guidelines are unclear or insubstantial (Thomas, et al., 2010). Mobile
phone forensic specialists and state and local investigators are also confronting constraints such as time,
budget, and capacity when handling mobile phone forensic cases on a daily basis (Bennett, 2011). Without
a clear strategy, forensic research will fall behind the market, tools will become increasingly obsolete, and
law enforcement, military and other users of smartphones forensics products will be unable to rely on the
results of forensic analysis (S. L. Garfinkel, 2010).

Scientific forensic enables law enforcement to use the new techniques practically and legally in
forensically sound manner for whole investigation process (Barbara, 2008). Many of the recognized areas
of digital forensics still lack the kinds of scientific part of forensic. Smartphones have largely been used
for business purposes and they have also been used in governmental and military. So, the strong need felt
for plenary framework to investigate smartphones in both digital and scientific forensic part, verify
formally and apply to real-world scenarios. Therefore, providing the most viable scientific component is
absolutely essential to enhance investigation correctness. Formal proof truly protects evidence on
smartphones so it can be presented in court. Consequently, the intention of design and development of
scientific forensic framework verified formally and tested the applicability of framework to real-world
smartphones crime cases are rightly emphasized.

1.3 Research Obijectives

The objective of this research is to design and develop a scientific forensic framework for smartphones.
To achieve this objective, the following processes are fulfilled in this thesis:

1. To propose and develop a scientific forensic framework for smartphones to apply the scientific
forensic processes on smartphone investigation.



2. To design a formal model for describing scientific forensic framework to verify examination results
for presenting in the court rooms.

3. To design an experimental test to analyze the extendibility of the proposed framework and included
methods in investigating of real-world smartphone crime cases within different contexts and different
phones conditions.

1.4  Research Scope

This research is scoped according to the delimitation that the experiments are performed on stand-alone
Windows Phone 8 devices without any chip-off or JTAG on boards. The experiments are adjusted by
considering setting on factory reset and built-in applications that are similar on both HTC 8x and Nokia
Lumia 820.

1.5 Research Contributions

This research aims to address the lack of practices in mobile phone forensics, the examination crimes and
illegal activities involving smartphones, and the need for educating and training law enforcement and
mobile phone forensic technicians. The contributions of this research lie in the proposed framework
consist:

1. Developed framework bridged the gap between scientific forensic and smartphone forensic. The
proposed framework can be a quick reference for smartphones investigators and can be used for
police agencies, low Enforcements, Incident Response management teams. The scientific part consists
of legal standards and rules, hardware identification, digital data identification, scene recognition,
affidavit and search warrant, investigator kit, initial scene understanding and documentation.

2. Formal model devised an expressive and flexible method for representing scientific forensic
framework for smartphones. Developed methods that can be used to easily share evidential findings
and to reuse and manage knowledge acquired about the crime case and evidences.

3. The designed experimental test has been applied to three real-world smartphones crime scene within
different phone conditions. Applicability of proposed framework to real-world scenarios verified by
Doubert Standard proves the framework correctness and device independency.

Indeed, the present study created a reliable guideline on smartphone investigation process and presented a
scientific forensic framework by providing correctness, atomicity, integrity and consistency for
smartphone. Moreover, this study can be regarded as pioneering research which has attempted to shed
light on smartphone forensic.

1.6 Organization of Thesis

The thesis is organized in accordance with the standard structure of thesis at University Putra Malaysia. It
is organized in a manner to give detail information on how the research is carried out. As final report of
the research, this thesis consists of six chapters.

The first chapter of the thesis, which is an introductory chapter, introduces the background of the research,
researcher’s motivation and research intention. It describes the rationale of conducting this research that
includes the objectives and problem concentration of the research. The research contributions and scope of
research are also explained in this chapter.

Chapter two is the Literature Review that provides a review and discussion of past works relevant to this
research. In this chapter, resource materials such as journals, conference proceedings, seminar, thesis,
books, and online resources are used as the main references.

Next is Chapter 3 justifies the research methodology employed in conducting this research. The
methodology consists of design, development and verification of framework.



The details of formal model are presented in chapter 4. The model used to verify the proposed scientific
forensic framework for smartphones.

Chapter 5 describes the research experimental findings and discussion. It presents a experiments on
Windows Phone 8 with the verifications of the findings.

The final or conclusion chapter of the thesis is Chapter 6. The conclusion of the research and potential
future research is presented in this chapter.

Appendices A, B, and C show the result of applying proposed framework to three real-world case studies
and demonstrate the correct feature of proposed framework.
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