UNIVERSITI PUTRA MALAYSIA
DANGER THEORY BASED NODE REPLICATION

ATTACK DETECTION AND MITIGATION IN
CLUSTER MOBILE WIRELESS SENSOR NODES

HAAFIZAH RAMEEZA SHAUKAT

FK 2014 141




UNIVERSITI PUTRA MALAY SIA
(BERILMU BERBAKTL

[0
.,E]I]I]'ﬂ

DANGER THEORY BASED NODE REPLICATION
ATTACK DETECTION AND MITIGATION IN
CLUSTER MOBILE WIRELESS SENSOR NODES

By

HAAFIZAH RAMEEZA SHAUKAT

Thesis Submitted to the School of Graduate Studies, Universiti Putra
Malaysia, in Fulfilment of the Requirements for the Degree of Master
of Science

September 2014



COPYRIGHT

All material contained within the thesis, including without limitation text, lo-
gos, icons, photographs and all other artwork, is copyright material of Universiti
Putra Malaysia unless otherwise stated. Use may be made of any material con-
tained within the thesis for non-commercial purposes from the copyright holder.
Commercial use of material may only be made with the express, prior, written
permission of Universiti Putra Malaysia.

Copyright Universiti Putra Malaysia



DEDICATIONS

In the name of Allah, Most Gracious, Most Merciful

This thesis is dedicated to:

My caring and devoted parents for their unconditional love and support
And
My dearest fiance, sister, brothers and friends, for their whole-hearted and

substantial support



Abstract of thesis presented to the Senate of Universiti Putra Malaysia in
fulfillment of the requirement for the degree of Master of Science

DANGER THEORY BASED NODE REPLICATION ATTACK
DETECTION AND MITIGATION IN CLUSTER MOBILE
WIRELESS SENSOR NODES

By

HAAFIZAH RAMEEZA SHAUKAT

September 2014

Chairman: Fazirulhisyam Hashim, PhD

Faculty: Engineering

Mobile wireless sensor networks (MWSNs) comprise a collection of mobile sen-
sor nodes with confined and finite resources. They commonly operate in hostile
environments such as battle fields and surveillance zones, and due to their oper-
ating nature, MWSNSs are often unattended, and generally are not equipped with
tamper-resistant tools. With little effort, an adversary may capture the nodes,
analyze and replicate them, and surreptitiously insert these replicas at strate-
gic locations within the network. Such attacks may have severe consequences;
they may allow the adversary to corrupt network data or even disconnect signif-
icant parts of the network. Therefore, the detection of node replication attacks
in MWSN is very important. Existing node replication detection schemes de-
pend primarily on centralized mechanisms with single points of failure and slow
detection. Moreover, majority of the schemes do not consider node mobility,
thus are unsuitable for implementation in MWSN environment. To address these
fundamental limitations, this thesis utilizes the concept of Danger Theory (DT)
to secure MWSN from node replication attacks. The DT operates based on a
multilevel detection, thereby improving the detection of replica in the network.
According to this theory, whenever the meeting frequency of any two nodes in
the MWSN goes beyond a certain threshold (i.e., derived based on nodes loca-
tion and time interval), the witness node will broadcast security message to base
station (BS), which is then responsible to set up a Danger Zone (DZ) around the
infected cluster. Sensor nodes within the DZ area will then initiate the next level
of detection and mitigation process by exchanging security information among
them. Specifically, the proposed DT scheme is categorized into three stages,
namely the 1st level detection, 2nd level detection and 3rd level detection. To
recognize malicious replica in MWSN;, the first approach is used to highlight the
possibility of replica attack and to identify the infected area in the MWSN. The
second approach is used to mitigate the attacks by focusing on the fact that a
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replica node always has higher voltage compared to the original one, as replica
is generated after the deployment of the original node or password check. Lastly,
the third approach is used to protect the network (i.e., mitigation process), as BS
will alert other BSs (and nodes) about the existence of replica. The evaluations
of the proposed scheme in respect of security features and performance overheads
are carried out through intensive analysis and simulations, as well as extensive
comparison with other schemes. The findings from these evaluations indicate that
the proposed DT based node replica detection achieve robust, fast and effective
detection (i.e., true positive more than 90%, false positive less than 1% and false
negative less than 0.2% rates) while introducing reasonable overheads.
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Rangkaian bergerak sensor tanpa wayar (MWSNSs) terdiri daripada koleksi nod
sensor mudah alih dengan sumber terhad dan terbatas. Mereka biasanya berop-
erasi dalam persekitaran seperti medan perang dan zon pengawasan, dan berdasarkan
sifat operasi mereka, MWSNs secara amnya tidak dilengkapi dengan alat tahan
gangguan. Musuh boleh mencuri nod, menganalisis dan meniru nod, dan secara
tersembunyi memasukkan replika ini di lokasi-lokasi strategik di dalam rangka-
ian. Serangan seperti itu boleh membawa kesan yang teruk. Musuh dengan
mudah boleh merosakkan sistem rangkaian atau menghentikan operasi bahagian-
bahagian penting di dalam rangkaian. Oleh itu, pengesanan serangan replikasi
nod dalam MWSN adalah penting. Skim pengesanan replikasi nod yang sedia ada
bergantung terutamanya pada mekanisme berpusat dengan titik tunggal kega-
galan dan pengesanan yang lambat. Selain itu, majoriti skim tidak mengambil
kira mobiliti nod, oleh itu ia tidak sesuai untuk dilaksanakan dalam perseki-
taran MWSN. Untuk menangani batasan asas ini, tesis ini menggunakan kon-
sep Teori Bahaya (DT) untuk menjamin MWSN selamat daripada serangan rep-
likasi nod. DT beroperasi berdasarkan pengesanan pelbagai peringkat, dengan
itu meningkatkan pengesanan replika dalam rangkaian. Menurut teori ini, setiap
kali perjumpaan kekerapan dari mana-mana dua nod dalam MWSN melampaui
aras tertentu (iaitu , yang diperolehi berdasarkan lokasi dan masa selang nod itu),
nod saksi akan menyiarkan mesej keselamatan ke stesen pangkalan (BS), yang ke-
mudiannya bertanggungjawab untuk menubuhkan sebuah Zon Bahaya (DZ) di
sekitar kelompok yang dijangkiti. Nod sensor di dalam kawasan DZ seterusnya
akan ke peringkat pengesanan dan proses pengurangan dengan bertukar-tukar
maklumat keselamatan di kalangan mereka. Khususnya, skim DT yang dicadan-
gkan dikategorikan kepada tiga peringkat, iaitu pengesanan tahap 1, pengesanan
tahap 2 dan pengesanan tahap 3. Untuk mengiktiraf replika berniat jahat dalam
MWSN, pendekatan yang pertama digunakan untuk menyerlahkan kemungki-
nan serangan replika dan untuk mengenal pasti kawasan yang dijangkiti dalam
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MWSN itu. Pendekatan kedua digunakan untuk mengurangkan serangan dengan
memberi tumpuan kepada hakikat bahawa nod replika sentiasa mempunyai voltan
yang lebih tinggi berbanding dengan yang asal, di mana replika dihasilkan selepas
penempatan nod asal atau cek kata laluan. Selain itu, pendekatan yang ketiga
digunakan untuk melindungi rangkaian, yang mana BS akan memberi isyarat
kepada BSS lain (dan nod) tentang kewujudan replika di MWSN itu. Penilaian
skim yang dicadangkan bagi ciri-ciri keselamatan dan overhed prestasi dijalankan
melalui analisis dan simulasi intensif, dan juga perbandingan secara meluas den-
gan skim lain. Penemuan daripada penilaian ini menunjukkan bahawa nod DT
berdasarkan replika pengesanan yang dicadangkan mencapai tahap pengesanan
yang teguh, cepat dan berkesan (iaitu, kadar positif benar lebih daripada 90%,
positif palsu kurang daripada 1% dan negatif palsu kadar kurang daripada 0.2%)
dengan overhed yang berpatutan.
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CHAPTER 1
INTRODUCTION

1.1 Background

Mobile wireless sensor networks (MWSN) are used to effectively address count-
less challenging issues of monitoring and performing different tasks in our daily
routine. MWSN is generally being practiced in applications like military opera-
tions, intelligence activities, monitoring communication, controlling devices, and
surveillance activities in different environment. The advantage of using mobile
node is that it has the ability to move and sense by itself. Due to the multi opera-
tions of MWSN in many applications, the current research focuses on effectiveness
of energy, communication overhead and protocols in MWSN [1].

Recently, MWSN has become important for dealing with security threats and
monitoring issues [2]. In many applications, the security issues are related to en-
ergy computation, monitoring and communication performance evaluation of the
network [3]. To eliminate the security threats, networks should be modified with
respect to methods like monitoring, communication approaches and surveillance.
Nodes deployment is necessary for performance analysis, effectiveness and evalu-
ation of different parameters in MWSN. Recent research has shown that features
of mobility reduce many problems instead of making them complex. Therefore,
the mobile nodes are important and necessary modules in wide range applications
of sensor networks.

A mobile node consists of battery, micro-controller, communication device, mem-
ory, sensors and mobility features. The sensor node’s functionality, effectiveness
and value can be improved by using mobility. Mobile nodes can be used to re-
duce installation costs, extend the connectivity to wireless, enhance the latitude
in various applications, establish a robust behavior in varying environmental con-
ditions and sustain complete coverage in limited period [2]. Mobile node operates
with comprehensive analysis on channel connectivity models, mobility, obstacles
design, communication protocols and graphical representation of wireless devel-
opments [4]. An analytical analysis on connectivity issues and understating of
various performances has been provided through MWSN model. The performance
metrics in MWSN are coverage, uniformity, time and distance [5].

MWSN has extra valuable functionality compared to WSN in term of coverage,
data routing, data mulling, user access point and intermediate data. The mobile
node has brought distinct challenges in terms of coverage, resource management,
routing protocols and security. The mobility feature has advantages as well as
some problems in sensor networks such as time and space consideration. While
gathering information and data, processing can be delayed due to moving nodes
and positioning effect of nodes. The mobile nodes are responsible for establishing
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connection, gathering, transferring and delivering information. Moreover, the
mobile node has the ability to randomly move, transfer and swap locations[6].
In MWSNSs, mobile nodes perform important tasks, provide efficient operations
in different applications and can sort out many security issues and have more
benefits than static WSNs.

In MWSN, there are several kinds of security threats like jamming, wormhole,
node replication, black hole, SYBIL, denial of service (DoS), privacy based, hello
flood, physical attacks, routing attacks and so on. Subsequently, MWSN is typ-
ically an unattended nature network and consists of low cost sensors nodes. In
MWSN, node replication threat is a dangerous problem. An attacker compro-
mises a mobile node so that he can gain the whole data saved in the node and
can produce multiple replica. A replication attack is essentially based on how
fast an attacker is able to collect the data for malicious activities.
;

. B

0

— BS
BS D Original Node Attacker
=0z
BS
'\_—
=02 Clone Node

Figure 1.1: Node replication attacks.

Figure 1.1 shows the scenario of replication attack generated by the attacker. It
illustrates how node replication attacks are initiated by an attacker in MWSN. An
attacker utilizes the benefits of unattended behavior to capture the mobile node
and retrieve the information from the nodes memory, for example, its identity,
key, communication data and so on. Additionally, attacker can replicate the
compromised node and send it back into the target area. After a mobile node is
captured, an attacker can generate multiple replicas of the node to monitor and
control the whole network. It is very dangerous for the network as it can restrict
it, if it is not detected quickly.

Currently, the main focus of the research is to capture and resolve the issue re-
garding the replication attacks with mobility features in an effective and timely
manner. In this thesis, experience is utilized to explain the procedure for analyz-
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ing the design of various parameters of MWSN and to provide an approach to get
better performance, evaluation and outcomes [7]. In this thesis, the main focus
is to elaborate the concept of Danger Theory (DT) for node replica detection in
MWSNs. This research initiates the idea of DT approach for replica detection
based upon multilevel of detection in MWSNs. The introduction of DT based
detection solution approach in the research field is drawn from motivations and
incentive for secure mechanisms with the intention to support the detection and
mitigation of attacks and to provide a suitable and secure solution (i.e., to detect
replica at different level). The proposed multilevel detection framework contains
three levels of detection; 1st level detection (i.e., cluster based), 2nd level detec-
tion (i.e., voltage comparison or password checking) and 3rd level detection (i.e.,
network protection).

For governing the presence of clones, the DT based detection approach adopts
the theory of multiple level detection schemes. At present, there is no known
research based on multilevel detection for replication attacks detection in MWSN.
The literature review justifies the prospect of implementing the DT into node
replication attacks in MWSNs. Since the existing solutions for replica detection
in MWSNs have been illustrated to have some disadvantages, it is necessary to
introduce new concept such as the DT approach (i.e., multilevel detection) for
replication attacks detection. Furthermore, the DT approach employs the idea of
the multilevel detection in the network to detect a replica. This approach is used
to highlights the Danger Zone (i.e., DZ), which reflects the concept of focusing
only on the danger area (i.e., DZ) to prevent the network from malicious activities
instead of involving whole network.

1.2 Problem Statement and Motivation

Tamper resistant hardware is expensive, so most wireless sensor networks (WSN)
are composed of unshielded sensor nodes. An attacker can capture, evaluate and
reprogram the unshielded mobile nodes and then compose multiple replicas and
send them into the network for malicious activities. It is very hard and complex
to distinguish the clone node from the real node. For MWSN it is considered
that the attacker is also mobile. Therefore, the detection of node replication
attacks in MWSN is a crucial issue. Existing node replication detection schemes
depend primarily on centralized mechanisms with single points of failure and slow
detection. It will concisely deliberate how to centralize and distribute schemes for
replica detection effectively in MWSN. The centralized schemes may affect the
network performance due to single point of failure [8]. In addition, the mobile
nodes nearest to the central point may have increased load and create congestion.
This would be beneficial to the attacker. Accordingly, SPRT [9, 10] is fast clone
detection strategy based on the comparison of speed with certain threshold, so
it needs accurate measurements devices which are too expensive and may not be
affordable. Furthermore, if the attacker is very intelligent he or she can set the
node at different speed.



To resolve the single point of failure issue, a distributed approach has been pro-
posed. By observing different distributed strategies, it has been noted that each
method depends on the time of node’s meeting. XED [11] is based on exchanging
the random number, and is not a fast detection as it depends on the time these
nodes meet with each other and exchange the numbers. Moreover, majority of
the schemes do not consider node mobility, thus are unsuitable for implementa-
tion in MWSN environment. Therefore, a quick and fast detection is required to
treat and resolve this security issue. Otherwise it will create a great danger for
the whole network communication. For network protection, a quick and efficient
detection is important to eliminate the harmful, dangerous and monitoring ac-
tivities. In order to reduce the above issues, the DT hybrid (i.e., centralized and
distributed) based approach is used for replica detection in MWSN.

1.3 Research Challenges and Issues

Nowadays, mobile sensor nodes are commonly used in different activities (such as
military, weather, medical and agriculture and others) and have a great security
concern. Asin MWSN, the detection of node replication attack is distant changed,
but more complex and challenging than in WSN.

Network
Moniloring

Misuse the
Information

Disable Function

Insert False
Material

Security
Challenges

Control System

Jam the Signals

Communication
Handling

Cluster
Reformation

Figure 1.2: Security challenges of node replicas in WSN.

Conventionally, it is a great concern to resolve the threat in sensor network from
advisory. The attacker can easily do the following tasks in minimum time dura-
tion:

1. Monitor the whole network communication

2. Control the WSN



3. Insert false information

4. Jam the signals

5. Change the formation of cluster
6. Handle the different protocols
7. Disable the function of Network

8. Misuse of the mobile nodes for malicious activities

Figure 1.2 illustrates the challenges regarding detection of replicas in MWSN.
There is a probability that if the mobile replica is not detected quickly and accu-
rately, it would be very harmful to the network. This is because in a minimum
time period, the attacker can capture the whole network information. Therefore,
a quick, accurate and efficient detection is required to eliminate the replicas from
network.

1.4 Aims and Objectives

The motivation behind this research is to resolve the security issues regarding
clone attacks in MWSN. In light of these security issues, the proposed method
should also have emphasis on clone mitigation process instead of clone detection
only. The multilevel detection (i.e., hybrid) approach based on danger theory
namely, 1st level detection, 2nd level detection and 3rd level detection are con-
sidered in this study. The DT based detection framework will be evaluated based
on various performance features such as detection accuracy, network lifetime, en-
ergy consumption, detection rate, communication overhead and memory cost,
to showing the effectiveness of proposed research in MWSN. The danger theory
approach (i.e., multilevel detection) will not only simplify the clone detection pro-
cess step by step, but also capable to highlighting the specific area (i.e., danger
zone) for the detection and mitigation of clone attacks. The main aim of this
research is to protect MWSN from node replication attacks. In order to achieve
aforementioned aim, the following objectives need to be accomplished:

1. To design, implement and evaluate an efficient node replication detection in
MWSN based on multilevel detection (i.e., danger theory hybrid based) se-
curity framework. The proposed DT approach should achieve the following
tasks for an efficient clone detection:

e To design the security performance evaluation (i.e., detection accu-
racy) in terms of high true positive rate and low false positive and
false negative rates.

e To simulate a feasible model with minimizing the communication and
memory overhead.



e To evaluate a fast clone detection and mitigation process in an effective
manner to secure the network from malicious activities.

2. To further secure MWSN from node replication attacks by incorporates
mitigation process (i.e., update information to the other networks about
presence of clone) in the proposed DT (i.e., multilevel detection) method.

1.5 Thesis Scope

An intention for the detection of replication attacks have improved for next gen-
eration networks with security aspects in MWSN. With an attention, that the
detection method should not emphasize only on replica detection but also on
network protection from dangerous security attacks. In MWSN;, the protection
from security attacks like node replication attack is extremely challenging. The
security concerns due to node replication attacks as discussed in the primary sec-
tion highlight the motivation for establishing security framework to secure the
MWSN.

Another goal of this research is to emphasize not only on clone detection but also
on network protection (i.e., mitigation process) from dangerous security attacks.
The proposed method described how the clone node can be accurately detected
by mentioning the particular area (i.e., Danger Zone) instead of the whole net-
work. This thesis proposes detection method based on the DT (Danger Theory)
hybrid (centralized and distributed) based approach (i.e., multilevel detection)
for protection from replication attacks at networks (MWSN) level. The multi-
level detection mechanism applicability is considered by using security metrics
of true positive, false positive and false negative rate. The proposed approach
also demonstrates that the DT (Multilevel detection) method is competent and
effective in terms of replica detection, mitigation from malicious activities and
updating other networks about replicated node, thus enhancing and improving
the MWSNs survivability.

1.6 Limitations of the Study

The proposed method assumes both original and clone nodes are present in the
network with the same identity (i.e., two or multiple clone nodes) and the batteries
are not rechargeable, for example by the use of solar cells. It will be complex to
control the situation when rechargeable batteries are used because in this way
original nodes can be mistakenly declared as replica ones. It is assuming that the
same battery type is being used at a time because the value of the node voltage
depends upon its type. It also considers that each node has its own private key.
Moreover, the proposed method is not valid for single replica (i.e., there is a
possibility that attacker restores only the replicated node in the network instead
of both original and replica).



1.7 Study Module

The summary of the proposed DT approach for replication attacks detection is
illustrated in Figure 1.3, where the solid lines with colored boxes indicate the
followed track to achieve the determined objectives and the dashed lines with
white box illustrate the research fields within WSN which have not been discussed
in this research.
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Figure 1.3: Study module.
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1.8 Thesis Organization

This thesis is organized as follows:

Chapter 1 presents a brief introduction to the node replication attacks in MWSN.
It explains, how node replica is generated in MWSN and the challenges faced to
secure the network from these attacks. This chapter also includes the problem
statement, research challenges and issues, objectives, thesis scope and limitation
of the study.

Chapter 2 provides the detail of traditional security measures and security goals
in WSN and MWSN. The comparison between MWSN and static WSN is also
discussed. It also highlights the effect of security goals on node replication attacks.
The main focus of this chapter is to explain the overview of all previous works
done on mitigation and detection of clones attacks in MWSN. The subsequent
sections also explain the comparison of existing approaches. Furthermore, this
chapter also explains the research issues and open trends in detail, which lead to
the concept of the Danger Theory (DT).

In chapter 3, the proposed methodology for detecting node replication attacks is
explained thoroughly by considering the three main levels of detection in MWSN,
namely, 1st level detection, 2nd level detection and 3rd level detection. Subse-
quently, the DT approach (hybrid based) architecture and simulation parameters
are explained. A competent clone node detection (i.e., hybrid approach) approach
is pointed out by performance evaluation, simulation scenarios, mathematical for-
mulas and security parameters, using danger theory multilevel detection based
solution in MWSN. Basically it depends on multiple level of detection (i.e., 1st
level of detection, 2nd level of detection and 3rd level detection). 1st level of de-
tection is based on the frequency of node meeting, if it exceeds a certain threshold,
it would be an indication of attack. 2nd level of detection is initiated after indi-
cation of attacks in MWSN and it is a second security check based on password
check or voltage comparison. 3rd level of detection is introduced to inform about
replica to all base station.

Chapter 4 illustrates the simulation results of the proposed secure, efficient, com-
petent solution approach and algorithm by using output graphs, tables and di-
agrams. The performance evaluation and simulation results show that the pro-
posed method is more authentic, quick, efficient, competent and powerful in de-
tecting replica.

Finally in Chapter 5, the thesis concludes with a summary of research achieve-
ments, some concluding remarks and recommended future work.
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