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Wireless local area network (WLAN) has emerged over the past few years and has
become a new channel in communication and shared resources. As the utilization of
WLAN increased, it is important to study the impact on the performance of WLAN.
The performance of this network is always a priority when users want to use this
facility. In IEE802.11 WLAN, the users need to ensure the security of their data and
the best performance. The performance is always related with the use of
encryption protocols. IEEE802.11 contains encryptions protocols that have three
major generations, which are wired equivalent privacy (WEP), Wi-Fi protect access
(WPA) and counter mode with cipher block chaining Mac protocol (CCMP). However,
there are several opinions about the effect of using encryption on the performance of
WLAN.

A recent study claimed that encryption gives negligible impact to WLAN
performance, while other studies showed that it degrades WLAN performance about
20%. Thus, these different findings have motivated this research. As for the solution,
it proposes a mechanism of selecting encryption algorithms, which is able to help
users to select the suitable encryption algorithm and encryption protocols for their
secured communication in IEEE 802.11g WLAN. The impact on throughput and
time success can be examined based on encryption algorithms and encryption
protocols by using this proposed mechanism.



In this study, MATLAB was used for the simulation and the parameters for the
simulation were different size of text file, type of encryption algorithms and type of
encryption protocols. The data size of text file used were 50 bytes to 300 bytes. The
encryption algorithms consist of AES, DES and Blowfish while the encryption
protocols consist of WEP, TKIP and AES/CCMP. There were two scenarios that
have been tested in the simulation. In the first scenario, the data was tested with
encryption protocols and for the second scenario, the data was tested with encryption
algorithms and also encryption protocols. Meanwhile for encryption algorithms, the
data was encrypted using Kryptel, an encryption freeware. This encryption process
occurred before transmitting the data through IEEE802.11 WLAN and encryption
protocol at the access point.

The results obtained from this simulation were time success and throughput. Through
the results, time success was increased in both scenarios, as the data size became
larger after it was encrypted. It also showed that DES algorithm produced the best
time success along with WEP encryption protocol. As for the throughput, AES
algorithm with WEP produced the best throughput in both scenarios, except when
the size of data was 300 bytes, the results showed that Blowfish was the best
encryption algorithm to be coupled with WEP encryption protocol.

Based on the findings, it showed that this proposed mechanism can act as a guide to
select which encryption algorithms and encryption protocols that provided in
IEEE802.11 standards and also can ensure the best performance in WLAN.
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Sistem rangkaian setempat tanpa wayar telah digunakan secara meluas semenjak
kebelakangan ini. lanya menjadi budaya baru dalam penyaluran maklumat serta
perkongsian sumber. Dengan meningkatnya penggunaan sistem rangkaian tanpa
wayar ini, adalah amat penting untuk mengkaji kesan prestasi penggunaannya. Ini
kerana prestasi sentiasa diambil berat oleh pengguna. Di dalam sistem rangkaian
tanpa wayar ini yang berdasarkan standard IEEE802.11, pengguna perlu memastikan
keselamatan data mereka serta prestasi sentiasa menjadi keutamaan. Prestasi sentiasa
dikaitkan penggunaan protokol penyulitan.

Di dalam standard IEEE802.11, ianya mengandungi tiga protokol iaitu Wired
Equivalent Privacy (WEP), Wi-Fi Protect Access (WPA) dan juga CCMP. Namun
begitu, wujud pandangan yang berbeza mengenai kesan penggunaan penyulitan ini
terhadap prestasi rangkaian tanpa wayar.

Berdasarkan kajian yang dibuat sebelum ini, ianya memberi kesan yang Kkecil
namun ada kajian yang menyatakan ia mengurangkan prestasi rangkaian ini
sehingga 20%. Ini telah mendorong kepada tujuan kajian ini dibuat. lanya melibatkan



cadangan penggunaan mekanisme pemilihan algoritma dan pemilihan penggunaan
protokol algoritma. Kesan penggunaan protocol penyulitan dan protocol algoritma
terhadap masa ketibaan dan kadar purata mesej yang dihantar dapat dilihat dengan
menggunakan mekanisme yang dicadangkan.

Bagi melaksanakan kajian ini, kaedah simulasi dipilih dan menggunakan
pengaturcaraan MATLAB. Input yang digunakan adalah fail teks data (.txt), jenis
algoritma protokol seperti WEP, TKIP dan AES/CCMP dan enkripsi algoritma
seperti AES, DES dan Blowfish. Bagi saiz data, ianya melibatkan saiz 50 bait
sehingga 300 bait. Senario simulasi ini terbahagi kepada dua iaitu dengan
menggunakan protokol penyulitan sahaja manakala senario kedua adalah
menggunakan algoritma penyulitan dan juga protokol penyulitan. Bagi proses
algoritma penyulitan, data telah disulitkan dengan menggunakan perisian Kryptel.
lanya berlaku sebelum data dihantar kepada penerima manakala bagi proses protokol
penyulitan, ianya berlaku semasa di punca capaian data.

Output yang terhasil adalah masa ketibaan data tersebut dan juga kadar purata mesej
yang dihantar. Bagi masa ketibaan untuk kedua-dua senario, masa ketibaan menjadi
semakin lama setelah melalui proses penyulitan, di mana keputusan menunjukkan
algoritma penyulitan DES dan protokol penyulitan WEP menghasilkan masa
ketibaan yang paling cepat.

Manakala untuk kadar purata mesej yang dihantar pula, protokol penyulitan WEP
dan algoritma penyulitan AES menghasilkan prestasi kadar purata mesej yang
dihantar yang memuaskan bagi kedua-dua senario. Perubahan berlaku hanya untuk
algoritma penyulitan apabila saiz data adalah 300 bait, di mana algoritma penyulitan
yang sesuai adalah Blowfish dengan protokol penyulitan WEP.

Secara keseluruhannya, mekanisme yang dicadangkan dalam kajian ini boleh
dijadikan panduan untuk memilih penyulitan algoritma enkripsi dan penyulitan
protokol yang disediakan dalam standard IEEE802.11g. Di samping itu, ia boleh
menjamin prestasi yang baik dalam sistem rangkaian setempat tanpa wayar bagi
standard IEEE802.11g.
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CHAPTER 1

INTRODUCTION

Nowadays, rapid changes in technology have given the opportunity for users to have
various choices of communication channels. As we know, the latest trends in this
millennium and the nature of today’s life has compelled users to accept and use
current technology. Besides, they want all the information to be at their fingertips.
They want to access all these information quickly, as faster information retrieval
means success and efficiency. Based on that, a variety of handheld devices such as
smart phones and tablets have been invented. This paradigm is named mobile
computing (Yuan Zhang, 1999).

These devices are supported by wireless technology and enable users to get
connected anytime and anywhere. These wireless facilities are available in public
places such as cafes, libraries, airports, hotels and also lobbies of office buildings.

Wide usage of mobile computing has urged users to move from desktop to mobile
computing. Mobile computing is usually associated with mobility hardware, data and
software and its applications. Nowadays, mobile computing has becomes a necessity
to those who are always busy working and moving around. This mobile computing
can be used in WLAN.

This WLAN system has several standards, such as IEEE 802.11 that can be divided
into several types, for example, a, b, g or n. It uses 802.11 MAC protocol as a
standard layer 2 protocol. The study by (N.Borisov et.al, 2001) claimed that WLANSs
are more vulnerable to attacks, including data sniffing and unauthorized access. As a
result, appropriate security measures, especially the signal encryption mechanism,
needs to be implemented to protect WLAN system (Siwaruk et.al, 2008). There are
several encryption protocols available such as WEP, TKIP and CCMP.



1.2 Background

The advancement and rapid change in technology has created new landscapes in
communications. Today, wireless technology is commonly used to access internet or
intranet. It can be used to transfer information either in short or long distances. The
remarkable innovation of mobile computing has led to the same security issues. It is
because of the variety of mobile devices and their applications and services, which
are widely available in the market today. The authors (Jun-Zhao et.al, 2001) have
listed a few scenarios which could lead to the security in wireless environment, such
as:

i) Physical weakness and limitations of mobile and wireless
communications such as high error rate, unpredictable error due to
interference and mobility;

i) Exposed environment of wireless that is open to malicious attacks;

iii)  Application and services that become important features and high
demand by users; and

iv) Content of provided services becomes valuable not only for users, but
also to composers and providers.

Mobile wireless networks are generally more prone to physical security threats than
fixed cable. The increasing possibility of attacks should be considered. The criteria
of security need to be matched with the basic criteria in security, which are
availability, integrity, confidentiality, authentication, non-repudiation and
authorization.

It should comply with the security protocol that exists in the WLAN. In WLAN,
privacy is achieved by data contents protection with encryption. Without the
encryption, any other standard wireless devices can read all traffic in the network.
There have been three major generations of security approaches, which are known as
WEP, WPA and WPA2/802.11..

The impact of security on the WLAN performance was studied by (Barka &
Boulmalf, 2006), which focused on WEP and the results showed that the throughput
decreased when WEP was enabled.

1.3 Problem statement



The popular standard in WLAN nowadays is IEEE802.11. It show that the
utilization of WLAN increased, it is important to evaluate the performance of this
network. Beside that the users also need to ensure that their sent data are secured and
received by their partner in appropriate time. In most WLAN encryption used, to
overcome the security problem.

In most scenarios, it shows that the data need to be encrypted before it is transmitted
to the sender. The use of encryption protocols, it might affect the performance of the
WLAN networks. There are inaccurate perceptions about the effect of encryption
performance of WLANS.

Most of the study were focus on the effect of using encryption protocols in WLAN.
A recent study claimed that encryption gives negligible impact to WLAN
performance, while other studies show that it degrades WLAN performance about
20%. Since there is no study about the effect of using encryption algorithm and
encryption protocols in WLAN, it is important to study the impact of these
algorithms on WLAN.

As for that, the main focus of this research is to propose the mechanism for selection
of encryption algorithm used in WLAN that is based on IEEE802.11g standard
against the throughput. The standards IEE802.11g was choose because most of the
access point used this standard and it was already established. This is to ensure the
confidentiality of the data is not compromised and the throughput of the network can
be maintained or improved.

It also can give users an option to choose the encryption algorithm that is provided in
the IEEE802.11g environment. As the different encryption algorithms will produce
different results. This will ensure the performance of data between two peers, which
are based on the time success and throughput.



1.4 Research objective

The objectives of this research are:

i) To propose a mechanism for selecting a suitable encryption protocols and
algorithms on WLAN IEEE802.11g and;

i) To analyse the impact of encryption protocols and algorithms on WLAN
IEEE802.11g based on throughput and time success.

1.5 Scope

This research only focuses on IEEE 802.11g wireless network, which is the most
common standard in the WLAN environment. This standard was chosen because it
has been used by Siwaruk et.al, 2008. Another reason that IEEE802.11g has been
chosen because all the formula used are based on the IEEE802.11g standard.
Meanwhile, the transmission rate depends on the standard WLAN IEEE 802.11g,
which is 54 Mbps.

It is important to refer to their study because this research is an enhancement from
their findings, as their study used only encryption protocols of WEP, WPA, and
AES/CCMP, but this research used the encryption algorithm such as DES, AES and
Blowfish.

Communication factors such as channel error, routing algorithm and other factors
will not be considered in this research to simplify the study. Performance analysis of
the proposed techniques was evaluated based on throughput that depends on the
success time of data received and the size of the text file used in the experiment.



1.6 Contributions

The main contribution in this research work is to propose a mechanism for users to
select or to help users in selecting the best encryption algorithm for data privacy with
the encryption protocol provided in IEEE WLAN 802.11g environment. This
research can be used as a guide for users to determine which encryption algorithm
should be used in IEEE802.11 that could maintain their application performance. It
will be able to maintain the application performance while having a secured
environment and communication.

1.7 Methodology

The methodology for this research is through simulation using MATLAB. It will
involved experiments in two scenarios: the first scenario deals with data and
encryption protocols provided in IEEE802.11 but without the encryption algorithm,
while the second scenario used using both encryptions. The comparison between
these scenarios will be done to observe their performance of the three selected
encryption algorithms, which are DES, AES and Blowfish.

Based on that, the simulation will involve different size of data that starts with 50
bytes up to 300 bytes, encryption algorithms and encryption protocols in the IEEE
802.11.

Meanwhile for encryption, the data firstly was encrypted by using Kryptel, a type of
encryption software. The size of the data before and after encryption will be an input
to this simulation.

Then, the calculation will be made by simulation. The output produces time success
of the data received and the throughput of the networks. These findings will be an
indicator of the performance in WLAN based on IEEE802.11 standard. The detail of
this methodology is described in Chapter 3.



1.8 Thesis organizations

The thesis is organized as follows. Chapter 2 provides a detailed discussion on the
related work pertaining to the performance of wireless local area network and their
relation with security in wireless local area network. The throughput of networks and
the way the findings are produced will be compared.

Chapter 3 discusses the material and method used for the performance analysis. The
elaboration includes detail on methodology and the experimental setup will be
explained. In the next chapter which is Chapter 4, details about the proposed
mechanism will be explained.

Meanwhile for the findings, the analysis of the results will be presented in Chapter 5.
Lastly, Chapter 6 will cover the summary of the thesis with conclusion and also
recommendations for future work.
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